DODATEK DOTYCZACY PRZETWARZANIA DANYCH KLIENTOW

Niniejszy Dodatek dotyczacy przetwarzania danych (,DPD”) i odpowiednie Zatgczniki majg zastosowanie, gdy
HP przetwarza Dane osobowe Klienta w celu swiadczenia Ustug uzgodnionych w odpowiedniej umowie
(umowach) miedzy HP a Klientem (,Umowa o $wiadczenie ustug”). Terminy pisane wielka literg, ktore nie
zostaty wyraznie zdefiniowane w niniejszym dokumencie, majg znaczenie okreslone w Umowie o Swiadczenie
ustug. W przypadku sprzecznosci miedzy warunkami Umowy o swiadczenie ustug w zakresie, w jakim odnosza
sie one do przetwarzania Danych osobowych, a niniejszym DPD, pierwszenstwo ma DPD.

1 DEFINICJE

1.1 ,CCPA” oznacza Kalifornijska ustawe o ochronie prywatnosci konsumentow z 2018 r. (California
Consumer Privacy Act), w wersji uwzgledniajacej zmiany wynikajace z Kalifornijskiej ustawy o ochronie
prywatnosci (California Privacy Rights Act, ,CPRA”), Cal. Civ. Kodeks 1798.100, i nast. oraz wszelkie
powigzane przepisy, z ktorych kazdy jest od czasu do czasu zmieniany i uzupetniany;

1.2 Klient” oznacza klienta koricowego Ustug HP;

1.3 ,Dane osobowe Klienta” oznaczajg Dane osobowe, w odniesieniu do ktorych Klient jest Administratorem
danych i ktoére sg przetwarzane przez HP jako Podmiot przetwarzajgcy dane lub jego Podwykonawcy
przetwarzania w trakcie swiadczenia Ustug;

1.4 ,Administrator danych” oznacza osobe fizyczng lub prawnag, organ publiczny, agencje lub jakikolwiek inny
organ, ktdry samodzielnie lub wspélnie z innymi okresla cele i sposoby przetwarzania Danych osobowych
i obejmuje ,przedsiebiorstwo” zgodnie z definicjg zawartg w CCPA;

1.5 ,Podmiot przetwarzajgcy dane” oznacza kazda osobe fizyczng lub prawng, organ publiczny, agencje lub
inny organ, ktory przetwarza Dane osobowe w imieniu Administratora danych lub na polecenie innego
Podmiotu przetwarzajgcego dane dziatajgcego w imieniu Administratora danych;

1.6 ,Przepisy o ochronie danych i prywatnosci” 0znaczajg wszystkie obecne i przyszte obowigzujgce przepisy
ustawowe i wykonawcze dotyczgce przetwarzania, bezpieczenstwa, ochrony i przechowywania Danych
osobowych i prywatnosci, ktére moga istnie¢ w odpowiednich jurysdykcjach, w tym miedzy innymi CCPA,
RODO, PIPL oraz wszelkie obowigzujgce przepisy i normy krajowe chronigce dane osobowe 0s6b
fizycznych w Chinskiej Republice Ludowej, ogdlne rozporzadzenie o ochronie danych (General Data
Protection Regulation) obowigzujace w Wielkiej Brytanii, brytyjska ustawe o ochronie danych z 2018 r. (UK
Data Protection Act 2018), dyrektywe 2002/58/WE dotyczaca przetwarzania danych osobowych i
ochrony prywatnosci w sektorze tgcznosci elektronicznej, wszelkie krajowe przepisy ustawowe lub
wykonawcze wdrazajgce powyzsze dyrektywy oraz wszelkie przepisy dotyczace ochrony danych w
Norwegii, Islandii, Liechtensteinie i Szwajcarii, a takze wszelkie zmiany lub zamienniki takich przepisow
ustawowych i wykonawczych;

1.7 ,0Osoba, ktdrej dane dotyczg” ma znaczenie przypisane terminowi ,0soba, ktérej dane dotyczg” zgodnie z
obowigzujgcymi Przepisami o ochronie danych i prywatnosci i obejmujg co najmniej wszelkie
zidentyfikowane lub mozliwe do zidentyfikowania osoby fizyczne, ktérych Dane osobowe dotycza;

1.8 ,UE" oznacza Unie Europejska i kraje, ktore sg cztonkami tego zwigzku tacznie;

1.9 ,Krajeuropejski” oznacza panstwo cztonkowskie UE, Norwegie, Islandie, Liechtenstein i Szwajcarie;



1.10

1.20
1.21

1.22

1.23
1.24

+Europejsko-amerykanski zatwierdzony mechanizm adekwatnosc”™ oznacza kazdy mechanizm
adekwatnosci zatwierdzony zgodnie z obowigzujgcymi Przepisami o ochronie danych i prywatnosciw celu
przekazywania Danych osobowych z kraju europejskiego do USA;

LStandardowe klauzule umowne UE" oznaczajg standardowe klauzule umowne UE dotyczace
przekazywania Danych osobowych przez Administratorow danych Podmiotom przetwarzajgcym dane
oraz Administratorom danych przez Podmioty przetwarzajgce dane, przewidziane w decyzji wykonawczej
Komisji (UE) 2021/914 z dnia 4 czerwca 2021 r. lub w jej nastepcy, z wszelkimi niezbednymi zmianami
dla Szwajcari;

,RODO” oznacza ogodlne rozporzadzenie o ochronie danych (UE) 2016/679 w sprawie ochrony 0sob
fizycznych w zwigzku z przetwarzaniem danych osobowych i w sprawie swobodnego przeptywu takich
danych;

,Grupa HP" oznacza HP Inc. (1501 Page Mill Road, Palo Alto, CA 94304) oraz wszystkie jej wiekszosciowe
udziaty i kontrolowane spotki zalezne, niezaleznie od jurysdykcji rejestracji lub dziatalnosci;

.Dane osobowe” oznaczajg wszelkie informacje dotyczace zidentyfikowanej lub mozliwej do
zidentyfikowania osoby fizycznej lub w inny sposéb okreslony w obowigzujgcych Przepisach o ochronie
danych i prywatnosci. Osoba mozliwa do zidentyfikowania to osoba, ktérg mozna bezposrednio lub
posrednio zidentyfikowa¢, w szczegélnosci na podstawie identyfikatora, takiego jak imie i nazwisko,
numer identyfikacyjny, dane o lokalizacji, identyfikator internetowy lub jeden badz kilka szczegolnych
czynnikow dotyczacych jej tozsamosci fizycznej, fizjologicznej, genetycznej, umystowej, ekonomicznej,
kulturowej lub spotecznej;

»Incydent zwigzany z danymi osobowymi” ma znaczenie przypisane przez obowigzujgce Przepisy o
ochronie danych i prywatnosci terminom ,incydent bezpieczenstwa”, ,naruszenie bezpieczenstwa” lub
»naruszenie danych osobowych”, ale obejmuje kazda sytuacje, w ktorej HP dowie sie, ze Dane osobowe
Klienta zostaty lub prawdopodobnie zostaty udostepnione, ujawnione, zmienione, utracone, zniszczone
lub wykorzystane przez osoby nieupowaznione w nieuprawniony sposob;

.PIPL" (Personal Information Protection Law) oznacza przepisy o ochronie danych osobowych
obowigzujgce w Chinskiej Republice Ludowej;

.proces”, ,procesy”, ,przetwarzanie” lub ,przetworzone” oznacza kazda operacje lub zestaw operacji
wykonywanych na Danych osobowych w sposéb automatyczny lub niezautomatyzowany, w tym, m.in.,
uzyskiwanie dostepu, gromadzenie, utrwalanie, organizowanie, porzgdkowanie, przechowywanie,
dostosowywanie lub modyfikowanie, pobieranie, konsultowanie, wykorzystywanie, ujawnianie poprzez
transmisje, rozpowszechnianie lub udostepnianie w inny sposéb, dopasowywanie, tgczenie, blokowanie,
ograniczanie, usuwanie i niszczenie Danych osobowych oraz wszelkie rownowazne definicje w majacych
zastosowanie Przepisach o ochronie danych i prywatnosci w zakresie, w jakim takie definicje powinny
wykraczac poza te definicje;

»Wigzace reguty korporacyjne dotyczgce Podmiotdw przetwarzajgcych dane” oznaczajg wigzace reguty
korporacyjne dla Podmiotu przetwarzajgcego dane zatwierdzone przez niektdre organy ds. prywatnosci
w UE;

»0dpowiedni kraj” oznacza wszystkie kraje inne niz te kraje europejskie i inne kraje, w odniesieniu do
ktérych istnieje stwierdzenie adekwatnosci na mocy art. art. 45 RODO lub réwnowaznego na mocy prawa
szwajcarskiego lub prawa brytyjskiego, i obejmuje Stany Zjednoczone, o ile takie stwierdzenie
adekwatnosci jest ograniczone do wymagania uzycia Europejsko-amerykanskiego zatwierdzonego
mechanizmu adekwatnosci;

»Sprzedac” i ,Sprzedaz” ma znaczenie okreslone w CCPA;

LUdostepni¢” ma znaczenie okreslone w CCPA;

L2ustugi” oznaczajg ustugi, w tym produkty i wsparcie, swiadczone przez HP na mocy Umowy o
Swiadczenie ustug;

~-Umowa o Swiadczenie ustug” oznacza umowe miedzy HP a Klientem dotyczacg zakupu Ustug od HP; i

»Podwykonawca przetwarzania” oznacza kazdg osobe fizyczng lub prawng, organ publiczny, agencje lub
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inny organ, ktéry przetwarza Dane osobowe w imieniu Podmiotu przetwarzajgcego dane dziatajgcego w
imieniu Administratora danych.

2 ZAKRES | ZGODNOSC Z PRAWEM

2.1

2.2

2.3

2.4

2.5

Niniejszy DPD ma zastosowanie do przetwarzania Danych osobowych Klienta przez HP w zwigzku ze
Swiadczeniem Ustug przez HP oraz gdy HP dziata jako Podmiot przetwarzajgcy dane w imieniu Klienta
jako Administrator danych. Wszystkie Strony przestrzegajg obowigzujgcych Przepisow o ochronie danych
i prywatnosci. Zadne z postanowien niniejszego punktu 2.1 nie zmienia zadnych ograniczen majgcych
zastosowanie do praw ktorejkolwiek ze Stron do wykorzystywania lub innego przetwarzania Danych
osobowych na mocy Umowy miedzy Stronami.

Kategorie Osdb, ktorych dane dotyczg, rodzaje przetwarzanych Danych osobowych Klienta oraz cele
przetwarzania sg okreslone w Zatgczniku 1 do niniejszego DPD. HP bedzie przetwarzac¢ Dane osobowe
Klienta przez okres obowigzywania Umowy o $wiadczenie Ustug (lub dtuzej w zakresie wymaganym
przez obowigzujgce prawo).

Klient, korzystajgc z Ustug HP, ponosi wytgczng odpowiedzialnos¢ za przestrzeganie wszystkich
obowigzujgcych Przepiséw o ochronie danych i prywatnosci dotyczgcych doktadnosci, jakosci i legalnosci
Danych osobowych Klienta, ktére majg by¢ przetwarzane przez HP w zwigzku z Ustugami. Klient zapewni
ponadto, ze instrukcje, ktore przekazuje HP w zwigzku z przetwarzaniem Danych osobowych Klienta,
beda zgodne ze wszystkimi obowigzujgcymi Przepisami o ochronie danych i prywatnosci oraz nie bedg
naruszac zobowigzan HP wynikajgcych z obowigzujgcych Przepisdéw o ochronie danych i prywatnosci.

Jezeli Klient korzysta z Ustug w celu przetwarzania jakichkolwiek kategorii Danych osobowych, ktére nie
sg wyraznie objete niniejszym DPD, Klient dziata na wtasne ryzyko, a HP nie ponosi odpowiedzialnosci za
jakiekolwiek potencjalne braki zgodnosci zwigzane z takim wykorzystaniem.

Jesli HP ujawni Klientowi jakiekolwiek Dane osobowe pracownika HP lub pracownik HP przekaze Dane
osobowe bezposrednio Klientowi, ktore Klient przetwarza w celu zarzadzania korzystaniem z Ustug,
Klient bedzie przetwarzat te Dane osobowe zgodnie ze swoimi politykami prywatnosci oraz
obowigzujgcymi Przepisami o ochronie danych i prywatnosci. Takie ujawnienia bedg dokonywane przez
HP tylko wtedy, gdy jest to zgodne z prawem do celéw zarzgdzania umowami, zarzgdzania ustugami lub
uzasadnionej weryfikacji przesztosci lub celow bezpieczenstwa Klienta.

3 OBOWIAZKIPODMIOTU PRZETWARZAJACEGO DANE

3.1

Niezaleznie od jakichkolwiek odmiennych postanowien Umowy o swiadczenie ustug, w odniesieniu do
Danych osobowych Klienta, HP:

3.1.1 Bedzie przetwarzac Dane osobowe Klienta wytgcznie zgodnie z udokumentowanymi instrukcjami
Klienta (ktére mogg mie¢ charakter szczegdtowy lub ogdlny, jak okreslono w Umowie o
Swiadczenie ustug lub w inny sposdb uzgodniony miedzy Stronami). Bez ograniczenia ogolnego
zakresu powyzszego, w zakresie, w jakim CCPA dotyczy Danych osobowych Klienta, HP nie bedzie
w sposob, ktory nie jest zgodny z CCPA: Sprzedawac ani Udostepnia¢ Danych osobowych Klienta;
przechowywac, wykorzystywac ani ujawnia¢ Danych osobowych Klienta w zadnym innym celu niz
okreslone cele biznesowe zwigzane ze swiadczeniem Ustug lub w inny sposéb z wykonywaniem
obowigzkow wynikajgcych z Umowy, ktore to cele sg realizowane w kontekscie bezposredniej
relacji biznesowej miedzy Stronami; ani tgczy¢ Danych osobowych Klienta z Danymi osobowymi
z jakiegokolwiek innego zrodta. W zakresie, w jakim CPPA ma zastosowanie do Danych
osobowych Klienta, HP powiadomi Klienta, jesli nie moze spetni¢ swoich zobowigzan
wynikajgcych z CCPA w odniesieniu do Danych osobowych Klienta. Niezaleznie od powyzszego,
HP moze przetwarzac Dane osobowe Klienta zgodnie z wymogami obowigzujgcego prawa. W
takiej sytuacji HP podejmie uzasadnione kroki w celu poinformowania Klienta o takim wymogu,
zanim HP przetworzy dane, chyba ze zabrania tego prawo.

3.1.2  Zapewni, ze tylko upowazniony personel, ktéry przeszedt odpowiednie szkolenie w zakresie
ochrony i postepowania z Danymi osobowymi i jest zobowigzany do przestrzegania poufnosci
Danych osobowych Klienta, bedzie miat do nich dostep.

3.1.3  Wdrozy odpowiednie srodkitechniczne i organizacyjne w celu ochrony przed nieuprawnionym lub
niezgodnym z prawem zniszczeniem, utratg, zmiang, nieuprawnionym ujawnieniem lub
dostepem do Danych osobowych Klienta. Srodki te bedg odpowiednie do szkdéd, ktére moga

3



wynikac¢ z nieautoryzowanego lub niezgodnego z prawem przetwarzania, przypadkowej utraty,
zniszczenia, uszkodzenia lub kradziezy Danych osobowych Klienta oraz z uwzglednieniem
charakteru Danych osobowych Klienta, ktére majg by¢ chronione.

3.1.4 Bez zbednej zwtoki i w zakresie dozwolonym przez prawo, powiadomi Klienta o wszelkich
zadaniach 0soéb, ktorych dane dotycza, ktére chcg skorzysta¢ z przystugujgcych im praw
wynikajgcych z obowigzujacych Przepiséw o ochronie danych i prywatnosci oraz, na pisemny
wniosek i koszt Klienta, biorgc pod uwage charakter przetwarzania, pomoze Klientowi poprzez
wdrozenie odpowiednich srodkow technicznych i organizacyjnych, o ile jest to mozliwe, aby
pomoc w zobowigzaniu Klienta do odpowiadania na takie prosby.

3.1.5 Na pisemny wniosek i koszt Klienta, biorgc pod uwage charakter przetwarzania i informacje
dostepne HP, pomoze Klientowi w wypetnianiu jego obowigzkow wynikajgcych zart. 32-36 RODO
lub réwnowaznych przepiséw wynikajgcych z obowigzujacych Przepiséw o ochronie danych i
prywatnosci, aby pomac Klientowi w wypetnianiu obowigzkdw Klienta wynikajgcych z PIPL; oraz
obowigzkow wynikajgcych z CPRA.

3.1.6  Na pisemny wniosek Klienta usunie lub zwroci Klientowi wszelkie Dane osobowe Klienta po
zakonczeniu Swiadczenia Ustug, chyba ze obowigzujgce prawo wymaga przechowywania Danych
osobowych Klienta. Wybor miedzy usunieciem lub zwrotem Danych osobowych Klienta
pozostawia sie HP.

4 PODWYKONAWSTWO PRZETWARZANIA DANYCH

4.1

4.2

5
5.1

Klient upowaznia HP do przekazywania Danych osobowych Klienta lub udzielania dostepu do Danych
osobowych Klienta cztonkom Grupy HP i stronom trzecim jako Podwykonawcom przetwarzania (oraz
zezwala na to Podwykonawcom przetwarzania zgodnie z punktem 4.1) w celu $wiadczenia Ustug lub
innych celow okreslonych w sekcji ,Czynnosci przetwarzania” Zatacznika 1. Firma HP pozostaje
odpowiedzialna za przestrzeganie przez Podwykonawce przetwarzania zobowigzan wynikajgcych z
niniejszego DPD. HP dopilnuje, aby wszyscy Podwykonawcy przetwarzania, ktérym HP przekazuje Dane
osobowe Klienta, zawarli z HP pisemne umowy zobowigzujgce Podwykonawcow przetwarzania do
przestrzegania warunkéw ochrony nie mniejszej niz okreslona w niniejszym DPD. HP udostepni Klientowi
aktualng liste Podwykonawcow przetwarzania w odniesieniu do Ustug objetych Umowg o Swiadczenie
Ustug.

HP moze w dowolnym momencie i bez uzasadnienia wyznaczy¢ nowego Podwykonawce przetwarzania,
pod warunkiem, ze Klient otrzyma wczesniejsze 10 (dziesieciodniowe) powiadomienie, a Klient nie
sprzeciwi sie zgodnie z prawem takim zmianom w tym terminie. Uzasadnione zastrzezenia musza
zawiera¢ uzasadnione i udokumentowane podstawy zwigzane z nieprzestrzeganiem przez
Podwykonawce przetwarzania obowigzujgcych Przepiséw o ochronie danych i prywatnosci. Jesli w
uzasadnionej opinii HP takie zastrzezenia sg uzasadnione, HP powstrzyma sie od korzystania z takiego
Podwykonawcy przetwarzania w kontekscie przetwarzania Danych osobowych Klienta. W takich
przypadkach HP dotozy uzasadnionych staran, aby (i) udostepnic Klientowi zmiane w Ustugach HP lub (ii)
zaleci¢ zmiane konfiguracji lub korzystania z Ustug przez Klienta w celu unikniecia przetwarzania Danych
osobowych Klienta przez Podwykonawce przetwarzania, co do ktérego ztozono takie zastrzezenia. Jesli
HP nie bedzie w stanie udostepnic¢ takiej zmiany w rozsgdnym terminie, ktory nie przekroczy (90)
dziewiecdziesieciu dni, Klient moze, przekazujgc HP pisemne powiadomienie, zakonczy¢ sSwiadczenie
Ustugi, ktoéra nie moze by¢ swiadczona przez HP bez skorzystania z ustug Podwykonawcy przetwarzania,
ktéry sprzeciwit sie, przekazujgc HP pisemne powiadomienie. Tam, gdzie ma zastosowanie PIPL, HP
zwroci sie do Klienta zwnioskiem o uprzednig zgode na wyznaczenie nowego Podwykonawcy
przetwarzania. Klient musi odpowiedzie¢ na wniosek HP w ciggu dziesieciu (10) dni. Jezeli Klient sprzeciwi
sie zmianie, HP powstrzyma sie od korzystania z takiego Podwykonawcy przetwarzania w kontekscie
przetwarzania Danych osobowych Klienta. W takich przypadkach HP dotozy uzasadnionych staran, aby (i)
udostepni¢ Klientowi zmiane w Ustugach HP lub (i) zleci¢ zmiane konfiguracji lub sposobu korzystania
z Ustug przez Klienta w celu unikniecia przetwarzania Danych osobowych Klienta przez Podwykonawce
przetwarzania, wobec ktdrego zgtoszono takie zastrzezenia. Jesli HP nie jest w stanie udostepnic takiej
zmiany w rozsgdnym terminie, ktory nie przekroczy dziewiecdziesieciu (90) dni, Klient moze, przekazujac
HP pisemne powiadomienie, wypowiedzie¢ Ustuge, ktora nie moze by¢ swiadczona przez HP bez
skorzystania z ustug Podwykonawcy przetwarzania, wobec ktérego zgtoszono zastrzezenia.

INCYDENTY ZWIAZANE Z DANYMI OSOBOWYMI

HP powiadomi Klienta bez zbednej zwtoki, jesli HP dowie sie o jakimkolwiek Incydencie zwigzanym z
Danymi osobowymi Klienta i podejmie takie kroki, jakich Klient moze zasadnie wymagac, w rozsgdnym
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terminie, w celu naprawienia Incydentu zwigzanego z Danymi osobowymi i dostarczenia pozostatych
informagji, ktorych Klient moze zasadnie wymagac. HP zastrzega sobie prawo do naliczenia optaty
administracyjnej za pomoc Swiadczong zgodnie z niniejszym punktem 5.1, chyba ze iw zakresie, w jakim
Klient wykaze, ze taka pomoc jest wymagana z powodu nieprzestrzegania przez HP niniejszego DPD.

6 MIEDZYNARODOWE PRZEKAZYWANIE DANYCH OSOBOWYCH KLIENTOW

6.1

6.2

6.4

HP moze przekazywac Dane osobowe Klienta poza kraj, z ktérego zostaty pierwotnie zebrane, pod
warunkiem, ze takie przekazanie jest wymagane w zwigzku z Ustugami i odbywa sie zgodnie z
obowigzujgcymi Przepisami o ochronie danych i prywatnosci, w tym m.in. dokonujgc wczesniejszej oceny
wymadane] przez Przepisy 0 ochronie danych i prywatnosci.

Europejskie przepisy szczegotowe

6.2.1 W zakresie, w jakim Dane osobowe Klienta s3 przekazywane z Kraju europejskiego do
Odpowiedniego kraju, HP udostepnia wymienione ponizej mechanizmy przekazywania, ktére
majg zastosowanie, w kolejnosci pierwszenstwa okreslonej w punkcie 6.2.2, do wszelkich takich
transferéw zgodnie z obowigzujgcymi Przepisami o ochronie danych i prywatnosci:

6.2.1.1 Jezeli ma to zastosowanie, Wigzace reguty korporacyjne HP dotyczace podmiotow
przetwarzajgcych dane: firma HP przyjeta Wigzace reguty korporacyjne dotyczace
podmiotow przetwarzajgcych dane, ktdre obejmujg przetwarzane przez nig Dane
osobowe Klientow. HP ma obowigzek dbac o aktualnos¢ Wigzacych regut korporacyjnych
dotyczacych podmiotow przetwarzajgcych dane oraz niezwtocznie powiadomi¢ Klienta,
jezeli rzeczone Wigzace reguty korporacyjne dotyczace podmiotow przetwarzajgcych
dane przestang by¢ waznym mechanizmem transferu. Wigzace reguty korporacyjne
dotyczace podmiotéw przetwarzajgcych dane sg dostepne pod adresem:
https://www.hp.com/uk-en/bcr-pages.html?jumpid=in_R11928_/us/en/corp/privacy-
central/binding-corporate-rules.

6.2.1.2 Europejsko-amerykanski zatwierdzony mechanizm adekwatnosci: wszelkie transfery w
ramach Europejsko-amerykanskiego zatwierdzonego mechanizmu adekwatnosci
muszg by¢ wykonane zgodnie z zasadami mechanizmu, w tym, w razie potrzeby,
rejestracjg lub certyfikacjg Podmiotu stowarzyszonego HP znajdujgcego sie w Stanach
Zjednoczonych Ameryki, ktory bedzie przetwarzat Dane osobowe Klienta do celéw Ustug.

6.2.1.3 Standardowe klauzule umowne UE dotyczace przekazywania Danych osobowych przez
Administratorow danych Podmiotom przetwarzajgcym dane (Zatacznik 2) badz
Administratorom danych przez Podmioty przetwarzajgce dane (Zatacznik 3), zaleznie od
tego, co ma zastosowanie w danej sytuacji.

6.2.2 Jesli Ustugi sg objete wiecej niz jednym mechanizmem przekazywania, przekazywanie Danych
osobowych Klienta bedzie podlega¢ jednemu mechanizmowi przekazywania zgodnie z
nastepujacg kolejnoscig pierwszenstwa: 1) Wigzace reguty korporacyjne HP dotyczace
podmiotow  przetwarzajgcych; 2) Europejsko-amerykanski  zatwierdzony mechanizm
adekwatnosci; 3) Standardowe klauzule umowne UE.

6.3 Inne okreslone mechanizmy transferu

6.3.1 Bez uszczerbku dla ogolnosci klauzuli 6.1 powyzej, Strony uzgadniajg, ze mechanizmy

przekazywania, o ktérych mowa w Zatgczniku 4 (Wielka Brytania) i 5 (Argentyna), beda
wykorzystywane przez HP do przekazywania Danych osobowych z danego kraju do wtasciwego
kraju.

Przepisy szczegolne dotyczace Chin
6.4.1 W zakresie, w jakim jakiekolwiek Dane osobowe Klienta gromadzone lub generowane na terenie

Chin s3 przekazywane z Chinskiej Republiki Ludowej przez HP do kraju lub regionu poza Chinami,
HP udostepnia mechanizmy transferu wymienione ponizej:



6.4.1.1 Ocena bezpieczenstwa: w przypadku, gdy do przekazywania Danych osobowych Klienta
ma zastosowanie ocena bezpieczenstwa przeprowadzana przez Chinskg Administracje ds.
Cyberprzestrzeni (Cyberspace Administration of China, CAC), Klient wystepuje o ocene
bezpieczenstwa ispetnia odpowiedni wymadg, a HP udziela pomocy, jesli Klient tego
zazada i obie Strony uznaja to za konieczne.

6.4.1.2 Standardowa umowa (Zatacznik 6): w przypadku, gdy ocena bezpieczenstwa nie ma
zastosowania, Klient musi zawrze¢ z odbiorcg Danych osobowych Klienta standardowg
umowe opublikowang przez CAC.

6.4.2 W przypadku gdy Administrator danych przekazuje Dane osobowe z Chinskiej Republiki Ludowej
do Podmiotu przetwarzajgcego dane w kraju lub regionie poza Chinami, Administrator danych jest
odpowiedzialny za uzyskanie zgody 0s6b, ktorych dane dotycza, na przekazanie tych danych.

7 AUDYTY

7.1

Na pisemny wniosek Klienta firma HP udostepni Klientowi wszelkie informacje niezbedne do wykazania
zgodnosci z obowigzkami okreslonymi w obowigzujgcych Przepisach o ochronie danych i prywatnosci,
pod warunkiem ze firma HP nie bedzie zobowigzana do dostarczania informacji objetej tajemnica
handlowa. Nie czesciej niz raz w roku i na koszt Klienta, HP bedzie ponadto zezwalac na audyty i inspekcje
przeprowadzane przez Klienta lub jego upowaznionego audytora zewnetrznego, ktéry nie bedzie
konkurentem HP, oraz bedzie uczestniczy¢ w tych audytach. Zakres wszelkich takich audytow, w tym
warunki poufnosci, zostanie wspolnie uzgodniony przez Strony przed ich wszczeciem. Aby zapewnic
Klientowi prawo do podjecia uzasadnionych i odpowiednich krokow w celu powstrzymania i naprawienia
nieautoryzowanego uzycia Danych osobowych Klienta przez HP, strony potwierdzg i opracujg
obustronnie zatwierdzony plan naprawczy, ktory bedzie niezbedny do zajecia sie wszelkimi ustaleniami
audytu, wskazujacymi na takie nieautoryzowane uzycie Danych osobowych Klienta.



Lista zatgcznikow

Zatgcznik 1 —Szczeg6ty przetwarzania

Zatacznik 2 — Standardowe klauzule umowne UE (Administrator danych do podmiotu przetwarzajgcego dane)
Zatacznik 3 — Standardowe klauzule umowne UE (Podmiot przetwarzajgcy dane do podmiotu przetwarzajgcego
dane)

Zatacznik 4 —Miedzynarodowa umowa o przekazywaniu danych (International Data Transfer Agreement, IDTA)
(UK)

Zatacznik 5 — Standardowe klauzule umowne (Argentyna)
Zatacznik 6 — Standardowa umowa dotyczgca transgranicznego przekazywania danych osobowych (Chiny)



Zatgcznik 1

Szczegbty przetwarzania

HP moze okresowo aktualizowac niniejszy Zatgcznik 1 w celu odzwierciedlenia zmian w czynnosciach
przetwarzania.

Kategorie 0s8b, ktorych dane dotycza

Pracownicy Klienta, agenciklienta i podwykonawcy.

Rodzaje danych osobowych

Dane osobowe Klienta przetwarzane przez HP w zwigzku ze swiadczeniem Ustug przez HP sg okreslane i
kontrolowane przez Klienta jako Administratora danych oraz zgodnie z obowigzujgcym oswiadczeniem o pracy
i/lub zamdwieniami zakupu/zmiany, ale mogg obejmowac jako przyktady:

Dane kontaktowe— takie jak imie i nazwisko, stuzbowy lub osobisty numer telefonu, stuzbowy lub osobisty
adres e-mail oraz adres biura stuzbowego.

Dane poswiadczeri zabezpieczen — takie jak numer identyfikacyjny pracownika lub numer odznaki.

Dane dotyczqce uzytkowania produktu — takie jak drukowane strony, typy urzadzen, ktore inicjowaty
zadania drukowania, tryb drukowania, uzywane nosniki, marka atramentu lub tonera, typ drukowanego
pliku (.pdf, .jpg itp.), aplikacja uzywana do drukowania (Word, Excel, Adobe Photoshop itp.), rozmiar pliku,
znacznik czasu oraz uzycie i status materiatow eksploatacyjnych do drukarek.

Dane dotyczqce wydajnosci—uzywane zdarzenia drukowania, funkcje i alerty, takie jak ostrzezenia o ,,niskim
poziomie atramentu”, korzystanie z kart fotograficznych, faks, skanowanie, wbudowany serwer
WWW i dodatkowe informacje techniczne, ktore réznig sie w zaleznosci od produktu.

Dane urzgdzenia— informacje o komputerach, drukarkach i/lub urzadzeniach, takie jak system operacyjny,
ilos¢ pamieci, region, jezyk, strefa czasowa, numer modelu, data pierwszego uruchomienia, wiek
urzadzenia, data produkcji urzadzenia, wersja przegladarki, producent komputera, port potgczenia, status
gwarangji, unikalne identyfikatory urzadzen, identyfikatory reklamowe i dodatkowe informacje techniczne,
ktore roznig sie w zaleznosci od produktu.

Dane aplikacji— informacje zwigzane z aplikacjami HP, takie jak lokalizacja, jezyk, wersje oprogramowania,
opcje udostepniania danych i szczegoty aktualizadji; i

Inne Dane osobowe przekazywane przez Osobe, ktorej dane dotycza, gdy wchodzi ona w interakcje
osobistg, online lub telefonicznie lub poczta z centrami serwisowymi, biurami pomocy technicznej lub
innymi kanatami obstugi klienta w celu utatwienia swiadczenia Ustug HP i odpowiadania na zapytania
Klientow i/lub Osab, ktorych dane dotycza; lub (i) na urzadzeniach otrzymanych przez HP.

Czynnosci przetwarzania

Dane osobowe Klienta przetwarzane w zwigzku z Umowg o swiadczenie ustug bedg wykorzystywane przez HP
do zarzadzania relacjami z Klientem i Swiadczenia Ustug na jego rzecz. HP moze przetwarzac¢ Dane osobowe
Klienta w celu:

Swiadczenia ustug zarzadzania flotg, takich jak ustugi Managed Print Services i Device as a Service;

utrzymywania doktadnych danych kontaktowych i rejestracyjnych w celu Swiadczenia kompleksowych
ustug wsparcia i konserwacji, w tym pakietu pielegnacyjnego i rozszerzonego wsparcia gwarancyjnego oraz
utatwiania napraw i zwrotéw;

utatwienia dostepu do portali do przegladaniai zarzadzania danymi, zarzgdzania urzgdzeniami, zamawiania
i realizacji zamowien na produkty lub ustugi w celu administrowania kontami oraz organizowania przesytek
i dostaw;

poprawy wydajnoscii dziatania produktow, rozwigzan, ustugi wsparcia, w tym wsparcia gwarancyjnego oraz
terminowych aktualizacji oprogramowania uktadowego i oprogramowania oraz alertdw w celu zapewnienia
ciggtego dziatania urzadzenia lub ustugi;

dostarczania Klientowi komunikacji administracyjnej na temat Ustug; przyktady komunikacji
administracyjnej moga obejmowac odpowiedzi na zapytania lub prosby Klientéw, raporty dotyczace
uzytkowania produktu lub wydajnosci, komunikaty dotyczace zakonczenia ustug lub gwarangji,
powiadomienia o wycofaniu z rynku lub stosowne aktualizacje korporacyjne zwigzane z fuzjami, przejeciami
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lub zbyciami;

utrzymywania integralnosci i bezpieczenstwa stron internetowych, produktéw, funkgji i ustug HP oraz
zapobiegania zagrozeniom bezpieczenstwa, oszustwom lub innym dziataniom przestepczym lub
ztosliwym, ktére moga naruszac informacje Klienta, oraz ich wykrywanie;

weryfikowania tozsamosci Klienta, w tym zadania podania imienia i nazwiska osoby dzwonigcej oraz
numeru identyfikacyjnego pracownika lub numeru identyfikatora w celu $wiadczenia ustug zdalnej
konserwacji HP;

przestrzegania obowigzujgcych przepisow prawa, regulacji, nakazow sgdowych, zadan rzadowych i
organow scigania oraz w celu ochrony pracownikow i innych klientdw oraz rozwigzywania sporow; i

dostarczania dostosowanych do potrzeb doswiadczen, personalizowania Ustugi i komunikacji oraz
tworzenia rekomendacji; i

wyczyszczenia danych z urzadzen zwréconych do HP.



Attachment 2
EU STANDARD CONTRACTUAL CLAUSES (DATA CONTROLLER TO DATA PROCESSOR)

SECTION |

Clause 1

Purpose and scope

(@)The purpose of these standard contractual clauses is to ensure compliance with the requirements of Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard
to the processing of personal data and on the free movement of such data (General Data Protection Regulation) for the
transfer of personal data to a third country.

(b)The Parties:

(i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter ‘entity/ies’) transferring the
personal data, as listed in Annex |.A (hereinafter each ‘data exporter’), and

(i) the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via another entity
also Party to these Clauses, as listed in Annex |.A (hereinafter each ‘data importer’)

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’).
(c) These Clauses apply with respect to the transfer of personal data as specified in Annex |.B.

(d)The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these Clauses.

Clause 2

Effect and invariability of the Clauses

(@) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal
remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data
transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant to
Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate
Module(s) or to add or update information in the Appendix. This does not prevent the Parties from including the
standard contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or additional
safeguards, provided that they do not contradict, directly or indirectly, these Clauses or prejudice the fundamental
rights or freedoms of data subjects.

(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation (EU)
2016/679.

Clause 3

Third-party beneficiaries
(@) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter and/or
data importer, with the following exceptions:
() Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
(ii) Clause 8 - Clause 8.1(b), 8.9(a), (c), (d) and (e);
(i) Clause 9 - Clause 9(a), (c), (d) and (e);



(iv) Clause 12 —Clause 12(a), (d) and ();
(v) Clause 13;
(vi) Clause 15.1(c), (d) and (e);
(vii) Clause 16(e);
(viii) Clause 18 — Clause 18(a) and (b).
(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.

Clause 4

Interpretation

(@) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same
meaning as in that Regulation.

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.

() These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in Regulation
(EV) 2016/679.

Clause 5

Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties,
existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.

Clause 6

Description of the transfer(s)

The details of the transfer(s), and in particular the categories of personal data that are transferred and the purpose(s)
for which they are transferred, are specified in Annex |.B.

SECTION Il — OBLIGATIONS OF THE PARTIES
Clause 8

Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able, through
the implementation of appropriate technical and organisational measures, to satisfy its obligations under these
Clauses.

8.1 Instructions

(@) The data importer shall process the personal data only on documented instructions from the data exporter. The
data exporter may give such instructions throughout the duration of the contract.

(b) The data importer shall immediately inform the data exporter if it is unable to follow those instructions.

8.2 Purpose limitation
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The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in Annex
I.B, unless on further instructions from the data exporter.

8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the Parties,
available to the data subject free of charge. To the extent necessary to protect business secrets or other confidential
information, including the measures described in Annex Il and personal data, the data exporter may redact part of the
text of the Appendix to these Clauses prior to sharing a copy, but shall provide a meaningful summary where the data
subject would otherwise not be able to understand the its content or exercise his/her rights. On request, the Parties
shall provide the data subject with the reasons for the redactions, to the extent possible without revealing the redacted
information. This Clause is without prejudice to the obligations of the data exporter under Articles 13 and 14 of
Regulation (EU) 2016/679.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated, it
shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the data
exporter to erase or rectify the data.

8.5 Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex |.B. After the end of the
provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal data
processed on behalf of the data exporter and certify to the data exporter that it has done so, or return to the data
exporter all personal data processed on its behalf and delete existing copies. Until the data is deleted or returned, the
data importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data
importer that prohibit return or deletion of the personal data, the data importer warrants that it will continue to ensure
compliance with these Clauses and will only process it to the extent and for as long as required under that local law.
This is without prejudice to Clause 14, in particular the requirement for the data importer under Clause 14(e) to notify
the data exporter throughout the duration of the contract if it has reason to believe that it is or has become subject to
laws or practices not in line with the requirements under Clause 14(a).

8.6 Security of processing

(@) The data importer and, during transmission, also the data exporter shall implement appropriate technical and
organisational measures to ensure the security of the data, including protection against a breach of security
leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data
(hereinafter ‘personal data breach’). In assessing the appropriate level of security, the Parties shall take due
account of the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of
processing and the risks involved in the processing for the data subjects. The Parties shall in particular consider
having recourse to encryption or pseudonymisation, including during transmission, where the purpose of
processing can be fulfilled in that manner. In case of pseudonymisation, the additional information for attributing
the personal data to a specific data subject shall, where possible, remain under the exclusive control of the data
exporter. In complying with its obligations under this paragraph, the data importer shall at least implement the
technical and organisational measures specified in Annex Il. The data importer shall carry out regular checks to
ensure that these measures continue to provide an appropriate level of security.

(b) The data importer shall grant access to the personal data to members of its personnel only to the extent strictly
necessary for the implementation, management and monitoring of the contract. It shall ensure that persons
authorised to process the personal data have committed themselves to confidentiality or are under an appropriate
statutory obligation of confidentiality.

(c) In the event of a personal data breach concerning personal data processed by the data importer under these
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate
its adverse effects. The data importer shall also notify the data exporter without undue delay after having become
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aware of the breach. Such notification shall contain the details of a contact point where more information can be
obtained, a description of the nature of the breach (including, where possible, categories and approximate number
of data subjects and personal data records concerned), its likely consequences and the measures taken or
proposed to address the breach including, where appropriate, measures to mitigate its possible adverse effects.
Where, and in so far as, it is not possible to provide all information at the same time, the initial notification shall
contain the information then available and further information shall, as it becomes available, subsequently be
provided without undue delay.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply with
its obligations under Regulation (EU) 2016/679, in particular to notify the competent supervisory authority and
the affected data subjects, taking into account the nature of processing and the information available to the data
importer.

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniguely identifying a natural
person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal convictions and
offences (hereinafter ‘sensitive data’), the data importer shall apply the specific restrictions and/or additional
safeguards described in Annex |.B.

8.8 Onward transfers

The data importer shall only disclose the personal data to a third party on documented instructions from the data
exporter. In addition, the data may only be disclosed to a third party located outside the European Union (in the same
country as the data importer or in another third country, hereinafter ‘onward transfer’) if the third party is or agrees to
be bound by these Clauses, under the appropriate Module, or if:

(@) theonward transferis to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU)
2016/679 that covers the onward transfer;

(b) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation of (EU)
2016/679 with respect to the processing in question;

(c) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings; or

(d) the onward transfer is necessary in order to protect the vital interests of the data subject or of another natural
person.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these Clauses,
in particular purpose limitation.

8.9 Documentation and compliance

(@) The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to the
processing under these Clauses.

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall keep
appropriate documentation on the processing activities carried out on behalf of the data exporter.

(c) The dataimporter shall make available to the data exporter all information necessary to demonstrate compliance
with the obligations set out in these Clauses and at the data exporter’s request, allow for and contribute to audits
of the processing activities covered by these Clauses, at reasonable intervals or if there are indications of non-
compliance. In deciding on a review or audit, the data exporter may take into account relevant certifications held
by the data importer.
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(d) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may
include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be
carried out with reasonable notice.

(e) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits,
available to the competent supervisory authority on request.

Clause 9

Use of sub-processors

(@) GENERAL WRITTEN AUTHORISATION The data importer has the data exporter’s general authorisation for the
engagement of sub-processor(s) from an agreed list. The data importer shall specifically inform the data exporter
in writing of any intended changes to that list through the addition or replacement of sub-processors at least 90
days in advance, thereby giving the data exporter sufficient time to be able to object to such changes prior to the
engagement of the sub-processor(s). The data importer shall provide the data exporter with the information
necessary to enable the data exporter to exercise its right to object.

(b) Where the dataimporter engages a sub-processor to carry out specific processing activities (on behalf of the data
exporter), it shall do so by way of a written contract that provides for, in substance, the same data protection
obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary
rights for data subjects. The Parties agree that, by complying with this Clause, the data importer fulfils its
obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations
to which the data importer is subject pursuant to these Clauses.

(c) The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor agreement and
any subseqguent amendments to the data exporter. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data importer may redact the text of the agreement prior to
sharing a copy.

(d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-processor’s
obligations under its contract with the data importer. The dataimporter shall notify the data exporter of any failure
by the sub-processor to fulfil its obligations under that contract.

(e) The dataimporter shall agree a third-party beneficiary clause with the sub-processor whereby —in the event the
data importer has factually disappeared, ceased to exist in law or has become insolvent — the data exporter shall
have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return the
personal data.

Clause 10

Data subject rights
(@) The data importer shall promptly notify the data exporter of any request it has received from a data subject. It
shall not respond to that request itself unless it has been authorised to do so by the data exporter.

(b) The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’ requests
for the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set out in Annex ||
the appropriate technical and organisational measures, taking into account the nature of the processing, by which
the assistance shall be provided, as well as the scope and the extent of the assistance required.

(0) Infulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions from
the data exporter.

Clause 11
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Redress

(a)

The data importer shall inform data subjects in a transparent and easily accessible format, through individual notice
or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any complaints it
receives from a data subject.

In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses, that
Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each other
informed about such disputes and, where appropriate, cooperate in resolving them.

Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall accept
the decision of the data subject to:

() lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of
work, or the competent supervisory authority pursuant to Clause 13;

(i) refer the dispute to the competent courts within the meaning of Clause 18.

The Parties accept that the data subject may be represented by a not-for-profit body, organisation or association
under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.

The data importer shall abide by a decision that is binding under the applicable EU or Member State law.

The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and
procedural rights to seek remedies in accordance with applicable laws.

Clause 12

Liability

(a)

(b)

(f)

(g

Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of
these Clauses.

The data importer shall be liable to the data subject, and the data subject shall be entitled to receive
compensation, for any material or non-material damages the data importer or its sub-processor causes the data
subject by breaching the third-party beneficiary rights under these Clauses.

Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall be
entitled to receive compensation, for any material or non-material damages the data exporter or the data
importer (or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these
Clauses. This is without prejudice to the liability of the data exporter and, where the data exporter is a processor
acting on behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation (EU)
2018/1725, as applicable.

The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data
importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the
compensation corresponding to the data importer’s responsibility for the damage.

Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of
these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring
an action in court against any of these Parties.

The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the
other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.

The data importer may not invoke the conduct of a sub-processor to avoid its own liability.

Clause 13
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Supervision

(a)

Where the data exporter is established in an EU Member State: The supervisory authority with responsibility for
ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as
indicated in Annex |.C, shall act as competent supervisory authority.

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a representative
pursuant to Article 27(1) of Regulation (EU) 2016/679: The supervisory authority of the Member State in which
the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in
Annex |.C, shall act as competent supervisory authority.

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to appoint a
representative pursuant to Article 27(2) of Regulation (EU) 2016/679: The supervisory authority of one of the
Member States in which the data subjects whose personal data is transferred under these Clauses in relation to
the offering of goods or services to them, or whose behaviour is monitored, are located, as indicated in Annex I.C,
shall act as competent supervisory authority.

The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory
authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer
agrees to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory
authority, including remedial and compensatory measures. It shall provide the supervisory authority with written
confirmation that the necessary actions have been taken.

SECTION IIl — LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES

Clause 14

Local laws and practices affecting compliance with the Clauses

(a)

(b)

The Parties warrant that they have no reason to believe that the laws and practices in the third country of
destination applicable to the processing of the personal data by the data importer, including any requirements to
disclose personal data or measures authorising access by public authorities, prevent the data importer from
fulfilling its obligations under these Clauses. This is based on the understanding that laws and practices that
respect the essence of the fundamental rights and freedoms and do not exceed what is necessary and
proportionate in a democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU)
2016/679, are not in contradiction with these Clauses.

‘he Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular of
he following elements:

(i) the specific circumstances of the transfer, including the length of the processing chain, the number of actors
involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose
of processing; the categories and format of the transferred personal data; the economic sector in which the
transfer occurs; the storage location of the data transferred;

(i) the laws and practices of the third country of destination— including those requiring the disclosure of data to
public authorities or authorising access by such authorities — relevant in light of the specific circumstances of
the transfer, and the applicable limitations and safeguards;

(i) any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards
under these Clauses, including measures applied during transmission and to the processing of the personal
data in the country of destination.
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The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best efforts
to provide the data exporter with relevant information and agrees that it will continue to cooperate with the data
exporter in ensuring compliance with these Clauses.

The Parties agree to document the assessment under paragraph (b) and make it available to the competent
supervisory authority on request.

The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for
the duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in
line with the requirements under paragraph (a), including following a change in the laws of the third country or a
measure (such as a disclosure request) indicating an application of such laws in practice that is not in line with the
requirements in paragraph (a).

Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that
the dataimporter can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify
appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be
adopted by the data exporter and/or data importer to address the situation. The data exporter shall suspend the
data transfer if it considers that no appropriate safeguards for such transfer can be ensured, or if instructed by
the competent supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the
contract, insofar as it concerns the processing of personal data under these Clauses. If the contract involves more
than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party,
unless the Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d)
and (e) shall apply.

Clause 15

Obligations of the data importer in case of access by public authorities

15.1 Notification

(a)

The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if necessary, with the

help of the data exporter) if it:

(i) receives a legally binding request from a public authority, including judicial authorities, under the laws of the country of
destination for the disclosure of personal data transferred pursuant to these Clauses; such notification shall include
information about the personal data requested, the requesting authority, the legal basis for the request and the

response provided; or

(i) becomes aware of any direct access by public authorities to personal data transferred pursuant to these Clauses in
accordance with the laws of the country of destination; such notification shall include all information available to the

importer.

If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of the country of
destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition, with a view to
communicating as much information as possible, as soon as possible. The dataimporter agrees to document its best efforts

in order to be able to demonstrate them on request of the data exporter.

Where permissible under the laws of the country of destination, the data importer agrees to provide the data exporter, at
regular intervals for the duration of the contract, with as much relevant information as possible on the requests received
(in particular, number of requests, type of data requested, requesting authority/ies, whether requests have been challenged

and the outcome of such challenges, etc.).

The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the contract and

make it available to the competent supervisory authority on request.

17



(e)

Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and
Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses.

15.2 Review of legality and data minimisation

(a)

(c)

The data importer agrees to review the legality of the request for disclosure, in particular whether it remains
within the powers granted to the requesting public authority, and to challenge the request if, after careful
assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the
laws of the country of destination, applicable obligations under international law and principles of international
comity. The data importer shall, under the same conditions, pursue possibilities of appeal. When challenging a
request, the dataimporter shall seek interim measures with a view to suspending the effects of the request until
the competent judicial authority has decided on its merits. It shall not disclose the personal data requested until
required to do so under the applicable procedural rules. These requirements are without prejudice to the
obligations of the data importer under Clause 14(e).

The data importer agrees to document its legal assessment and any challenge to the request for disclosure and,
to the extent permissible under the laws of the country of destination, make the documentation available to the
data exporter. It shall also make it available to the competent supervisory authority on request.

The data importer agrees to provide the minimum amount of information permissible when responding to a
request for disclosure, based on a reasonable interpretation of the request.

SECTION IV —FINAL PROVISIONS

Clause 16

Non-compliance with the Clauses and termination

(a)

(b)

The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for
whatever reason.

In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the data
exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured or
the contract is terminated. This is without prejudice to Clause 14(f).

The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal
data under these Clauses, where:

(i) the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph
(b) and compliance with these Clauses is not restored within a reasonable time and in any event within one
month of suspension;

(i) the data importer is in substantial or persistent breach of these Clauses; or

(i) the data importer fails to comply with a binding decision of a competent court or supervisory authority
regarding its obligations under these Clauses.

In these cases, it shall inform the competent supervisory authority of such non-compliance. Where the contract
involves more than two Parties, the data exporter may exercise this right to termination only with respect to the
relevant Party, unless the Parties have agreed otherwise.

Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c) shall
at the choice of the data exporter immediately be returned to the data exporter or deleted in its entirety. The
same shall apply to any copies of the data. The data importer shall certify the deletion of the data to the data
exporter. Until the data is deleted or returned, the data importer shall continue to ensure compliance with these
Clauses. In case of local laws applicable to the data importer that prohibit the return or deletion of the transferred
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personal data, the data importer warrants that it will continue to ensure compliance with these Clauses and will
only process the data to the extent and for as long as required under that local law.

(e)  Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission adopts
a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data to
which these Clauses apply; or (i) Regulation (EU) 2016/679 becomes part of the legal framework of the country
to which the personal datais transferred. This is without prejudice to other obligations applying to the processing
in question under Regulation (EU) 2016/679.

Clause 17

Governing law

These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for third-party
beneficiary rights. The Parties agree that this shall be the law of France.

Clause 18

Choice of forum and jurisdiction

(@) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
(b) The Parties agree that those shall be the courts of France.

() Adatasubject may also bring legal proceedings against the data exporter and/or data importer before the courts
of the Member State in which he/she has his/her habitual residence.

(d) The Parties agree to submit themselves to the jurisdiction of such courts.
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APPENDIX
ANNEX|

A. LIST OF PARTIES

Data exporter(s): [/dentity and contact details of the data exporter(s) and, where applicable, of its/their data
protection officer and/or representative in the European Union]

Name: See Customer’s name in the Agreement
Address: See Customer’s address in the Agreement

Contact person’s name, position and contact details: See Customer’s contact person’s name, position and
contact details in the Agreement

Activities relevant to the data transferred under these Clauses: Same as the Agreement
Signature and date: Same as the Agreement

Role (controller/processor): Controller

Data importer(s): [/dentity and contact details of the data importer(s), including any contact person with
responsibility for data protection]

Name: See HP’s name in the Agreement
Address: See HP’s address in the Agreement

Contact person’s name, position and contact details: Zoe McMahon, DPO, https://www.hp.com/us-
en/privacy/ww-privacy-form.html

Activities relevant to the data transferred under these Clauses: Same as the Agreement
Signature and date: Same as the Agreement

Role (controller/processor): Processor

B. DESCRIPTION OF TRANSFER

Categories of data subjects whose personal data is transferred
See Attachment 1.

Categories of personal data transferred

See Attachment 1.

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having followed specialised training), keeping a record of
access to the data, restrictions for onward transfers or additional security measures.

See attachment 1.
The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).

See attachment 1.
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Nature of the processing

See attachment 1.

Purpose(s) of the data transfer and further processing
See attachment 1.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
that period

See Agreement and DPA.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing
Subject matter: See Attachment 1.

Nature: See Attachment 1.

Duration of the processing: As long as the contract is in effect.

C. COMPETENT SUPERVISORY AUTHORITY

Commission Nationale de l'informatique et des Libertés (CNIL)
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ANNEX I

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL
MEASURES TO ENSURE THE SECURITY OF THE DATA

To protect Customer data, HP abides by a robust set of information security controls including policies,
practices, procedures, and organizational structures to safeguard the confidentiality, integrity, and
availability of its own and its customers’ information (including Personal Data as defined in HP’s Customer
and Data Processing Addenda). The following sets forth an overview of HP's technical/organizational
security measures throughout the company.
1. Security Policy
HP maintains globally applicable policies, standards, and procedures intended to protect HP and Customer
data. The detail of HP’s security policies is confidential to protect the integrity of HP’s data and systems.
However, summaries of our key policies are included below.
2. Information Security Organization
HP has an Information Security Organization responsible for directing and managing the organization's
information security strategy and controls. An Information Security Framework/Management System is put
in place to ensure compliance with HP’s security policies and controls and confirm that the security
reguirements of its customers are complied with. This Framework is structured in alignment with the NIST
Cybersecurity Framework and is reviewed annually.
3. Asset Management
HP has a process in place for identifying technical information assets, and through this process, HP identifies
all assets under its responsibility and categorizes the critical assets. HP further maintains a set of
documented handling procedures for each information classification type, including those assets that
contain Personal Data. Handling procedures address storage, transmission, communication, access,
logging, retention, destruction, disposal, incident management, and breach notification.
4, Access Control
The principle of least privilege is used for providing logical access control. User access is provided via a
unique user ID and password. HP’'s password policy has defined complexity, strength, validity, and
password-history related controls. Access rights are reviewed periodically and revoked upon personnel
departure.
User account creation and deletion procedures, as have been mutually agreed upon, are implemented to
grant and revoke access to client systems used during the engagement.

5.  Personnel Training
HP employees must complete the Integrity at HP training designed to ensure that employees are familiar
with the program, policies, and resources that govern HP’s expectations for ethical behavior, excellence,
and compliance. Integrity at HP features modules on security and data privacy, and employees also are
required to take an annual “refresher” course. HP employees must also complete an annually refreshed
dedicated security awareness training focused on essential security policies and emphasizing the
employees’ responsibilities related to incident management, data privacy, and information security.
6. Third Parties and Subcontractors
HP has processes in place to select sub-contractors that are able to comply with comprehensive contractual
security requirements.
For applicable suppliers (suppliers that handle/store/transmit HP data and customer owned HP held data
or have access to the HP network), HP Cybersecurity performs a risk assessment to verify the existence of
an information security program. An adeguate program must include physical, technical, and administrative
safeguards. This assessment must be done before the supplier has access to HP information.
7. Systems Security
By policy, the development of systems and supporting software within HP follow a secure development
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methodology to ensure security throughout the system/software lifecycle. The Software Development
Lifecycle defines initiation, development/acquisition, implementation, operations, and disposal
requirements. All system components, including modules, libraries, services, and discrete components, are
evaluated to determine their impact on the overall system security state.
HP has defined controls for the protection of application service transactions. These controls include
validating and verifying user credentials, mandating digital signatures and encryption, implementing secure
communication protocols, storing online transaction details on servers within the appropriate network
security zone.
Internal vulnerability scans are performed regularly.
8. Physical and Environmental Security
HP facilities are secured using various physical and electronic access controls and surveillance capabilities.
Depending on the facility, this could include security guards, electronic access control, and closed-circuit
television (CCTV).
All HP personnel are registered and are required to carry appropriate identification badges.
Facilities have required infrastructure support with temperature control and power backups where required,
using UPS and/or diesel generators to support critical services.

9. Operations Management
HP has defined a minimum set of hardening requirements for technology infrastructure, including
workstations, servers, and network equipment. Workstation/servers images contain pre-hardened
operating systems. Hardening requirements vary depending on the type of operating system and applicable
controls implemented.
HP has deployed Network Intrusion Detection/Prevention Systems (NIDS/ NIPS) within the network and are
monitored and managed 24*7.
HP security policies and standards mandate secure disposal of media.
10. Cryptography
HP has defined a set of robust processes for cryptography to ensure the confidentiality, integrity, and
availability of information assets. Approved protocols require encryption for certain assets, including those
that contain personal data.
11. Information Security Incident Management
HP follows a developed Cyber Incident Management Process that addresses purpose, scope, roles,
responsibilities, management commitment, organizational coordination, implementation procedures, and
compliance checking. HP reviews and updates this process on an annual basis.
A Cyber Incident Response Team, which includes HP Cybersecurity personnel trained in incident response
and crisis management, is assembled for regular table-top reviews of process and any incident or event.
12. Business Continuity Management
HP maintains a global Continuity of Operations program. This program takes a holistic, company-wide
approach for end-to-end continuity through a set of collaborative, standardized, and internally documented
planning processes.
HP periodically exercises its business continuity plans to ensure their effectiveness. HP currently tests and
updates all plans at least yearly and ensures that people with a role in the business continuity plan are
trained.

For transfers to (sub-) processors, also describe the specific technical and organisational measures to be
taken by the (sub-) processor to be able to provide assistance to the controller and, for transfers from a
processor to a sub-processor, to the data exporter

Sub-processors only process: name, business email address, business phone number, business address.
The purpose of transferring this data is to complete the contract.

For HP all of the above technical and organizational measures are flowed down to the sub-processors
through the partner code of conduct and contract terms. Sub-processors are required to commit to
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following HP's requirements.
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Attachment 3
EU STANDARD CONTRACTUAL CLAUSES (DATA PROCESSOR TO DATA PROCESSORS)

SECTION |

Clause 1

Purpose and scope

(@) The purpose of these standard contractual clauses is to ensure compliance with the requirements of Regulation
(EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data (General Data Protection
Regulation) https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN - ntrl-L 2021199EN.01003701-E0001for
the transfer of personal data to a third country.

(b) The Parties:

(i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter ‘entity/ies’)
transferring the personal data, as listed in Annex |.A (hereinafter each ‘data exporter’), and

(i) the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via
another entity also Party to these Clauses, as listed in Annex |.A (hereinafter each ‘data importer’)

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’).
(c) These Clauses apply with respect to the transfer of personal data as specified in Annex |.B.

(d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these Clauses.

Clause 2
Effect and invariability of the Clauses

(@) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal
remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data
transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant
to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate
Module(s) or to add or update information in the Appendix. This does not prevent the Parties from including the
standard contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or
additional safeguards, provided that they do not contradict, directly or indirectly, these Clauses or prejudice the
fundamental rights or freedoms of data subjects.

(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation (EU)
2016/679.

Clause 3
Third-party beneficiaries

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter and/or
data importer, with the following exceptions:
() Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;

(i) Clause 8 —Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d), (e), (f) and (qg);
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(i) Clause 9 - Clause 9(a), (c), (d) and (e);

(iv) Clause 12 —Clause 12(a), (d) and (f);

(v)  Clause 13;

(vi)  Clause 15.7(c), (d) and (e);

(vii) Clause 16(e);

(viii) Clause 18— Clause 18(a) and (b).

(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.

Clause 4

Interpretation

(@) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same
meaning as in that Regulation.

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.

(c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in Regulation
(EU) 2016/679.

Clause 5

Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties,
existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.

Clause 6

Description of the transfer(s)

The details of the transfer(s), and in particular the categories of personal data that are transferred and the purpose(s)
for which they are transferred, are specified in Annex |.B.

SECTION II— OBLIGATIONS OF THE PARTIES

Clause 8

Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able, through
the implementation of appropriate technical and organisational measures, to satisfy its obligations under these
Clauses.

8.1 Instructions
(@) The dataexporter hasinformed the dataimporter that it acts as processor under the instructions of its controller(s),
which the data exporter shall make available to the data importer prior to processing.

(b) The data importer shall process the personal data only on documented instructions from the controller, as
communicated to the dataimporter by the data exporter, and any additional documented instructions from the data
exporter. Such additional instructions shall not conflict with the instructions from the controller. The controller or
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data exporter may give further documented instructions regarding the data processing throughout the duration of
the contract.

(c) The data importer shall immediately inform the data exporter if it is unable to follow those instructions. Where
the data importer is unable to follow the instructions from the controller, the data exporter shall immediately
notify the controller.

(d) The data exporter warrants that it has imposed the same data protection obligations on the data importer as set
out in the contract or other legal act under Union or Member State law between the controller and the data
exporter.

8.2 Purpose limitation

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in Annex
I.B., unless on further instructions from the controller, as communicated to the data importer by the data exporter, or
from the data exporter.

8.3 Transparency

On reqguest, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the Parties,
available to the data subject free of charge. To the extent necessary to protect business secrets or other confidential
information, including personal data, the data exporter may redact part of the text of the Appendix prior to sharing a
copy, but shall provide a meaningful summary where the data subject would otherwise not be able to understand its
content or exercise his/her rights. On request, the Parties shall provide the data subject with the reasons for the
redactions, to the extent possible without revealing the redacted information.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated, it
shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the data
exporter to rectify or erase the data.

8.5 Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the
provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal data
processed on behalf of the controller and certify to the data exporter that it has done so, or return to the data exporter
all personal data processed on its behalf and delete existing copies. Until the data is deleted or returned, the data
importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer
that prohibit return or deletion of the personal data, the data importer warrants that it will continue to ensure
compliance with these Clauses and will only process it to the extent and for as long as required under that local law.
This is without prejudice to Clause 14, in particular the requirement for the data importer under Clause 14(e) to notify
the data exporter throughout the duration of the contract if it has reason to believe that it is or has become subject to
laws or practices not in line with the requirements under Clause 14(a).

8.6 Security of processing

(@) The data importer and, during transmission, also the data exporter shall implement appropriate technical and
organisational measures to ensure the security of the data, including protection against a breach of security leading
to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data (hereinafter
‘personal data breach’). In assessing the appropriate level of security, they shall take due account of the state of the
art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the risks involved in
the processing for the data subject. The Parties shall in particular consider having recourse to encryption or
pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that manner.
In case of pseudonymisation, the additional information for attributing the personal data to a specific data subject
shall, where possible, remain under the exclusive control of the data exporter or the controller. In complying with

27



its obligations under this paragraph, the data importer shall at least implement the technical and organisational
measures specified in Annex Il. The data importer shall carry out regular checks to ensure that these measures
continue to provide an appropriate level of security.

(b) The data importer shall grant access to the data to members of its personnel only to the extent strictly necessary
for the implementation, management and monitoring of the contract. It shall ensure that persons authorised to
process the personal data have committed themselves to confidentiality or are under an appropriate statutory
obligation of confidentiality.

(c) In the event of a personal data breach concerning personal data processed by the data importer under these
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate
its adverse effects. The data importer shall also notify, without undue delay, the data exporter and, where
appropriate and feasible, the controller after having become aware of the breach. Such notification shall contain the
details of a contact point where more information can be obtained, a description of the nature of the breach
(including, where possible, categories and approximate number of data subjects and personal data records
concerned), its likely consequences and the measures taken or proposed to address the data breach, including
measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible to provide all information
at the same time, the initial notification shall contain the information then available and further information shall,
as it becomes available, subsequently be provided without undue delay.

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply with its
obligations under Regulation (EU) 2016/679, in particular to notify its controller so that the latter may in turn notify
the competent supervisory authority and the affected data subjects, taking into account the nature of processing
and the information available to the data importer.

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely identifying a natural
person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal convictions and
offences (hereinafter ‘sensitive data’), the data importer shall apply the specific restrictions and/or additional
safeguards set out in Annex |.B.

8.8 Onward transfers

The dataimporter shall only disclose the personal data to a third party on documented instructions from the controller,
as communicated to the data importer by the data exporter. In addition, the data may only be disclosed to a third party
located outside the European Union https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN - ntr6-L 2021199EN.01003701-E0006 (in the
same country as the data importer or in another third country, hereinafter ‘onward transfer’) if the third party is or
agrees to be bound by these Clauses, under the appropriate Module, or if:

(i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation
(EU) 2016/679 that covers the onward transfer;

(i) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU)
2016/679;

(i) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings; or

(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of another natural
person.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these Clauses,
in particular purpose limitation.
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8.9 Documentation and compliance

(a)

(b)

(g

The data importer shall promptly and adequately deal with enquiries from the data exporter or the controller that
relate to the processing under these Clauses.

The Parties shall be able to demonstrate compliance with these Clauses. In particular, the dataimporter shall keep
appropriate documentation on the processing activities carried out on behalf of the controller.

The data importer shall make all information necessary to demonstrate compliance with the obligations set out
in these Clauses available to the data exporter, which shall provide it to the controller.

The data importer shall allow for and contribute to audits by the data exporter of the processing activities covered
by these Clauses, at reasonable intervals or if there are indications of non-compliance. The same shall apply where
the data exporter requests an audit on instructions of the controller. In deciding on an audit, the data exporter
may take into account relevant certifications held by the data importer.

Where the audit is carried out on the instructions of the controller, the data exporter shall make the results
available to the controller.

The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may
include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be
carried out with reasonable notice.

The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits,
available to the competent supervisory authority on request.

Clause 9

Use of sub-processors

(a)

GENERAL WRITTEN AUTHORISATION The data importer has the controller’s general authorisation for the
engagement of sub-processor(s) from an agreed list. The data importer shall specifically inform the controller in
writing of any intended changes to that list through the addition or replacement of sub-processors at least 10
days in advance, thereby giving the controller sufficient time to be able to object to such changes prior to the
engagement of the sub-processor(s). The data importer shall provide the controller with the information
necessary to enable the controller to exercise its right to object. The data importer shall inform the data exporter
of the engagement of the sub-processor(s).

Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the
controller), it shall do so by way of a written contract that provides for, in substance, the same data protection
obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary
rights for data subjects. The Parties agree that, by complying with this Clause, the data importer fulfils its
obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations
to which the data importer is subject pursuant to these Clauses.

The data importer shall provide, at the data exporter’s or controller's request, a copy of such a sub-processor
agreement and any subsequent amendments. To the extent necessary to protect business secrets or other
confidential information, including personal data, the data importer may redact the text of the agreement prior to
sharing a copy.

The data importer shall remain fully responsible to the data exporter for the performance of the sub-processor’s
obligations under its contract with the data importer. The dataimporter shall notify the data exporter of any failure
by the sub-processor to fulfil its obligations under that contract.

The data importer shall agree a third-party beneficiary clause with the sub-processor whereby —in the event the
data importer has factually disappeared, ceased to exist in law or has become insolvent — the data exporter shall
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have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return the
personal data.

Clause 10

Data subject rights

(a)

(b)

(0)

The data importer shall promptly notify the data exporter and, where appropriate, the controller of any request it
has received from a data subject, without responding to that request unless it has been authorised to do so by the
controller.

The data importer shall assist, where appropriate in cooperation with the data exporter, the controller in fulfilling
its obligations to respond to data subjects’ requests for the exercise of their rights under Regulation (EU)
2016/679 or Regulation (EU) 2018/1725, as applicable. In this regard, the Parties shall set out in Annex Il the
appropriate technical and organisational measures, taking into account the nature of the processing, by which the
assistance shall be provided, as well as the scope and the extent of the assistance required.

In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions from
the controller, as communicated by the data exporter.

Clause 11

Redress

(a)

The data importer shall inform data subjects in a transparent and easily accessible format, through individual
notice or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any
complaints it receives from a data subject.

In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses, that
Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each other
informed about such disputes and, where appropriate, cooperate in resolving them.

Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall accept
the decision of the data subject to:

(i) lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place
of work, or the competent supervisory authority pursuant to Clause 13;

(i) refer the dispute to the competent courts within the meaning of Clause 18.

The Parties accept that the data subject may be represented by a not-for-profit body, organisation or association
under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.

The data importer shall abide by a decision that is binding under the applicable EU or Member State law.

The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and
procedural rights to seek remedies in accordance with applicable laws.

Clause 12

Liability

(a)

Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of
these Clauses.
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(b)

(f)

(g

The data importer shall be liable to the data subject, and the data subject shall be entitled to receive
compensation, for any material or non-material damages the data importer or its sub-processor causes the data
subject by breaching the third-party beneficiary rights under these Clauses.

Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall be
entitled to receive compensation, for any material or non-material damages the data exporter or the data
importer (or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these
Clauses. This is without prejudice to the liability of the data exporter and, where the data exporter is a processor
acting on behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation (EU)
2018/1725, as applicable.

The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data
importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the
compensation corresponding to the data importer’s responsibility for the damage.

Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of
these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring
an action in court against any of these Parties.

The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the
other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.

The data importer may not invoke the conduct of a sub-processor to avoid its own liability.

Clause 13

Supervision

(a)

Where the data exporter is established in an EU Member State: The supervisory authority with responsibility for
ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as
indicated in Annex I.C, shall act as competent supervisory authority.

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a representative
pursuant to Article 27(1) of Regulation (EU) 2016/679: The supervisory authority of the Member State in which
the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in
Annex I.C, shall act as competent supervisory authority.

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to appoint a
representative pursuant to Article 27(2) of Regulation (EU) 2016/679: The supervisory authority of one of the
Member States in which the data subjects whose personal data is transferred under these Clauses in relation to
the offering of goods or services to them, or whose behaviour is monitored, are located, as indicated in Annex I.C,
shall act as competent supervisory authority.

The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory
authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer
agrees to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory
authority, including remedial and compensatory measures. It shall provide the supervisory authority with written
confirmation that the necessary actions have been taken.

SECTION |If — LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES

Clause 14
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Local laws and practices affecting compliance with the Clauses

(a)

The Parties warrant that they have no reason to believe that the laws and practices in the third country of
destination applicable to the processing of the personal data by the data importer, including any requirements
to disclose personal data or measures authorising access by public authorities, prevent the data importer from
fulfilling its obligations under these Clauses. This is based on the understanding that laws and practices that
respect the essence of the fundamental rights and freedoms and do not exceed what is necessary and
proportionate in a democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU)
2016/679, are not in contradiction with these Clauses.

The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular of
the following elements:

(i) the specific circumstances of the transfer, including the length of the processing chain, the number of actors
involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of
processing; the categories and format of the transferred personal data; the economic sector in which the
transfer occurs; the storage location of the data transferred;

(i) the laws and practices of the third country of destination— including those requiring the disclosure of data to
public authorities or authorising access by such authorities — relevant in light of the specific circumstances of
the transfer, and the applicable limitations and safeguards;

(iii)any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards
under these Clauses, including measures applied during transmission and to the processing of the personal
data in the country of destination.

The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best efforts
to provide the data exporter with relevant information and agrees that it will continue to cooperate with the data
exporter in ensuring compliance with these Clauses.

The Parties agree to document the assessment under paragraph (b) and make it available to the competent
supervisory authority on request.

The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for
the duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in
line with the requirements under paragraph (a), including following a change in the laws of the third country or a
measure (such as a disclosure request) indicating an application of such laws in practice that is not in line with
the requirements in paragraph (a). The data exporter shall forward the notification to the controller.

Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that
the dataimporter canno longer fulfilits obligations under these Clauses, the data exporter shall promptly identify
appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be
adopted by the data exporter and/or data importer to address the situation, if appropriate in consultation with
the controller. The data exporter shall suspend the data transfer if it considers that no appropriate safeguards
for such transfer can be ensured, or if instructed by the controller or the competent supervisory authority to do
so. In this case, the data exporter shall be entitled to terminate the contract, insofar as it concerns the processing
of personal data under these Clauses. If the contract involves more than two Parties, the data exporter may
exercise this right to termination only with respect to the relevant Party, unless the Parties have agreed
otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d) and (e) shall apply.

Clause 15

Obligations of the data importer in case of access by public authorities

15.1 Notification

32



(b)

The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if necessary
with the help of the data exporter) if it:

i receives a legally binding request from a public authority, including judicial authorities, under the laws of t
of destination for the disclosure of personal data transferred pursuant to these Clauses; such notification st
information about the personal data requested, the requesting authority, the legal basis for the reque
response provided; or

(i) becomes aware of any direct access by public authorities to personal data transferred pursuant to these
accordance with the laws of the country of destination; such notification shall include all information avail
importer.

The data exporter shall forward the notification to the controller.

If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of the
country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition, with
a view to communicating as much information as possible, as soon as possible. The data importer agrees to
document its best efforts in order to be able to demonstrate them on request of the data exporter.

Where permissible under the laws of the country of destination, the data importer agrees to provide the data
exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on
the requests received (in particular, number of requests, type of data requested, requesting authority/ies, whether
requests have been challenged and the outcome of such challenges, etc.). The data exporter shall forward the
information to the controller.

The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the
contract and make it available to the competent supervisory authority on request.

Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and
Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses.

15.2 Review of legality and data minimisation

(a)

(c)

The data importer agrees to review the legality of the request for disclosure, in particular whether it remains
within the powers granted to the requesting public authority, and to challenge the request if, after careful
assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the
laws of the country of destination, applicable obligations under international law and principles of international
comity. The data importer shall, under the same conditions, pursue possibilities of appeal. When challenging a
request, the dataimporter shall seek interim measures with a view to suspending the effects of the request until
the competent judicial authority has decided on its merits. It shall not disclose the personal data requested until
required to do so under the applicable procedural rules. These requirements are without prejudice to the
obligations of the data importer under Clause 14(e).

The data importer agrees to document its legal assessment and any challenge to the request for disclosure and,
to the extent permissible under the laws of the country of destination, make the documentation available to the
data exporter. It shall also make it available to the competent supervisory authority on request. The data exporter
shall make the assessment available to the controller.

The data importer agrees to provide the minimum amount of information permissible when responding to a
request for disclosure, based on a reasonable interpretation of the request.

SECTION IV — FINAL PROVISIONS

Clause 16

Non-compliance with the Clauses and termination
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The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for
whatever reason.

In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the data
exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured or
the contract is terminated. This is without prejudice to Clause 14(f).

The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal
data under these Clauses, where:

() thedataexporter has suspended the transfer of personal data to the data importer pursuant to paragraph
(b) and compliance with these Clauses is not restored within a reasonable time and in any event within one
month of suspension;

(i) the dataimporter is in substantial or persistent breach of these Clauses; or

(i) the data importer fails to comply with a binding decision of a competent court or supervisory authority
regarding its obligations under these Clauses.

In these cases, it shall inform the competent supervisory authority and the controller of such non-compliance.
Where the contract involves more than two Parties, the data exporter may exercise this right to termination only
with respect to the relevant Party, unless the Parties have agreed otherwise.

Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c) shall
at the choice of the data exporter immediately be returned to the data exporter or deleted in its entirety. The
same shall apply to any copies of the data. The data importer shall certify the deletion of the data to the data
exporter. Until the data is deleted or returned, the data importer shall continue to ensure compliance with these
Clauses. In case of local laws applicable to the dataimporter that prohibit the return or deletion of the transferred
personal data, the data importer warrants that it will continue to ensure compliance with these Clauses and will
only process the data to the extent and for as long as required under that local law.

Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission adopts
a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data to
which these Clauses apply; or (i) Regulation (EU) 2016/679 becomes part of the legal framework of the country
to which the personal data is transferred. This is without prejudice to other obligations applying to the processing
in question under Regulation (EU) 2016/679.

Clause 17

Governing law

These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for third-party
beneficiary rights. The Parties agree that this shall be the law of France.

Clause 18

Choice of forum and jurisdiction

Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
The Parties agree that those shall be the courts of France.

A data subject may also bring legal proceedings against the data exporter and/or data importer before the courts
of the Member State in which he/she has his/her habitual residence.

The Parties agree to submit themselves to the jurisdiction of such courts.
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APPENDIX
ANNEX|

A. LIST OF PARTIES

Data exporter(s): [/dentity and contact details of the data exporter(s) and, where applicable, of its/their data
protection officer and/or representative in the European Union]

Name: See Customer’s name in the Agreement
Address: See Customer’s address in the Agreement

Contact person’s name, position and contact details: See Customer’s contact person’s name, position and
contact details in the Agreement

Activities relevant to the data transferred under these Clauses: Same as the Agreement
Signature and date: Same as the Agreement

Role (controller/processor): Processor

Data importer(s): [/dentity and contact details of the data importer(s), including any contact person with
responsibility for data protection]

Name: See HP’'s name in the Agreement

Address: See HP’s address in the Agreement

Contact person’s name, position and contact details: Zoe McMahon, DPO, https://www.hp.com/us-
en/privacy/ww-privacy-form.html

Activities relevant to the data transferred under these Clauses: Same as the Agreement
Signature and date: Same as the Agreement

Role (controller/processor): Processor

B. DESCRIPTION OF TRANSFER

Categories of data subjects whose personal data is transferred
See Attachment 1

Categories of personal data transferred

See Attachment 1.

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having followed specialised training), keeping a record of
access to the data, restrictions for onward transfers or additional security measures.

See attachment 1.

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).
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See attachment 1.

Nature of the processing

See Attachment 1.

Purpose(s) of the data transfer and further processing
See attachment 1.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
that period

See Agreement and DPA.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing
Subject matter: See Agreement 1.

Nature: See Agreement 1.

Duration of the processing: As long as the contract is in effect.

C. COMPETENT SUPERVISORY AUTHORITY

Commission Nationale de l'informatique et des Libertés (CNIL)
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ANNEX I

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL
MEASURES TO ENSURE THE SECURITY OF THE DATA

To protect Customer data, HP abides by a robust set of information security controls including policies,
practices, procedures, and organizational structures to safeguard the confidentiality, integrity, and
availability of its own and its customers’ information (including Personal Data as defined in HP’s Customer
and Data Processing Addenda). The following sets forth an overview of HP's technical/organizational
security measures throughout the company.
1. Security Policy
HP maintains globally applicable policies, standards, and procedures intended to protect HP and Customer
data. The detail of HP’s security policies is confidential to protect the integrity of HP's data and systems.
However, summaries of our key policies are included below.
2. Information Security Organization
HP has an Information Security Organization responsible for directing and managing the organization's
information security strategy and controls. An Information Security Framework/Management System is put
in place to ensure compliance with HP’s security policies and controls and confirm that the security
reguirements of its customers are complied with. This Framework is structured in alignment with the NIST
Cybersecurity Framework and is reviewed annually.
3. Asset Management
HP has a process in place for identifying technical information assets, and through this process, HP identifies
all assets under its responsibility and categorizes the critical assets. HP further maintains a set of
documented handling procedures for each information classification type, including those assets that
contain Personal Data. Handling procedures address storage, transmission, communication, access,
logging, retention, destruction, disposal, incident management, and breach notification.
4, Access Control
The principle of least privilege is used for providing logical access control. User access is provided via a
unique user ID and password. HP’'s password policy has defined complexity, strength, validity, and
password-history related controls. Access rights are reviewed periodically and revoked upon personnel
departure.
User account creation and deletion procedures, as have been mutually agreed upon, are implemented to
grant and revoke access to client systems used during the engagement.

5. Personnel Training
HP employees must complete the Integrity at HP training designed to ensure that employees are familiar
with the program, policies, and resources that govern HP’s expectations for ethical behavior, excellence,
and compliance. Integrity at HP features modules on security and data privacy, and employees also are
required to take an annual “refresher” course. HP employees must also complete an annually refreshed
dedicated security awareness training focused on essential security policies and emphasizing the
employees’ responsibilities related to incident management, data privacy, and information security.
6. Third Parties and Subcontractors
HP has processes in place to select sub-contractors that are able to comply with comprehensive contractual
security requirements.
For applicable suppliers (suppliers that handle/store/transmit HP data and customer owned HP held data
or have access to the HP network), HP Cybersecurity performs a risk assessment to verify the existence of
an information security program. An adequate program must include physical, technical, and administrative
safeguards. This assessment must be done before the supplier has access to HP information.
7. Systems Security
By policy, the development of systems and supporting software within HP follow a secure development
methodology to ensure security throughout the system/software lifecycle. The Software Development
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Lifecycle defines initiation, development/acquisition, implementation, operations, and disposal
requirements. All system components, including modules, libraries, services, and discrete components, are
evaluated to determine their impact on the overall system security state.
HP has defined controls for the protection of application service transactions. These controls include
validating and verifying user credentials, mandating digital signatures and encryption, implementing secure
communication protocols, storing online transaction details on servers within the appropriate network
security zone.
Internal vulnerability scans are performed regularly.
8. Physical and Environmental Security
HP facilities are secured using various physical and electronic access controls and surveillance capabilities.
Depending on the facility, this could include security guards, electronic access control, and closed-circuit
television (CCTV).
All HP personnel are registered and are required to carry appropriate identification badges.
Facilities have required infrastructure support with temperature control and power backups where required,
using UPS and/or diesel generators to support critical services.

9. Operations Management
HP has defined a minimum set of hardening requirements for technology infrastructure, including
workstations, servers, and network equipment. Workstation/servers images contain pre-hardened
operating systems. Hardening requirements vary depending on the type of operating system and applicable
controls implemented.
HP has deployed Network Intrusion Detection/Prevention Systems (NIDS/ NIPS) within the network and are
monitored and managed 24*7.
HP security policies and standards mandate secure disposal of media.
10. Cryptography
HP has defined a set of robust processes for cryptography to ensure the confidentiality, integrity, and
availability of information assets. Approved protocols require encryption for certain assets, including those
that contain personal data.
11. Information Security Incident Management
HP follows a developed Cyber Incident Management Process that addresses purpose, scope, roles,
responsibilities, management commitment, organizational coordination, implementation procedures, and
compliance checking. HP reviews and updates this process on an annual basis.
A Cyber Incident Response Team, which includes HP Cybersecurity personnel trained in incident response
and crisis management, is assembled for regular table-top reviews of process and any incident or event.
12. Business Continuity Management
HP maintains a global Continuity of Operations program. This program takes a holistic, company-wide
approach for end-to-end continuity through a set of collaborative, standardized, and internally documented
planning processes.
HP periodically exercises its business continuity plans to ensure their effectiveness. HP currently tests and
updates all plans at least yearly and ensures that people with a role in the business continuity plan are
trained.

For transfers to (sub-) processors, also describe the specific technical and organisational measures to be
taken by the (sub-) processor to be able to provide assistance to the controller and, for transfers from a
processor to a sub-processor, to the data exporter

Sub-processors only process: name, business email address, business phone number, business address.
The purpose of transferring this data is to complete the contract.

For HP all of the above technical and organizational measures are flowed down to the sub-processors
through the partner code of conduct and contract terms. Sub-processors are required to commit to
following HP's requirements.
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Part 1: Tables

Attachment 4

INTERNATIONAL DATA TRANSFER AGREEMENT (IDTA) (UK)

Table 1: Parties and signatures

Start date

Same as in the Agreement

The Parties

Exporter (who sends the Restricted
Transfer)

Importer (who receives the Restricted
Transfer)

Parties’ details

Full legal name: See Customer’s full
legal name in the Agreement

Trading name (if different): See
Customer’s trading name in the
Agreement

Main address (if a company registered
address): See Customer’s main
address in the Agreement

Official registration number (if any)
(company number or similar
identifier): See Customer’s official
registration number in the Agreement

Full legal name: See HP’s full legal
name in the Agreement

Trading name (if different): See HP’s
trading name in the Agreement

Main address (if a company registered
address): See HP’s main address in
the Agreement

Official registration number (if any)
(company number or similar
identifier): See HP’s official
registration number in the Agreement

Key Contact

Full Name (optional): See in the
Agreement

Job Title: See in the Agreement

Contact details including email: See in
the Agreement

Full Name (optional): See in the
Agreement

Job Title: See in the Agreement

Contact details including email: See in
the Agreement

Importer Data Subject
Contact

HP Privacy Office
https://www.hp.com/us-
en/privacy/ww-privacy-form.html
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Signatures confirming
each Party agrees to
be bound by this IDTA

Signed for and on behalf of the
Importer set out above

Signed for and on behalf of the
Exporter set out above

Signed: See in the Agreement Date of | Signed: See in the Agreement
signature: See in the Agreement Full
name: See in the Agreement Job title:

See inthe Agreement

Date of signature: See in the
Agreement

Full name: See in the Agreement

Job title: See in the Agreement

Table 2: Transfer Details

UK country’s law that
governs the IDTA:

X England and Wales
O Northern Ireland
O Scotland

Primary place for
legal claims to be

X England and Wales
O Northern Ireland

made by the Parties
O Scotland
The status of the In relation to the Processing of the Transferred Data:
it X Exporter is a Controller
[ Exporter is a Processor or Sub-Processor
The status of the In relation to the Processing of the Transferred Data:
Importer O Importer is a Controller
X Importer is the Exporter’s Processor or Sub-Processor
O Importer is not the Exporter’s Processor or Sub-Processor (and the Importer
has been instructed by a Third Party Controller)
Whether UK GDPR 0O UK GDPR applies to the Importer’s Processing of the Transferred Data
lapplle: to the X UK GDPR does not apply to the Importer’'s Processing of the Transferred
mporter

Data
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Linked Agreement

If the Importer is the Exporter’s Processor or Sub-Processor — the
agreement(s) between the Parties which sets out the Processor’s or Sub-
Processor's instructions for Processing the Transferred Data:

Name of agreement: If applicable, see in the Agreement
Date of agreement: If applicable, see in the Agreement
Parties to the agreement: If applicable, see in the Agreement
Reference (if any): If applicable, see in the Agreement

Other agreements — any agreement(s) between the Parties which set out
additional obligations in relation to the Transferred Data, such as a data
sharing agreement or service agreement:

Name of agreement: If applicable, see in the Agreement
Date of agreement: If applicable, see in the Agreement
Parties to the agreement: If applicable, see in the Agreement

Reference (if any If applicable, see in the Agreement If the Exporter is a

Processor or Sub-Processor — the agreement(s) between the Exporter and the

Party(s) which sets out the Exporter’s instructions for Processing the
Transferred Data:

Name of agreement: If applicable, see in the Agreement
Date of agreement: If applicable, see in the Agreement
Parties to the agreement: If applicable, see in the Agreement

Reference (if any): If applicable, see in the Agreement

Term

The Importer may Process the Transferred Data for the following time period:

X the period for which the Linked Agreement is in force

O time period:

O (only if the Importer is a Controller or not the Exporter’s Processor or Sub-

Processor) no longer than is necessary for the Purpose.

Ending the IDTA
before the end of the
Term

X the Parties cannot end the IDTA before the end of the Term unless there is a

breach of the IDTA or the Parties agree in writing.

O the Parties can end the IDTA before the end of the Term by serving:

months’ written notice, as set out in Section 29. (How to end this IDTA

without there being a breach).
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Ending the IDTA when
the Approved IDTA
changes

Which Parties may end the IDTA as set out in Section 29.2:
X Importer

X Exporter

O neither Party

Can the Importer
make further
transfers of the
Transferred Data?

X The Importer MAY transfer on the Transferred Data to another organisation
or person (who is a different legal entity) in accordance with Section 16.1
(Transferring on the Transferred Data).

O The Importer MAY NOT transfer on the Transferred Data to another
organisation or person (who is a different legal entity) in accordance with
Section 16.1Error! Reference source not found. (Transferring on the
Transferred Data).

Specific restrictions
when the Importer
may transfer on the
Transferred Data

The Importer MAY ONLY forward the Transferred Data in accordance with
Section 16.1:

O if the Exporter tells it in writing that it may do so.
O to:

O to the authorised receivers (or the categories of authorised receivers) set
outin:

X there are no specific restrictions.

Review Dates

O No review is needed as this is a one-off transfer and the Importer does not
retain any Transferred Data

First review date:

The Parties must review the Security Requirements at least once:
0O each month(s)
O each quarter

O each 6 months

O each year
O each year(s)

X each time there is a change to the Transferred Data, Purposes, Importer
Information, TRA or risk assessment

Table 3: Transferred Data
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Transferred Data

The personal data to be sent to the Importer under this IDTA consists of:

X The categories of Transferred Data will update automatically if the
information is updated in the Linked Agreement referred to.

O The categories of Transferred Data will NOT update automatically if the
information is updated in the Linked Agreement referred to. The Parties
must agree a change under Section 5.3.

Special Categories of
Personal Data and
criminal convictions
and offences

The Transferred Data includes data relating to:
O racial or ethnic origin

O political opinions

O religious or philosophical beliefs

O trade union membership

O genetic data

O biometric data for the purpose of uniquely identifying a natural person
O physical or mental health

O sex life or sexual orientation

O criminal convictions and offences

X none of the above

O setoutin:

And:

X The categories of special category and criminal records data will update
automatically if the information is updated in the Linked Agreement
referred to.

O The categories of special category and criminal records data will NOT
update automatically if the information is updated in the Linked Agreement
referred to. The Parties must agree a change under Section 5.3.

Relevant Data
Subjects

The Data Subjects of the Transferred Data are:

X The categories of Data Subjects will update automatically if the information
is updated in the Linked Agreement referred to.

O The categories of Data Subjects will not update automatically if the
information is updated in the Linked Agreement referred to. The Parties
must agree a change under Section 5.3.
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Purpose

O The Importer may Process the Transferred Data for the following purposes:

O The Importer may Process the Transferred Data for the purposes set out in
the Agreement.

In both cases, any other purposes which are compatible with the purposes set
out above.

X The purposes will update automatically if the information is updated in the
Linked Agreement referred to.

O The purposes will NOT update automatically if the information is updated in
the Linked Agreement referred to. The Parties must agree a change under
Section 5.3.

Table 4: Security Require

ments

Security of
Transmission

HP has defined controls for the protection of application service transactions.
These controls include: validating and verifying user credentials, mandating
digital signatures and encryption, implementing secure communication
protocols, storing online transaction details on servers within the appropriate
network security zone.

Security of Storage

HP’s cybersecurity department/organization and HP’s legal department
maintain a set of documented handling procedures for each information
classification type and work along with department in charge of Data Privacy
for any pertinent matters. Handling procedures account for: storage,
transmission, communication, access, logging, retention, destruction, disposal,
incident management, and breach notification.

HP Information Technology have a process in place for identifying technical
information assets. HP identifies all assets under its responsibility,
categorizing the critical assets. A record of information assets and systems
that are both HP-owned and externally managed by service providers is
maintained. Documented processes for server decommissioning, orphaned
and legacy media are also implemented to ensure proper management and
disposition of non-removable media.

Security of Processing

By policy, development of systems and supporting software within HP follow
a secure development methodology to ensure security throughout the
system/software lifecycle. The Software Development Lifecycle defines
initiation, development/acquisition, implementation, operations, and disposal
requirements. All system components, which include modules, libraries,
services, and discrete components, are evaluated to determine their impact on
the overall system security state.

HP implements logging mechanisms for system applications and devices. HP
has developed robust procedures for the installation, configuration, upgrade,
testing, and security patching of operational software, including but not limited
to email, office productivity suites, and Internet browsers.

Internal vulnerability scans are performed both on a quarterly basis and after
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any significant change.

Organisational
security measures

To protect its own as well as Customer Personal Data, HP has defined a
minimum set of hardening requirements for technology infrastructure which
includes workstations, servers and network equipment. Workstation / servers
images contain pre-hardened operating systems. Hardening requirements vary
depending on the type of operating system and applicable controls
implemented.

Systems with external connections will be protected by hardening and firewalls.
Externally facing systems will be placed in a Demilitarized Zone (DMZ) or
other similar configuration to protect internal HP systems. Critical network
zones are logically isolated.

Remote access to devices on the HP internal network, with the exception of the
email system, requires the use of HP standard VPN solution. Network Intrusion
Detection / Prevention Systems (NIDS/ NIPS) are placed in strategic locations
within the network and are monitored and managed 24*7. All devices that have
logging capabilities, such as operating systems, databases, applications,
firewalls, routers and switches are required to be configured as per HP’s logging
and auditing standard.

HP security policies and standards mandate secure disposal of media.

Technical security
minimum
requirements

Developers are required to follow the coding standards and testing guidelines
defined for the system to comply with application security requirements. Source
code is required to be secured in a manner that prevents unauthorized access.
Preliminary testing is performed and non-production patch testing is
scheduled. Post feedback from the non-production testing, implementation on
production environment is scheduled and implemented.

Updates to the
Security
Requirements

X The Security Requirements will update automatically if the information is
updated in the Linked Agreement referred to.

O The Security Requirements will NOT update automatically if the information
is updated in the Linked Agreement referred to. The Parties must agree a
change under Section 5.3.

Part 2: Extra Protection Clauses

Extra Protection
Clauses:

(i) Extra technical
security protections
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(ii) Extra
organisational
protections

(iii) Extra contractual
protections

Part 3: Commercial Clauses

Commercial Clauses

Part 4: Mandatory Clauses

Mandatory Clauses

Part 4: Mandatory Clauses of the Approved IDTA, being the template IDTA

A.1.0 issued by the ICO and laid before Parliament in accordance with s119A of

the Data Protection Act 2018 on 2 February 2022, as it is revised under
Section 5.4 of those Mandatory Clauses.
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Attachment 5

STANDARD CONTRACT CLAUSES (Argentina)

In accordance with the provisions of clause 6.3.7 of the Data Processing Addendum, Customer Personal Data
originally collected in the Argentine Republic may be transferred, if required in connection with the services,
to third countries.

If the transfer mentioned in the preceding paragraph implies transfer of Customer Personal Data to countries
that are not considered as countries that provide adequate levels of protection by applicable Data Protection
and Privacy Laws in Argentina, the EU Standard Contractual Clauses included in Attachment 2, with the
modifications set forth below, shall be applicable to transfer.

1. Clause 1, items (a), (c) and (e) shall be replaced as follows:
(a) ‘personal data’, sensitive data’, ‘process/processing’, ‘controller’, ‘processor’, ‘data subject’
and ‘supervisory authority’ shall have the same meaning as set forth in the Argentine Data
Protection Law No. 25.326, its regulatory Decree No. 1558/2001, and their complementary
regulations (as amended or replaced from time to time);
(c) “the data importer” means the service provider located outside of Argentina that receives the
personal data from the data exporter for the processing in accordance with the terms of this
agreement;

(e) ‘the applicable data protection law’ means the Argentine Data Protection Law No. 25,326
and its supporting regulations (as amended or replaced from time to time).

2. Clause 4, item (f) shall be replaced as follows:

(f) that the data subject has been informed or will be informed before, or as soon as possible
after, the transfer that its data could be transmitted to a third country not providing
adequate protection within the meaning of the Argentine Data Protection Law 25,326 and
its supporting regulations (as amended or replaced from time to time).

3. (lause 7, subsection 1, item (b) shall be replaced as follows:

(b) to refer the dispute to the judicial and administrative jurisdiction of the Argentine Republic.
4. Clause 9 shall be replaced as follows:

This agreement shall be governed by the laws of the Argentine Republic, in particular by the Law

No. 25,326, its regulations and dispositions issued by the Argentine Data Protection Authority (as
amended or replaced from time to time),
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Attachment 6
Standard Contract for Personal Information Cross-Border Transfer

In order to ensure that the activities of Pl Processor and Overseas Recipient meet the Pl protection standards
under the Relevant Laws and Regulations of the PRC and specify the Pl protection related rights and
obligations of PI Processor and Overseas Recipient, the Parties have mutually agreed to enter into this
Contract.

Pl Processor: see in the Agreement
Address: see in the Agreement
Contact Method: see in the Agreement
Contact Person: see in the Agreement
Title: see in the Agreement

Overseas Recipient: see in the Agreement
Address: see in the Agreement

Contact Method: see in the Agreement
Contact Person: see in the Agreement
Title: see in the Agreement

Pl Processor and Overseas Recipient will conduct the outbound transfer of Pl in accordance with this
Contract, and the Parties have entered into an Agreement as of date stated therein to govern the
commercial activities related thereto.

The main body of this Contract is formulated in accordance with the requirements of the Measures on the
Standard Contract for Personal Information Cross-Border Transfer, and any other contractual provisions, if
any, as agreed between the Parties, can be specified in Annex Il, which shall be deemed part of this Contract,
if they do not conflict with the main body of this Contract.

Article | Definitions

In this Contract, unless otherwise provided herein:

1. “Pl Processor” refers to an entity or individual in Pl processing activities that independently decides the
purpose and method of the Pl processing activities and transfers Pl outside of the PRC.

2. “Overseas Recipient” refers to an entity or individual outside of the PRC that receives the Pl from PI
Processor.

3. PI Processor or Overseas Recipient are referred to individually as a “Party”, and collectively as the
“Parties”.

4. “Pl Subject” refers to a natural person identified by or associated with the PI.

5. “PI" refers to all kinds of information, recorded electronically or otherwise, related to identified or
identifiable natural persons, but excluding anonymized information.

6. “Sensitive PI” refers to the PI that, once leaked or illegally used, may damage the personal dignity or
endanger the personal or property safety of a natural person, including biometric recognition, religious
belief, specific identity, medical health, financial account, personal whereabouts, etc., and the Pl of minors
under the age of 14.

7. “Regulatory Authority” refers to the cyberspace administration of the PRC at the provincial level or above.
8. “Relevant Laws and Regulations” refer to the PRC Cybersecurity Law, the PRC Data Security Law, the PRC
Personal Information Protection Law, the PRC Civil Code, the PRC Civil Procedure Law, the Measures on the
Standard Contract for Outbound Transfer of PI, and other PRC laws and regulations.

9. The terms not defined in this Contract have the same meanings as defined under the Relevant Laws and
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Regulations.
Article 2 Obligations of Pl Processor

Pl Processor shall perform the following obligations:
1. process Plinaccordance with the Relevant Laws and Regulations, and limit the Pl to be transferred abroad
to the minimum scope required for the purpose of processing.
2. inform the Pl Subject of the name and contact information of Overseas Recipient, the purpose and
method of processing, type of Pl and retention periods as specified in Annex | — Details of the Outbound
Transfer of PI, the methods and procedures for Pl Subject to exercise his/her rights, and etc.; in case of an
outbound transfer of Sensitive PI, inform the Pl Subject of the necessity of the outbound transfer of
Sensitive Pl and the impact on the rights and interests of the PI Subject; provided in each case that such
obligation can be exempted by the laws and administrative regulations.
3. obtain a separate consent of Pl Subject if the Pl is transferred abroad based on the consent of the
individual; or, if the Pl of a minor under the age of 14 is involved, obtain a separate consent of the minor’s
parents or other guardians. The consent shall be in a written form if so required by the laws and
administrative regulations.
4. inform PI Subject that Pl Processor and Overseas Recipient have agreed that the Pl Subject will be a third-
party beneficiary under this Contract, and if the Pl Subject does not expressly object within 30 days, the Pl
Subject shall be entitled to the rights of a third-party beneficiary in accordance with this Contract.
5. make reasonable efforts to ensure that Overseas Recipient takes the following technical and managerial
measures (comprehensively considering potential Pl security risks that may arise from the purpose of PI
processing, the type, scale, scope and sensitivity of the PI, the volume and frequency of the Pl transfer, the
Pl transmission, the period of retention by Overseas Recipient, and etc.) to performits obligations under this
Contract: see Annex lll.
6. provide copies of the relevant laws and technical standards to Overseas Recipient upon the request of
Overseas Recipient.
7. respond to inquiries from the Regulatory Authority about Overseas Recipient’s processing activities.
8. conduct a PI protection impact assessment on the proposed transfer of Pl to Overseas Recipient in
accordance with the Relevant Laws and Regulations. The assessment shall focus on the following matters:
(1) the legitimacy, justifiability and necessity of the purpose, scope and method of Pl processing by
Pl processor and Overseas Recipient;
(2) the scale, scope, types and sensitivity of the Pl to be transferred abroad, and the risks to Pl rights
and interests that may arise from the cross-border transfer of PI;
(3) the obligations to be undertaken by Overseas Recipient, and whether the management and
technical measures and capabilities for performance of the obligations can ensure the security of
the Pl to be transferred abroad;
(4) the risks of the Pl being tampered with, destroyed, leaked, lost or illegally used after its transfer
abroad, and whether the channels for safeguarding the Pl rights and interests are smooth;
(5) the impact of the Pl protection policies and regulations of the country or region where Overseas
Recipient is located on the performance of contract; and
(6) other matters that may affect the security of cross-border transfer of PI.
The PI protection impact assessment report shall be kept for at least three years.
9. provide a copy of this Contract to Pl Subject upon the request of Pl Subject. If trade secrets or confidential
business information are involved, the relevant contents of the copy of this Contract can be handled
appropriately to the extent not affecting Pl Subject’s understanding of this Contract.
10. assume the burden of proof on the performance of obligations under this Contract.
11. in accordance with the Relevant Laws and Regulations, provide the Regulatory Authority with all the
information under Article 3(11), including all the compliance audit results.
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Article 3 Obligations of Overseas Recipient

Overseas Recipient shall perform the following obligations:
1. process the Plin accordance with Annex | — Details of the Outbound Transfer of PI. If Overseas Recipient
processes the Plin a manner that is beyond the purpose and method of Pl processing and/or the type of P!
as agreed, a separate consent of Pl Subject shall be obtained if the Pl is transferred abroad based on the
consent of the individual; if the Pl of a minor under the age of 14 is involved, a separate consent of the
minor’'s parents or other guardians shall be obtained.
2. If entrusted by PI Processor to process PI, process the Pl in accordance with the agreement with Pl
Processor and not process the Pl in a manner that is beyond the purpose or method of the Pl processing as
agreed with Pl processor.
3. provide a copy of this Contract to Pl Subject upon the request of Pl Subject. If trade secrets or confidential
business information are involved, the relevant contents of the copy of this Contract can be handled
appropriately to the extent not affecting the Pl Subject’s understanding of this Contract.
4. process the Plin a manner that has the least impact on the rights and interests of Pl Subject.
5. ensure that the retention period of Pl is the minimum period necessary for achieving the purpose of Pl
processing. Delete the Pl (including all back-up copies) upon expiry of the retention period. Where Overseas
Recipient is entrusted by Pl Processor to process Pl and the entrustment agreement does not take effect,
becomes null and void, or is cancelled or terminated, the Pl being processed shall be returned to Pl
Processor or shall be deleted, and a written statement shall be provided to Pl Processor. If it is technically
difficult to delete the PI, all processing of the Pl shall be ceased, other than storing the Pl and taking
necessary
security measures.
6. ensure the security of Pl processing in accordance with the following:
(i) take technical and managerial measures including but not limited to those listed in Article 2(5) of
this Contract, and conduct periodic inspections to ensure the security of PI; and
(i) ensure that the personnel authorized to process Pl perform their confidentiality
obligations, and establish access controls based on the minimum authorization principle.
7. In the event that Pl is or may be tampered with, destroyed, leaked, lost, illegally used, provided or
accessed without authorization, Overseas Recipient shall:
(i) promptly take appropriate remedial measure to mitigate the adverse impact on PI Subject;
(i) immediately notify Pl Processor, and report to the Regulatory Authority in accordance with the
Relevant Laws and Regulations. The notice shall contain the following contents:
a. the type of Pl being or likely to be tampered with, destroyed, leaked, lost, illegally used,
provided or accessed without authorization, the reasons and potential harm of such
incident;
b. the remedial measures that have been taken;
c. the measures that can be taken by Pl Subject to mitigate the harm; and
d. the contact information of the person or team responsible for handling the relevant
incident.
(iii) where the Relevant Laws and Regulations require a notification to Pl Subject, the contents of
the notice shall include those under Article 3(7)(ii) above; if Overseas Recipient is entrusted by PI
Processor to process P, the notice shall be sent by Pl Processor to Pl Subject;
(iv) record and archive all the circumstances related to the occurrence or likely occurrence of
tampering, destruction, leakage, loss, illegal use, unauthorized provision or access, including all
remedial measures taken.
8. Overseas Recipient may provide PI to a third party located outside of the PRC only if all of the following
reguirements are met:
(i) it is indeed necessary for business purposes;
(i) unless otherwise provided under the laws and administrative regulations, Pl Subject has been
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informed of the name and contact information of the third party, and the purpose and method of
Pl processing, the type of P, retention periods, and the methods and procedures for Pl Subject to
exercise his/her rights; if Sensitive Pl will be transferred to such third party, Pl Subject shall also be
informed of the necessity for the outbound transfer of Sensitive Pl and the impact on the rights and
interests of Pl Subject;
(iii) if the processing of Pl is based on the consent of Pl Subject, a separate consent of Pl Subject
shall be obtained; or, if the Pl of a minor under the age of 14 is involved, a separate consent of the
minor’s parents or other guardians shall be obtained. The consent shall be in a written form if so
required by laws and administrative regulations;
(iv) it has entered into a written agreement with the third party to ensure that the processing of PI
by the third party meets the standards for protection of Pl required by the Relevant Laws and
Regulations, and Overseas Recipient will be liable for the infringement of Pl Subject’s rights due to
the provision of Pl to such third party;
(v) it will provide a copy of the above-mentioned agreement with the third party to Pl Subject upon
the request of Pl Subject. If trade secrets or confidential business information are involved, the
relevant contents of the copy of such agreement can be handled appropriately to the extent not
affecting PI Subject’s understanding of such agreement.
9. If Overseas Recipient is entrusted by Pl Processor to process Pl, and Overseas Recipient intends to sub-
contract the processing to a third party, Overseas Recipient shall obtain the consent of Pl Processor in
advance, ensure that the sub-contractor will not process Pl in a manner that is beyond the purpose and
method of the processing as specified in Annex — Details of the Outbound Transfer of Pl, and monitor the PI
processing activities of the third party.
10. When making use of Pl for automated decision-making, Overseas Recipient shall ensure the
transparency of decision-making and fair and impartial results, and shall not carry out unreasonable or
differentiated treatment of Pl Subject in terms of transaction conditions, such as transaction price. Where
automated decision-making is used for information pushing and/or commercial marketing to Pl Subject,
Overseas Recipient shall also provide Pl Subject with options that are not tailored to personal characteristics,
or provide a convenient way for Pl Subject to opt out.
11. Overseas Recipient shall undertake to provide Pl Processor with all necessary information required to
comply with the obligations under this Contract, shall allow Pl Processor to review the necessary data
documents and files, or shall allow Pl processor to conduct a compliance audit of the processing activities
under this Contract and shall provide facilitation for the compliance audit conducted by the Pl Processor.
12. Overseas Recipient shall maintain an objective record of the Pl processing activities, keep such records
for at least 3 years and provide the relevant records and documents to the Regulatory Authority directly or
through PI Processor in accordance with the Relevant Laws and Regulations.
13. Overseas Recipient agrees to accept the supervision and regulation by the Regulatory Authority during
the course of its supervision of the implementation of this Contract, including but not limited to responding
to inquiries, and cooperating with inspections, by the Regulatory Authority, abiding by the actions taken or
decisions made by the Regulatory Authority, and providing written evidence that necessary actions have
been taken, etc.

Article 4 Impact of Pl Protection Policies and Regulations in the Overseas Recipient's Country or Region on
the Performance of Contract

1. The Parties warrant that they have exercised reasonable care when entering into this Contract and are
not aware of Pl protection polices and regulations in the Overseas Recipient’s country or region (including
any requirements on providing Pl or authorizing public authorities to access PI) that would impact Overseas
Recipient’s performance of its obligations under this Contract.

2. The Parties represent that, when making the warranties under Article 4(1), they have conducted an
assessment in light of the following circumstances:
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(i) the specific circumstances of the outbound transfer, including the purpose of Pl processing, the
type, scale, scope and sensitivity of the PI, the volume and frequency of the PI transfer, the PI
transmission , the period of retention by Overseas Recipient, the previous experience of Overseas
Recipient with respect to similar outbound transfer and processing of Pl, whether any Pl security
incident has occurred to Overseas Recipient and whether such incident was timely and effectively
handled, whether Overseas Recipient has received any request to provide Pl to the public authorities
of the country or region where it is located and how Overseas Recipient responded to such request;
(ii) the PI protection policies and regulations of the country or region where Overseas Recipient is
located, including the following factors:
a. the currently effective Pl protection laws, regulations and generally applicable standards
of the country or region;
b. the regional or global Pl protection organizations that the country or region accedes to,
and binding international commitments made by the country or region; and
c. the mechanisms for Pl protection implemented in the country or region, e.g. whether the
supervision and enforcement authorities and relevant judicial authorities are capable of
protecting PI.
(iii) Overseas Recipient’s security management rules and technical capabilities.
3. Overseas Recipient warrants that it has used its best efforts to provide Pl Processor with the necessary
relevant information for the assessment under Article 4(2).
4. The Parties shall keep a record of the process and results of the assessment carried out under Article
4(2).
5. Where Overseas Recipient is unable to perform this Contract due to any change in the Pl protection
policies and regulations of the country or region where Overseas Recipient is located (including an
amendment to laws in such country or region, or imposition of mandatory measures), Overseas Recipient
shall notify Pl Processor immediately after becoming aware of such change.
6. If Overseas Recipient is requested by a governmental authority or judicial authority in the country or
region where Overseas Recipient is located to provide Pl under this Contract, it shall promptly notify PI
Processor.

Article 5 Rights of PI Subject

The Parties agree that Pl Subject shall be entitled to the following rights as a third-party beneficiary under
this Contract:

1. Pl Subject, in accordance with the Relevant Laws and Regulations, has the right to know and the right to
make decisions concerning the processing of his/her Pl, has the right to restrict or refuse the processing of
his/her Pl by others, has the right to review, duplicate, correct, supplement or delete his/her PI, and has
the right to request others to explain the rules for the processing of his/her PI.

2. When PI Subject requests to exercise the above-mentioned rights regarding his/her Pl that has been
transferred abroad, Pl Subject may request Pl Processor or directly request Overseas Recipient to take
appropriate measures to realize such rights. If Pl Processor is unable to realize those rights, it shall notify
Overseas Recipient and request Overseas Recipient to assist.

3. Overseas Recipient shall, in accordance with Pl Processor’s notice or Pl Subject’s request, cause the
realization of the rights to which Pl Subject is entitled s within a reasonable time period and in accordance
with the Relevant Laws and Regulations.

Overseas Recipient shall inform PI Subject of the relevant information in a conspicuous, true, accurate and
complete manner, and in clear and understandable language.

4. If Overseas Recipient refuses Pl Subject’s request, it shall inform PI Subject of the reasons for the
refusal, and how PI Subject can raise complaints to the Regulatory Authority and seek judicial remedies.

5. PISubject is a third-party beneficiary to this Contract, and has the right to claim against one or both of
Pl Processor and Overseas Recipient in accordance with this Contract and require them to perform the
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following clauses under this Contract relating to the rights of Pl Subject:
(i) Article 2, except for Articles 2(5), 2(6), 2(7) and 2(11);
ii) Article 3, except for Articles 3(7)(ii) and 3(7)(iv),3(9),3(11),3(12) and 3(13);
iii) Article 4, except for Articles 4(5) and 4(6);
iv) Article 5;
v) Article 6;
vi) Article 8(2) and 8(3); and
vii) Article 9(5).
The provisions agreed above shall not affect the rights and interests of Pl Subject under the
PRC Personal Information Protection Law.

o~~~ o~ —~ —

Article 6 Remedies

1. Overseas Recipient shall identify a contact person who is authorized to respond to inquiries or complaints
concerning the processing of PI, and shall promptly handle such inquiries or complaints raised by Pl Subject.
Overseas Recipient shall notify Pl Processor of the contact information of such contact person and shall, by
separate notice or announcement on its website in an easy-to-understand manner, inform Pl Subject of the
contact information of such contact person. [The specific language shall be:] Contact person and contact
information (office phone number or email address).
2. If a dispute arises between a Party and Pl Subject with respect to the performance of this Contract, such
Party shall notify the other Party and the Parties shall cooperate to resolve the dispute.
3. If the dispute cannot be resolved through friendly corporation and Pl Subject exercises the rights as a
third-party beneficiary in accordance with Article 5, Overseas Recipient shall accept that Pl Subject may
choose from of the following:

(i) making a complaint to the Regulatory Authority,

(i) bringing a lawsuit to the court specified under Article 6(5).
4. The Parties agree that when Pl Subject exercises the rights as a third-party beneficiary with respect to a
dispute under this Contract, if PI Subject chooses to apply the Relevant Laws and Regulations of the PRC,
such choice shall prevail.
5. The Parties agree that when Pl Subject exercises the rights as a third-party beneficiary with respect to a
dispute under this Contract, PI Subject may file a lawsuit with a competent court in accordance with the PRC
Civil Procedure Law.
6. The Parties agrees that the choices made by PI Subject to safeguard his/her rights is without prejudice to
Pl Subject’s rights to seek remedies in accordance with other laws and regulations.

Article 7 Termination of the Contract

1. If Overseas Recipient breaches the obligations under this Contract or Overseas Recipient is unable to
perform this Contract due to a change in the Pl protection policies and regulations of the country or region
where Overseas Recipient is located (including an amendment to laws in such country or region, or
imposition of mandatory measures), PI Processor may suspend the provision of Pl to Overseas Recipient
until the breach is rectified or the Contract is terminated.
2. Under any one of the following circumstances, Pl Processor shall be entitled to terminate this Contract
and notify the Regulatory Authority where necessary:

(i) PI Processor has suspended the provision of Pl to Overseas Recipient in accordance with Article

7(1) for more than one month;

(i) Overseas Recipient’s compliance with this Contract will violate the laws and regulations of its

own country or region;

(iii) Overseas Recipient seriously or continuously breaches the obligations under this Contract;

(iv) Overseas Recipient or Pl Processor has been determined to have breached this Contract
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pursuant to a final decision of a competent court or the regulatory body supervising Overseas
Recipient; or Overseas Recipient may also terminate this Contract in case of sub-paragraph (i), (ii)
or (iv) of above.
3. This Contract may be terminated upon mutual agreement by the Parties, provided that such termination
shall not exempt the Parties from the obligations of protecting Pl during the processing of the PI.
4. If the Contract is terminated, Overseas Recipient shall promptly return or delete the PI (including all back-
up copies) received hereunder and provide PI Processor with a written statement. If it is technically difficult
to delete the PI, other than storing and taking necessary security protection measures, all processing of the
Pl shall be ceased.

Article 8 Liability for Breach of the Contract

1. Each Party shall be liable for any damages as a result of its breach of this Contract suffered by the other
Party.

2. Each Party shall bear civil liabilities to Pl Subject if its breach of this Contract infringes on the rights of PI
Subject, without prejudice to the administrative, criminal or other legal liabilities that shall be assumed by
Pl Processor under the Relevant Laws and Regulations.

3. If the Parties shall assume joint and several liabilities in accordance with the law, Pl Subject shall have the
right to request each Party or both of the Parties to assume liabilities. When the liability assumed by one
Party exceeds the liability such Party shall be assumed, such Party shall have the right to claim against the
other Party accordingly.

Article 9 Miscellaneous

1. If this Contract conflicts with any other legal documents between the Parties, this Contract shall prevail.
2. The formation, validity, performance and interpretation of this Contract and any dispute between the
Parties arising from this Contract shall be governed by the Relevant Laws and Regulations.
3. All notices shall be promptly transmitted or sent by e-mails, cable, telex, facsimile (a confirmation copy
shall be sent by airmail), or registered airmails to [address of the Parties respectively] or such other
addresses designated by a written notice). The notice under this Contract sent by registered airmail shall be
deemed to have been received [*] days after its postmark-date, and [*] working days after it is sent via e-
mail, cable, telex or facsimile.
4. For any dispute arising from this Contract between the Parties, and any claim by either Party against the
other for recovery of payment for the infringement on Pl Subject, the Parties shall resolve such dispute or
claim through negotiation; if such negotiation fails, either Party may adopt any of the following methods to
resolve the dispute (check the box for the chosen arbitration institution if the Parties choose arbitration):
(i) Arbitration. The dispute shall be submitted to:
- China International Economic and Trade Arbitration Commission
« China Maritime Arbitration Commission
- Beijing Arbitration Commission (Beijing International Arbitration Center)
- Shanghai International Arbitration Center
- Other arbitration institutions that are members of the Convention on the Recognition
and Enforcement of Foreign Arbitral Awards
The arbitration shall be conducted in [venue] in accordance with its arbitration rules then in force.
(ii) Litigation. The dispute shall be submitted to a competent PRC people’s court in accordance with
law.
5. This Contract shall be interpreted in accordance with the Relevant Laws and Regulations and shall not be
interpreted in @ manner inconsistent with the rights and obligations set forth in the Relevant Laws and
Regulations.
6. This Contract shall be executed in [*] originals, and each Party shall hold [*] original(s) respectively, and
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all of which shall have equal legal effect. This contract is signed in [*].

Pl Processor: see in the Agreement
Date: see in the Agreement

Overseas Recipient: see in the Agreement
Date: see in the Agreement
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Annex |
Details of the Outbound Transfer of PI

Details of the cross-border transfer of personal information under this Contract are agreed upon as
follows:

1. Purpose of processing:

2. Method of processing:

3. The scale of Pl to be transferred abroad:

4. Type of Pl to be transferred abroad see the types in the Information Security Technologies — Pl Security

Specifications (GB/T 35273) and relevant standards):

5. Type of Sensitive Pl to be transferred abroad (if applicable, see the types in the Information Security

Technologies - Pl Security Specifications of GB/T 35273 and relevant standards):

JTN Note: GB/T 35273 lists the following information as Sensitive Pl (not exhaustive):

Personal Asset Information: Bank accounts, identification information (password), information on
deposit (including amount of deposit, payment and saving records, etc.), real estate information,
credit loan information, creditability information, transaction and consumption record, daily
accounts, etc; and virtual currency, virtual transaction, video game tokens and other virtual asset

information.

- Personal Health Biotic Information: Records generating from an individual’'s medical treatment due
to illness and etc,, e.g. name of the disease, medical records, doctor’s notices, [physical] examination
report, record of surgery and anesthesia, caring service record, medicine record, information of
allergy re food and medicine, fertility information, disease history, status of medical treatment, family

disease history, current disease status, History of infection, etc.

- Personal Identification Biotic Information: Individual’s gene, fingerprint, voiceprint, handprint, auricle,

iris, facial identifiable features, etc.

- Personal Identification Information: ID card, certificate of military officers, passport, driving license,

work permit, social security card, residence permit, etc.

- Other Information: Sexual orientation, marriage history, religious belief, unpublished criminal record,
communication record and contents, address books, friend lists, group lists, whereabouts, webpage

history, accommodation record, accurate location information, etc.

6. The Overseas Recipient transfers Pl only to the following third parties outside the People’s Republic of

China (if applicable):

7. Method of transfer:

8. Retention period after the cross-border transfer:
9. Storage location after the outbound transfer:

10. Other matters (to be filled in as appropriate):



Annex I
Other Terms Agreed Upon By the Parties (If necessary)

Annex llI
Technical and organizational measures

1. Organization
HP has an Information Security Organization responsible for directing and managing the organization's
information security strategy and controls. An Information Security Framework/Management System is put
in place to ensure compliance with HP’s security policies and controls and confirm that the security
requirements of its customers are complied with. This Framework is structured in alignment with the NIST
Cybersecurity Framework and is reviewed annually.

2. Asset Management

HP has a process in place for identifying technical information assets, and through this process, HP
identifiesall assets under its responsibility and categorizes the critical assets. HP further maintains a set
of documented handling procedures for each information classification type, including those assets that
contain Personal Data. Handling procedures address storage, transmission, communication, access,
logging, retention, destruction, disposal, incident management, and breach notification.

3. Access Control

The principle of least privilege is used for providing logical access control. User access is provided via a
unique user ID and password. HP’'s password policy has defined complexity, strength, validity, and
password-history related controls. Access rights are reviewed periodically and revoked upon personnel
departure.

User account creation and deletion procedures, as have been mutually agreed upon, are implemented to
grant and revoke access to client systems used during the engagement.

4. Personnel Training

HP employees must complete the Integrity at HP training designed to ensure that employees are familiar
with the program, policies, and resources that govern HP's expectations for ethical behavior, excellence,
and compliance. Integrity at HP features modules on security and data privacy, and employees also are
required to take an annual “refresher” course. HP employees must also complete an annually refreshed
dedicated security awareness training focused on essential security policies and emphasizing the
employees’ responsibilities related to incident management, data privacy, and information security.

5. Third Parties and Subcontractors

HP has processes inplace to select sub-contractors that are able to comply with comprehensive contractual
security requirements.

For applicable suppliers (suppliers that handle/store/transmit HP data and customer owned HP held data
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or have access to the HP network), HP Cybersecurity performs a risk assessment to verify the existence of
an information security program. An adequate program must include physical, technical, and
administrative safeguards. This assessment must be done before the supplier has access to HP
information.

6. Systems Security

By policy, the development of systems and supporting software within HP follow a secure
development methodology to ensure security throughout the system/software lifecycle. The Software
Development Lifecycle defines initiation, development/acquisition, implementation, operations, and
disposal requirements. All system components, including modules, libraries, services, and discrete
components,are evaluated to determine their impact on the overall system security state.

HP has defined controls for the protection of application service transactions. These controls include
validatingand verifying user credentials, mandating digital signatures and encryption, implementing secure
communication protocols, storing online transaction details on servers within the appropriate network
security zone.

Internal vulnerability scans are performed regularly.
7. Physical and Environmental Security

HP facilities are secured using various physical and electronic access controls and surveillance capabilities.
Depending on the facility, this could include security guards, electronic access control, and closed-circuit
television (CCTV).

All HP personnel are registered and are required to carry appropriate identification badges.

Facilities have required infrastructure support with temperature control and power backups where required,
using UPS and/or diesel generators to support critical services.

8. Operations Management

HP has defined a minimum set of hardening requirements for technology infrastructure, including
workstations, servers, and network equipment. Workstation/servers images contain pre-hardened
operating systems. Hardening requirements vary depending on the type of operating system and applicable
controls implemented.

HP has deployed Network Intrusion Detection/Prevention Systems (NIDS/ NIPS) within the network and are
monitored and managed 24*7.
HP security policies and standards mandate secure disposal of media.

9. Cryptography

HP has defined a set of robust processes for cryptography to ensure the confidentiality, integrity, and
availability of information assets. Approved protocols require encryption for certain assets, including those
that contain personal data.

10. Information Security Incident Management

HP follows a developed Cyber Incident Management Process that addresses purpose, scope, roles,
responsibilities, management commitment, organizational coordination, implementation procedures, and
compliance checking. HP reviews and updates this process on an annual basis.
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A Cyber Incident Response Team, which includes HP Cybersecurity personnel trained in incident response
and crisis management, is assembled for regular table-top reviews of process and any incident or event.

12. Business Continuity Management

HP maintains a global Continuity of Operations program. This program takes a holistic, company-wide
approach for end-to-end continuity through a set of collaborative, standardized, and internally documented
planning processes.

HP periodically exercises its business continuity plans to ensure their effectiveness. HP currently tests and
updates all plans at least yearly and ensures that people with a role in the business continuity plan are
trained.
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