
  

 

ADDENDUM ZUR VERARBEITUNG VON KUNDENDATEN 
 
 

Dieses Addendum zur Datenverarbeitung (Data Processing Addendum, „DPA“) und die entsprechenden Anhänge 
gelten, wenn HP personenbezogene Daten von Kunden verarbeitet, um die in den geltenden Vereinbarungen 
zwischen HP und dem Kunden („Servicevertrag“) vereinbarten Dienste bereitzustellen. Großgeschriebene Begriffe, 
die hierin nicht ausdrücklich definiert sind, haben die im Servicevertrag festgelegte Bedeutung. Im Falle eines 
Widerspruchs zwischen den Bedingungen des Servicevertrags, die sich auf die Verarbeitung personenbezogener 
Daten beziehen, und denen in diesem DPA, hat das DPA Vorrang. 

1 DEFINITIONEN 

1.1 “CCPA“ bedeutet California Consumer Privacy Act von 2018, in der Fassung des California Privacy Rights Act 
(„CPRA“), Cal. Civ. Code 1798.100, ff. und alle damit verbundenen Vorschriften, einschließlich späterer 
Änderungen und Ergänzungen; 

1.2 „Kunde“ bezeichnet den Endnutzer/Kunden von HP Services; 

1.3 „Personenbezogene Daten von Kunden“ bezeichnet die personenbezogenen Daten, für die der Kunde der 
Datenverantwortliche ist und die von HP als Datenverarbeiter oder seinen Unterauftragsverarbeitern im 
Rahmen der Bereitstellung der Dienste verarbeitet werden; 

1.4 „Datenverantwortlicher“ bezeichnet die natürliche oder juristische Person, Behörde, Einrichtung oder jede 
andere Stelle, die allein oder gemeinsam mit anderen über die Zwecke und Mittel der Verarbeitung 
personenbezogener Daten entscheidet und ein „Unternehmen“ im Sinne des CCPA umfasst;  

1.5 „Auftragsverarbeiter“ bezeichnet jede natürliche oder juristische Person, Behörde, Einrichtung oder jede 
andere Stelle, die personenbezogene Daten im Auftrag eines Datenverantwortlichen oder auf Anweisung 
eines anderen Auftragsverarbeiters, der im Auftrag eines Datenverantwortlichen handelt, verarbeitet; 

1.6 „Datenschutzgesetze“ bezeichnet alle aktuellen und zukünftigen anwendbaren Gesetze und Vorschriften in 
Bezug auf die Verarbeitung, Sicherheit, den Schutz und die Aufbewahrung personenbezogener Daten und 
die Privatsphäre, die in den jeweiligen Rechtsordnungen bestehen können, einschließlich, aber nicht 
beschränkt auf den CCPA, die DSGVO, die PIPL sowie alle zutreffenden Vorschriften und nationalen 
Standards, die die personenbezogenen Daten von Einzelpersonen in der Volksrepublik China schützen, die 
allgemeine Datenschutzverordnung des Vereinigten Königreichs , das britische Datenschutzgesetz von 
2018, die Richtlinie 2002/58/EG über die Verarbeitung personenbezogener Daten und den Schutz der 
Privatsphäre im Bereich der elektronischen Kommunikation, alle nationalen Gesetze oder Verordnungen zur 
Umsetzung der vorstehenden Richtlinien und aller Datenschutzgesetze Norwegens, Islands, Liechtensteins 
und der Schweiz, sowie Änderungen oder Ersetzungen dieser Gesetze und Vorschriften; 

1.7 „Betroffene Person“ die Bedeutung haben, die dem Begriff „betroffene Person“ gemäß den geltenden 
Datenschutzgesetzen zugewiesen ist, und umfasst mindestens alle identifizierten oder identifizierbaren 
natürlichen Personen, auf die sich die personenbezogenen Daten beziehen; 

1.8 „EU“ bezeichnet die Europäische Union sowie zusammen alle Länder, die Mitglieder dieser Union sind; 

1.9 „Europäisches Land“ bezeichnet einen Mitgliedstaat der EU, Norwegen, Island, Liechtenstein und der 
Schweiz. 



 

1.10 „Europäisch-US-anerkannter Angemessenheitsmechanismus“ bezeichnet jeden Angemessenheits-
mechanismus, der nach den geltenden Datenschutzgesetzen für die Übermittlung personenbezogener 
Daten aus einem Europäischen Land in die USA anerkannt wurde. 

1.11 „EU-Standardvertragsklauseln“ bezeichnet die EU-Standardvertragsklauseln für die Übermittlung 
personenbezogener Daten von Datenverantwortlichen an Auftragsverarbeiter und von Auftragsverarbeitern 
an Unterauftragsverarbeiter gemäß dem Durchführungsbeschluss (EU) 2021/914 der Kommission vom 4. 
Juni 2021 oder dessen Nachfolger mit den erforderlichen Änderungen für die Schweiz; 

1.12 „DSGVO“ bezeichnet die Datenschutz-Grundverordnung (EU) 2016/679 zum Schutz natürlicher Personen bei 
der Verarbeitung personenbezogener Daten und zum freien Datenverkehr; 

1.13 „HP Group“ bedeutet HP Inc. (1501 Page Mill Road, Palo Alto, CA 94304) und alle in dessen Mehrheitsbesitz 
befindlichen und unter dessen Kontrolle stehenden Tochtergesellschaften, ungeachtet des jeweiligen 
Rechtsgebiets, in dem Gründung oder Geschäftstätigkeiten erfolgen; 

1.14 „Personenbezogene Daten“ bezeichnet alle Informationen, die sich auf eine identifizierte oder 
identifizierbare Person beziehen oder jene, wie sie anderweitig durch geltende Datenschutzgesetze definiert 
sind. Eine identifizierbare Person ist eine Person, die direkt oder indirekt identifiziert werden kann, 
insbesondere durch Zuordnung zu einer Kennung wie einen Namen, eine Kennnummer, Standortdaten, eine 
Online-Kennung oder auf einen oder mehrere Faktoren, die für ihre physische, physiologische, genetische, 
psychische, wirtschaftliche, kulturelle oder soziale Identität spezifisch sind; 

1.15 Der Begriff „Vorfall mit personenbezogenen Daten“ hat die Bedeutung, die den Begriffen „Sicherheitsvorfall“, 
„Sicherheitslücke“ oder „Verletzung des Schutzes personenbezogener Daten“ in den geltenden 
Datenschutzgesetzen zugewiesen wird, schließt dabei jedoch jede Situation ein, in der HP Kenntnis davon 
erlangt, dass personenbezogene Daten des Kunden von unbefugten Personen in unbefugter Weise 
eingesehen, offengelegt, geändert, verloren, zerstört oder verwendet wurden oder dass es wahrscheinlich 
zu derartigen Geschehnissen gekommen ist; 

1.16 „PIPL“ steht für das Datenschutzgesetz für Einzelpersonen in der Volksrepublik China; 

1.17  „Verarbeiten“, „Verarbeitungsvorgänge“, „Verarbeitung“ oder „verarbeitet“ bezeichnet jeden Vorgang oder 
jede Reihe von Vorgängen, die mit personenbezogenen Daten durchgeführt werden, unabhängig davon, ob 
dies mit automatischen Mitteln geschieht oder nicht, einschließlich, aber nicht beschränkt auf das Zugreifen, 
Sammeln, Aufzeichnen, Organisieren, Strukturieren, Aufbewahren, Speichern, Anpassen oder Ändern, 
Abrufen, Abfragen, Verwenden, Offenlegen durch Übermittlung, Verbreiten oder anderweitiges 
Verfügbarmachen, Abgleichen, Kombinieren, Sperren, Einschränken, Löschen und Vernichten 
personenbezogener Daten sowie alle gleichwertigen Definitionen in den geltenden Datenschutzgesetzen, 
soweit diese Definitionen über diese Definition hinausgehen sollten; 

1.18 „Verbindliche interne Datenschutzvorschriften für Auftragsverarbeiter“ bezeichnet verbindliche 
unternehmensinterne Vorschriften für Auftragsverarbeiter, die von bestimmten Datenschutzbehörden in der 
EU genehmigt wurden; 

1.19 „Entsprechendes Land“ bezeichnet alle Länder mit Ausnahme der Europäischen Länder und anderer Länder, 
für die eine Angemessenheitsfeststellung gemäß Artikel 45 der DSGVO oder einer gleichwertigen 
Bestimmung nach schweizerischem oder britischem Recht vorliegt, und schließt die USA ein, solange eine 
solche Angemessenheitsfeststellung darauf beschränkt ist, die Anwendung eines von der EU und den USA 
genehmigten Angemessenheitsmechanismus zu verlangen; 

1.20 „Verkaufen“ und „Verkauf“ haben die im CCPA festgelegte Bedeutung; 

1.21 „Teilen“ hat die im CCPA festgelegte Bedeutung; 



 

1.22   „Dienste“ bezeichnet Dienste, einschließlich Produkte und Support, die von HP im Rahmen des 
Servicevertrags bereitgestellt werden; 

1.23 „Servicevertrag“ bezeichnet den Vertrag zwischen HP und dem Kunden über den Kauf von Diensten von HP; 
und 

1.24 „Unterauftragsverarbeiter“ ist jede natürliche oder juristische Person, Behörde, Einrichtung oder jede andere 
Stelle, die personenbezogene Daten im Auftrag eines Auftragsverarbeiters verarbeitet, der im Namen eines 
Datenverantwortlichen handelt. 

2 GELTUNGSBEREICH & EINHALTUNG GELTENDEN RECHTS 

2.1 Dieses DPA gilt für die Verarbeitung personenbezogener Kundendaten durch HP im Zusammenhang mit der 
Bereitstellung der Dienste durch HP sowie für jene Fälle, in denen HP als Auftragsverarbeiter im Namen des 
Kunden als Datenverantwortlicher handelt. Alle Parteien halten sich an die anwendbaren 
Datenschutzgesetzen. Die Bestimmungen dieses Abschnitts 2.1 ändern nichts an den Beschränkungen, die 
für die Rechte der Parteien zur Nutzung oder sonstigen Verarbeitung personenbezogener Daten im Rahmen 
der Vereinbarung zwischen den Parteien gelten. 

2.2 Die Kategorien der betroffenen Personen, die Arten der verarbeiteten personenbezogenen Kundendaten und 
die Zwecke der Verarbeitung sind in Anhang 1 dieses DPA aufgeführt. HP verarbeitet personenbezogene 
Kundendaten für die Dauer des Servicevertrags (oder länger, soweit dies nach geltendem Recht erforderlich 
ist). 

2.3 Der Kunde trägt bei der Nutzung der HP Services die alleinige Verantwortung für die Einhaltung aller 
geltenden Datenschutzgesetze in Bezug auf die Genauigkeit, Qualität und Rechtmäßigkeit der 
personenbezogenen Kundendaten, die von HP in Verbindung mit den Services verarbeitet werden sollen. Der 
Kunde stellt ferner sicher, dass die Anweisungen, die er HP in Bezug auf die Verarbeitung 
personenbezogener Daten des Kunden erteilt, allen geltenden Datenschutzgesetzen entsprechen und HP 
nicht gegen seine Verpflichtungen gemäß den geltenden Datenschutzgesetzen verstößt. 

2.4 Wenn der Kunde die Dienste nutzt, um Kategorien personenbezogener Daten zu verarbeiten, die nicht 
ausdrücklich von diesem DPA abgedeckt sind, handelt der Kunde auf eigenes Risiko und HP ist nicht für 
mögliche Compliance-Defizite verantwortlich, die mit dieser Nutzung verbunden sind. 

2.5 Wenn HP personenbezogene Daten von HP Mitarbeitern an den Kunden weitergibt oder ein HP Mitarbeiter 
dem Kunden personenbezogene Daten direkt zur Verfügung stellt, die der Kunde verarbeitet, um seine 
Nutzung der Dienste zu verwalten, muss der Kunde diese personenbezogenen Daten in Übereinstimmung 
mit seinen Datenschutzrichtlinien und den geltenden Datenschutzgesetzen verarbeiten. Solche 
Offenlegungen werden von HP nur dann vorgenommen, wenn sie zum Zwecke der Vertragsverwaltung, der 
Verwaltung der Dienste oder der angemessenen Überprüfung des Hintergrunds des Kunden oder zu 
Sicherheitszwecken rechtmäßig sind. 

3 PFLICHTEN DES AUFTRAGSVERARBEITERS 

3.1 Ungeachtet anderslautender Bestimmungen im Servicevertrag wird HP in Bezug auf personenbezogene 
Daten des Kunden: 

3.1.1 personenbezogene Daten des Kunden nur in Übereinstimmung mit den dokumentierten 
Anweisungen des Kunden verarbeiten (die spezifischer oder allgemeiner Natur sein können, wie im 
Servicevertrag festgelegt oder wie anderweitig zwischen den Parteien vereinbart). Ohne die 
Allgemeingültigkeit des Vorstehenden einzuschränken, darf HP in dem Maße, in dem das CCPA auf 
die personenbezogenen Daten des Kunden anwendbar ist: die personenbezogenen Kundendaten 
nicht Verkaufen oder Teilen; personenbezogene Kundendaten nicht für andere Zwecke als die 
spezifischen Geschäftszwecke der Erbringung der Services oder der Erfüllung sonstiger 
Verpflichtungen im Rahmen der Vereinbarung, die im Zusammenhang mit der direkten 



 

Geschäftsbeziehung zwischen den Parteien stehen, aufbewahren, verwenden oder offenlegen; 
bzw. personenbezogene Kundendaten nicht mit personenbezogenen Daten aus einer anderen 
Quelle kombinieren. Soweit das CPPA auf die personenbezogenen Kundendaten anwendbar ist, 
muss HP den Kunden benachrichtigen, wenn es seinen Verpflichtungen gemäß dem CCPA in Bezug 
auf die personenbezogenen Kundendaten nicht nachkommen kann.  Ungeachtet des 
Vorstehenden kann HP personenbezogene Kundendaten verarbeiten, wenn dies nach geltendem 
Recht erforderlich ist. In diesem Fall wird HP angemessene Maßnahmen ergreifen, um den Kunden 
über eine solche Anforderung zu informieren, bevor HP die Daten verarbeitet, es sei denn, das 
Gesetz verbietet dies; 

3.1.2 sicherstellen, dass nur autorisiertes Personal, das eine entsprechende Schulung zum Schutz und 
zur Handhabung personenbezogener Daten absolviert hat und zur Wahrung der Vertraulichkeit der 
personenbezogenen Daten des Kunden verpflichtet ist, Zugang zu diesen Daten hat; 

3.1.3 geeignete technische und organisatorische Maßnahmen zum Schutz vor unbefugter oder 
unrechtmäßiger Zerstörung, Verlust, Veränderung, unbefugter Offenlegung oder unbefugtem 
Zugriff auf personenbezogene Daten des Kunden ergreifen. Diese Maßnahmen müssen dem 
Schaden angemessen sein, der sich aus einer unbefugten oder unrechtmäßigen Verarbeitung, 
einem zufälligen Verlust, einer Zerstörung, einer Beschädigung oder einem Diebstahl der 
personenbezogenen Daten des Kunden ergeben könnte, wobei die Art der zu schützenden 
personenbezogenen Daten des Kunden zu berücksichtigen ist. 

3.1.4 den Kunden unverzüglich und soweit gesetzlich zulässig, über alle Anfragen von betroffenen 
Personen informieren, die ihre Rechte gemäß den geltenden Datenschutzgesetzen ausüben 
möchten, und auf schriftliches Ersuchen des Kunden und auf dessen Kosten unter Berücksichtigung 
der Art der Verarbeitung den Kunden durch die Umsetzung geeigneter technischer und 
organisatorischer Maßnahmen unterstützen, soweit dies möglich ist, um die Verpflichtung des 
Kunden zur Beantwortung solcher Anfragen zu erfüllen. 

3.1.5 auf schriftliches Ersuchen des Kunden und auf dessen Kosten, unter Berücksichtigung der Art der 
Verarbeitung und der HP zur Verfügung stehenden Informationen, den Kunden bei der Erfüllung 
seiner Verpflichtungen gemäß Artikel 32 bis 36 der DSGVO oder gleichwertiger Bestimmungen der 
geltenden Datenschutzgesetze unterstützen, um den Kunden bei der Erfüllung seiner 
Verpflichtungen aus der PIPL und aus dem CPRA zu unterstützen; 

3.1.6 auf schriftliches Ersuchen des Kunden die personenbezogenen Daten des Kunden nach 
Beendigung der Erbringung der Dienste löschen oder an den Kunden zurückgeben, es sei denn, das 
geltende Recht schreibt die Aufbewahrung der personenbezogenen Daten des Kunden vor und 
nach Wahl von HP die persönlichen Daten des Kunden zurückgeben oder löschen. 

4 UNTERAUFTRAGSVERARBEITUNG 

4.1 Der Kunde ermächtigt HP, personenbezogene Daten des Kunden an Mitglieder der HP Group und an Dritte 
als Unterauftragsverarbeiter zu übermitteln oder diesen Zugang zu den personenbezogenen Daten des 
Kunden zu gewähren (und den Unterauftragsverarbeitern zu gestatten, dies in Übereinstimmung mit Klausel 
4.1 zu tun), um die Dienste zu erbringen oder andere Zwecke zu verfolgen, die im Abschnitt 
„Verarbeitungstätigkeiten“ in Anhang 1 dieses DPA aufgeführt sind. HP stellt sicher, dass alle 
Unterauftragsverarbeiter, an die HP personenbezogene Daten des Kunden übermittelt, schriftliche 
Vereinbarungen mit HP abschließen, in denen die Unterauftragsverarbeiter zur Einhaltung von Bedingungen 
verpflichtet werden, die nicht weniger schützend sind als die in dieser DPA festgelegten. HP stellt dem 
Kunden die aktuelle Liste der Unterauftragsverarbeiter für die vom Servicevertrag abgedeckten Dienste zur 
Verfügung. 

4.2 HP kann jederzeit und ohne Angabe von Gründen einen neuen Unterauftragsverarbeiter ernennen, 
vorausgesetzt, dass der Kunde zehn (10) Tage im Voraus darüber informiert wird und er innerhalb dieser 
Frist keine berechtigten Einwände gegen solche Änderungen erhebt. Berechtigte Einwände müssen 



 

angemessene und dokumentierte Gründe enthalten, die sich auf die Nichteinhaltung der geltenden 
Datenschutzgesetze durch einen Unterauftragsverarbeiter beziehen. Wenn nach vernünftigem Ermessen 
von HP solche Einwände berechtigt sind, wird HP davon absehen, einen solchen Unterauftragsverarbeiter im 
Zusammenhang mit der Verarbeitung personenbezogener Kundendaten einzusetzen. In einem solchen Fall 
wird sich HP in angemessener Weise bemühen, (i) dem Kunden eine Änderung der Dienste von HP zur 
Verfügung zu stellen oder (ii) eine Änderung der Konfiguration oder der Nutzung der Dienste durch den 
Kunden zu empfehlen, um die Verarbeitung der personenbezogenen Daten des Kunden durch den 
beanstandeten Unterauftragsverarbeiter zu vermeiden. Ist HP nicht in der Lage, eine solche Änderung 
innerhalb einer angemessenen Frist, die neunzig (90) Tage nicht überschreiten darf, zur Verfügung zu 
stellen, kann der Kunde durch schriftliche Mitteilung an HP den Dienst, der von HP nicht ohne den Einsatz 
des beanstandeten Unterauftragsverarbeiters erbracht werden kann, kündigen. In Fällen, in denen die PIPL 
Anwendung findet, muss HP die vorherige Zustimmung des Kunden zur Ernennung eines neuen 
Unterauftragsverarbeiters einholen. Der Kunde muss auf die Anfrage von HP innerhalb von zehn (10) Tagen 
antworten. Erhebt der Kunde Einwände gegen die Änderung, so verzichtet HP darauf, den betreffenden 
Unterauftragsverarbeiter im Zusammenhang mit der Verarbeitung personenbezogener Kundendaten 
einzusetzen. In solchen Fällen bemüht sich HP in angemessener Weise, (i) dem Kunden eine Änderung der 
HP-Dienste zur Verfügung zu stellen oder (ii) eine Änderung der Konfiguration oder Nutzung der Dienste 
durch den Kunden zu empfehlen, um die Verarbeitung personenbezogener Kundendaten durch den 
beanstandeten Unterauftragsverarbeiter zu vermeiden. Ist HP nicht in der Lage, eine solche Änderung 
innerhalb einer angemessenen Frist, die neunzig (90) Tage nicht überschreiten darf, zur Verfügung zu 
stellen, kann der Kunde den Dienst, der von HP nicht ohne den Einsatz des beanstandeten 
Unterauftragsverarbeiters bereitgestellt werden kann, durch schriftliche Mitteilung an HP kündigen. 

5 VORFÄLLE MIT PERSONENBEZOGENEN DATEN 

5.1 HP benachrichtigt den Kunden unverzüglich, wenn HP von einem Vorfall mit personenbezogenen Daten des 
Kunden Kenntnis erlangt, und ergreift innerhalb einer vernünftigen Frist die vom Kunden geforderten 
Maßnahmen, um den Vorfall zu beheben, und stellt die vom Kunden vernünftigerweise geforderten weiteren 
Informationen zur Verfügung. HP behält sich das Recht vor, für die gemäß dieser Ziffer 5.1 geleistete 
Unterstützung eine Verwaltungsgebühr zu erheben, es sei denn, der Kunde weist nach, dass diese 
Unterstützung aufgrund eines Versäumnisses von HP bei der Einhaltung dieser Datenschutzbestimmungen 
erforderlich ist. 

6 INTERNATIONALE ÜBERMITTLUNGEN PERSONENBEZOGENER DATEN DES KUNDEN 

6.1 HP kann personenbezogene Daten des Kunden außerhalb des Landes übermitteln, in dem sie ursprünglich 
erhoben wurden, sofern eine solche Übermittlung im Zusammenhang mit den Diensten erforderlich ist und 
diese Übermittlung in Übereinstimmung mit den geltenden Datenschutzgesetzen erfolgt, einschließlich, aber 
nicht beschränkt auf die Durchführung von Vorabbewertungen, die gemäß den Datenschutzgesetzen 
erforderlich sind. 

6.2 Europaspezifische Bestimmungen 

6.2.1 Soweit personenbezogene Daten des Kunden aus einem Europäischen Land in ein Entsprechendes 
Land übermittelt werden, stellt HP die unten aufgeführten Übermittlungsmechanismen zur 
Verfügung, die in der in Ziffer 6.2.2 festgelegten Rangfolge auf solche Übermittlungen in 
Übereinstimmung mit den geltenden Datenschutzgesetzen anwendbar sind: 

6.2.1.1 Sofern anwendbar, HP Verbindliche Unternehmensregeln für Auftragsverarbeiter: HP hat 
verbindliche Unternehmensregeln für Verarbeiter aufgestellt, die sich auf die von ihr 
verarbeiteten personenbezogenen Kundendaten beziehen. HP hält seine verbindlichen 
Unternehmensregeln für Auftragsverarbeiter aufrecht und benachrichtigt Kunden 
unverzüglich, wenn die verbindlichen Unternehmensregeln für Auftragsverarbeiter keine 
gültige Rechtsgrundlage für einen Datentransfer mehr sind. Die HP Verbindlichen 
Unternehmensregeln stehen unter diesem Link zur Verfügung: https://www.hp.com/uk-

https://www.hp.com/uk-en/bcr-pages.html?jumpid=in_R11928_/us/en/corp/privacy-central/binding-corporate-rules


 

en/bcr-pages.html?jumpid=in_R11928_/us/en/corp/privacy-central/binding-corporate-
rules. 

6.2.1.2 Europäisch-U.S.-anerkannter Angemessenheitsmechanismus: Jede Übermittlung im 
Rahmen eines von der EU und den USA anerkannten Angemessenheitsmechanismus muss 
in Übereinstimmung mit den Regeln des Mechanismus erfolgen, einschließlich, falls 
erforderlich, der Registrierung oder Zertifizierung der in den Vereinigten Staaten von 
Amerika ansässigen Tochtergesellschaft(en) von HP, die personenbezogene Daten des 
Kunden für die Zwecke der Dienste verarbeiten wird. 

6.2.1.3 EU-Standardvertragsklauseln, entweder Datenverantwortlicher an Datenverarbeiter 
(Anhang 2) oder Datenverarbeiter an Datenverantwortlichen (Anhang 3), sofern 
zutreffend. 

6.2.2 Für den Fall, dass die Dienste von mehr als einem Übermittlungsmechanismus abgedeckt werden, 
unterliegt die Übermittlung der personenbezogenen Daten des Kunden einem einzigen 
Übermittlungsmechanismus gemäß der folgenden Rangfolge: 1) HP Verbindliche 
Unternehmensregeln für Auftragsverarbeiter; 2) Europäisch-U.S.-anerkannter 
Angemessenheitsmechanismus; 3) EU-Standardvertragsklauseln. 

6.3 Andere spezifizierte Übermittlungsmechanismen 

6.3.1 Unbeschadet der Allgemeingültigkeit von Ziffer 6.1 vereinbaren die Parteien, dass die in Anhang 4 
(Vereinigtes Königreich) und Anhang 5 (Argentinien) genannten Übermittlungsmechanismen für die 
Übermittlung personenbezogener Daten aus dem betreffenden Land in ein relevantes Land 
genutzt werden. 

6.4 China-spezifische Bestimmungen 

6.4.1 Soweit personenbezogene Kundendaten, die in China erhoben oder generiert wurden, von HP aus 
der Volksrepublik China in ein Land oder eine Region außerhalb Chinas übertragen werden, stellt 
HP die unten aufgeführten Übermittlungsmechanismen zur Verfügung: 

6.4.1.1 Die Sicherheitsüberprüfung: Wenn die von der Cyberspace Administration of China (CAC) 
durchgeführte Sicherheitsprüfung für die Übertragung personenbezogener Kundendaten 
Anwendung finet, muss der Kunde die Sicherheitsprüfung beantragen und die 
entsprechenden Anforderungen erfüllen, und HP leistet Unterstützung, wenn der Kunde 
dies wünscht und beide Parteien dies für erforderlich halten.  

6.4.1.2 Standardvertrag (Anlage 6): Findet die Sicherheitsüberprüfung keine Anwendung, muss 
der Kunde mit dem Empfänger der Personenbezogenen Daten von Kunden einen von der 
CAC veröffentlichten Standardvertrag abschließen.  

6.4.2 Wenn der Datenverantwortliche personenbezogene Daten aus der Volksrepublik China an den 
Datenverarbeiter in einem Land oder einer Region außerhalb Chinas übermittelt, ist der 
Datenverantwortliche dafür verantwortlich, die Zustimmung der betroffenen Personen zu dieser 
Übermittlung einzuholen. 

7 PRÜFUNGEN 

7.1 Auf schriftliches Ersuchen des Kunden stellt HP dem Kunden alle Informationen zur Verfügung, die 
erforderlich sind, um die Einhaltung der Verpflichtungen aus den geltenden Datenschutzgesetzen 
nachzuweisen, wobei HP nicht verpflichtet ist, vertrauliche Geschäftsinformationen zur Verfügung zu stellen. 
HP wird ferner höchstens einmal jährlich und auf Kosten des Kunden Prüfungen und Inspektionen durch den 
Kunden oder einen von ihm beauftragten Dritten, der kein Wettbewerber von HP ist, zulassen und dazu 
beitragen. Der Umfang solcher Prüfungen, einschließlich der Bedingungen für die Vertraulichkeit, wird von 

https://www.hp.com/uk-en/bcr-pages.html?jumpid=in_R11928_/us/en/corp/privacy-central/binding-corporate-rules
https://www.hp.com/uk-en/bcr-pages.html?jumpid=in_R11928_/us/en/corp/privacy-central/binding-corporate-rules


 

den Parteien vor deren Beginn einvernehmlich festgelegt. Um sicherzustellen, dass der Kunde das Recht hat, 
angemessene und geeignete Maßnahmen zu ergreifen, um eine unbefugte Nutzung Personenbezogener 
Daten von Kunden durch HP zu unterbinden und zu beheben, werden die Parteien, soweit erforderlich, einen 
von beiden Seiten genehmigten Abhilfeplan bestätigen und entwickeln, der alle Prüfungsfeststellungen  
berücksichtigt, die eine solche unbefugte Nutzung Personenbezogener Daten von Kunden implizieren. 
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Anhang 2 – EU-Standardvertragsklauseln (Datenverantwortlicher an Datenverarbeiter) 
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Anhang 4 –Internationales Abkommen zur Übermittlung von Daten (IDTA) (UK) 
Anhang 5 –Standardvertragsklauseln (Argentinien) 
Anhang 6 – Standardvertrag für grenzüberschreitende Übermittlung von personenbezogenen Daten (China) 



 

Anhang 1 
EINZELHEITEH DER VERARBEITUNG 

 

HP kann diese Anhang 1 regelmäßig aktualisieren, um Änderungen der Verarbeitungsaktivitäten zu 
berücksichtigen. 

Kategorien von betroffenen Personen 

• Mitarbeiter des Kunden, Vertreter des Kunden und Unterauftragnehmer. 

Arten personenbezogener Daten 

Die personenbezogenen Daten des Kunden, die von HP im Zusammenhang mit der Erbringung der Dienste 
durch HP verarbeitet werden, werden vom Kunden als dem Datenverantwortlichen und in Übereinstimmung 
mit der geltenden Leistungsbeschreibung und/oder den Kauf- bzw. Änderungsaufträgen bestimmt und 
kontrolliert, können aber zum Beispiel Folgendes umfassen: 

• Kontaktdaten – wie Name, berufliche oder persönliche Telefonnummer, berufliche oder persönliche E- 
Mail-Adresse und berufliche Büroadresse; 

• Sicherheitsanmeldedaten – wie z. B. Mitarbeiteridentifikations- oder Ausweisnummer; 

• Produktnutzungsdaten – wie z. B. gedruckte Seiten, Gerätetypen, die Druckaufträge initiiert haben, 
Druckmodus, verwendete Medien, Tinten- oder Tonermarke, gedruckte Dateitypen (.pdf, .jpg usw.), zum 
Drucken verwendete Anwendung (Word, Excel, Adobe Photoshop usw.), Dateigröße, Zeitstempel sowie 
Verwendung und Status von Druckerzubehör; 

• Leistungsdaten – Druckereignisse, Funktionen und Warnmeldungen, wie z. B. Warnungen bei niedrigem 
Tintenstand, Verwendung von Fotokarten, Fax, Scan, eingebetteter Webserver und zusätzliche technische 
Informationen, die je nach Produkt variieren; 

• Gerätedaten – Informationen über Computer, Drucker und/oder Geräte wie Betriebssystem, 
Speichermenge, Region, Sprache, Zeitzone, Modellnummer, Erststartdatum, Alter des Geräts, 
Herstellungsdatum des Geräts, Browserversion, Computerhersteller, Anschlussanschluss, Garantiestatus, 
eindeutige Gerätekennungen, Werbekennungen und zusätzliche technische Informationen, die je nach 
Produkt variieren; 

• Anwendungsdaten – Informationen im Zusammenhang mit HP-Anwendungen wie Standort, Sprache, 
Softwareversionen, Entscheidungen über die gemeinsame Nutzung von Daten und Aktualisierungsdetails; 
und 

• Andere personenbezogene Daten, die von einer betroffenen Person zur Verfügung gestellt werden, wenn 
sie persönlich, online oder telefonisch oder per Post mit Servicecentern, Helpdesks oder anderen 
Kundensupportkanälen interagiert, um die Bereitstellung von HP Services zu erleichtern und auf Anfragen 
von Kunden und/oder betroffenen Personen zu reagieren; oder (ii) auf Geräten, die von HP empfangen 
werden. 

Verarbeitungstätigkeiten 

Personenbezogene Kundendaten, die im Zusammenhang mit dem Servicevertrag verarbeitet werden, werden 
von HP zur Verwaltung der Beziehung zum Kunden und zur Erbringung von Diensten für den Kunden 
verwendet. HP kann personenbezogene Kundendaten verarbeiten, um: 

• Flottenmanagementdienste wie Managed Print Services und Device as a Service zu erbringen; 

• genaue Kontakt- und Registrierungsdaten zu pflegen, um umfassende Support- und Wartungsdienste zu 
erbringen, einschließlich Care-Pack- und erweiterter Garantieunterstützung, und um Reparaturen und 
Rücksendungen zu erleichtern; 

• den Zugang zu Portalen für die Anzeige und Verwaltung von Daten, die Verwaltung von Geräten, die 
Bestellung und die Abwicklung von Bestellungen für Produkte oder Dienste, die Verwaltung von Konten 
sowie die Organisation von Sendungen und Lieferungen zu erleichtern; 
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• die Leistung und den Betrieb von Produkten, Lösungen, Diensten und Support zu verbessern, 
einschließlich Garantiesupport und rechtzeitige Firmware- und Software-Updates und Warnungen, um 
den kontinuierlichen Betrieb des Geräts oder des Dienstes zu gewährleisten; 

• administrative Mitteilungen an den Kunden über die Dienste bereitzustellen. Beispiele für 
administrative Mitteilungen können Antworten auf Kundenanfragen oder -wünsche, 
Produktnutzungs- oder Leistungsberichte, Mitteilungen über den Abschluss von Diensten oder 
Garantieleistungen, Mitteilungen über Sicherheitsrückrufe oder relevante 
Unternehmensaktualisierungen im Zusammenhang mit Fusionen, Übernahmen oder Veräußerungen 
sein; 

• die Integrität und Sicherheit der HP-Websites, -Produkte, -Funktionen und -Dienste 
aufrechtzuerhalten und Sicherheitsbedrohungen, Betrug oder andere kriminelle oder böswillige 
Aktivitäten, die die Kundeninformationen gefährden könnten, zu verhindern und aufzudecken; 

• die Identität des Kunden zu überprüfen, einschließlich der Abfrage des Namens des Anrufers und 
des Mitarbeiterausweises oder der Ausweisnummer für die Erbringung der Fernwartungsdienste 
von HP; 

• geltende Gesetze, Vorschriften, Gerichtsbeschlüsse, Regierungs- und 
Strafverfolgungsanfragen einzuhalten und Mitarbeiter und andere Kunden zu schützen und 
Streitigkeiten beizulegen; und 

• ein maßgeschneidertes Erlebnis zu bieten, die Dienste und Mitteilungen zu personalisieren 
und Empfehlungen zu erstellen; und 

• Daten von an HP zurückgegebenen Geräten zu löschen. 
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Anhang 2 
EU STANDARDVERTRAGSKLAUSELN (DATENVERANTWORTLICHER AN DATENVERARBEITER) 

 
EU STANDARD CONTRACTUAL CLAUSES (DATA CONTROLLER TO DATA PROCESSOR) 

SECTION I 

Clause 1 

Purpose and scope 

(a) The purpose of these standard contractual clauses is to ensure compliance with the requirements of Regulation (EU) 
2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard 
to the processing of personal data and on the free movement of such data (General Data Protection Regulation) for the 
transfer of personal data to a third country. 

(b) The Parties: 

(i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter ‘entity/ies’) transferring the 
personal data, as listed in Annex I.A (hereinafter each ‘data exporter’), and 

(ii) the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via another entity 
also Party to these Clauses, as listed in Annex I.A (hereinafter each ‘data importer’) 

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’). 

(c) These Clauses apply with respect to the transfer of personal data as specified in Annex I.B. 

(d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these Clauses. 

Clause 2 

Effect and invariability of the Clauses 

(a) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal remedies, 
pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data transfers from 
controllers to processors and/or processors to processors, standard contractual clauses pursuant to Article 28(7) of 
Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate Module(s) or to add or 
update information in the Appendix. This does not prevent the Parties from including the standard contractual clauses 
laid down in these Clauses in a wider contract and/or to add other clauses or additional safeguards, provided that they 
do not contradict, directly or indirectly, these Clauses or prejudice the fundamental rights or freedoms of data subjects. 

(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation (EU) 
2016/679. 

Clause 3 

Third-party beneficiaries 

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter and/or 
data importer, with the following exceptions: 

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; 

(ii) Clause 8 – Clause 8.1(b), 8.9(a), (c), (d) and (e); 

(iii) Clause 9 – Clause 9(a), (c), (d) and (e); 

(iv) Clause 12 – Clause 12(a), (d) and (f); 
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(v) Clause 13; 

(vi) Clause 15.1(c), (d) and (e); 

(vii) Clause 16(e); 

(viii) Clause 18 – Clause 18(a) and (b). 
 

(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679. 

Clause 4 

Interpretation 

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same 
meaning as in that Regulation. 

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679. 

(c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in Regulation (EU) 
2016/679. 

Clause 5 

Hierarchy 

In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties, 
existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail. 

Clause 6 

Description of the transfer(s) 

The details of the transfer(s), and in particular the categories of personal data that are transferred and the purpose(s) for 
which they are transferred, are specified in Annex I.B. 

SECTION II – OBLIGATIONS OF THE PARTIES 

Clause 8 

Data protection safeguards 

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able, through the 
implementation of appropriate technical and organisational measures, to satisfy its obligations under these Clauses. 

8.1   Instructions 

(a) The data importer shall process the personal data only on documented instructions from the data exporter. The data 
exporter may give such instructions throughout the duration of the contract. 

(b) The data importer shall immediately inform the data exporter if it is unable to follow those instructions. 

8.2   Purpose limitation 

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in Annex I.B, 
unless on further instructions from the data exporter. 

8.3   Transparency 
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On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the Parties, 
available to the data subject free of charge. To the extent necessary to protect business secrets or other confidential 
information, including the measures described in Annex II and personal data, the data exporter may redact part of the 
text of the Appendix to these Clauses prior to sharing a copy, but shall provide a meaningful summary where the data 
subject would otherwise not be able to understand the its content or exercise his/her rights. On request, the Parties shall 
provide the data subject with the reasons for the redactions, to the extent possible without revealing the redacted 
information. This Clause is without prejudice to the obligations of the data exporter under Articles 13 and 14 of Regulation 
(EU) 2016/679. 

8.4   Accuracy 

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated, it shall 
inform the data exporter without undue delay. In this case, the data importer shall cooperate with the data exporter to 
erase or rectify the data. 

8.5   Duration of processing and erasure or return of data 

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the provision 
of the processing services, the data importer shall, at the choice of the data exporter, delete all personal data processed 
on behalf of the data exporter and certify to the data exporter that it has done so, or return to the data exporter all 
personal data processed on its behalf and delete existing copies. Until the data is deleted or returned, the data importer 
shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer that prohibit 
return or deletion of the personal data, the data importer warrants that it will continue to ensure compliance with these 
Clauses and will only process it to the extent and for as long as required under that local law. This is without prejudice to 
Clause 14, in particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout 
the duration of the contract if it has reason to believe that it is or has become subject to laws or practices not in line with 
the requirements under Clause 14(a). 

8.6   Security of processing 

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and 
organisational measures to ensure the security of the data, including protection against a breach of security leading 
to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data (hereinafter 
‘personal data breach’). In assessing the appropriate level of security, the Parties shall take due account of the state 
of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the risks 
involved in the processing for the data subjects. The Parties shall in particular consider having recourse to encryption 
or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that manner. 
In case of pseudonymisation, the additional information for attributing the personal data to a specific data subject 
shall, where possible, remain under the exclusive control of the data exporter. In complying with its obligations under 
this paragraph, the data importer shall at least implement the technical and organisational measures specified in 
Annex II. The data importer shall carry out regular checks to ensure that these measures continue to provide an 
appropriate level of security. 

(b) The data importer shall grant access to the personal data to members of its personnel only to the extent strictly 
necessary for the implementation, management and monitoring of the contract. It shall ensure that persons 
authorised to process the personal data have committed themselves to confidentiality or are under an appropriate 
statutory obligation of confidentiality. 

(c) In the event of a personal data breach concerning personal data processed by the data importer under these Clauses, 
the data importer shall take appropriate measures to address the breach, including measures to mitigate its adverse 
effects. The data importer shall also notify the data exporter without undue delay after having become aware of the 
breach. Such notification shall contain the details of a contact point where more information can be obtained, a 
description of the nature of the breach (including, where possible, categories and approximate number of data 
subjects and personal data records concerned), its likely consequences and the measures taken or proposed to 
address the breach including, where appropriate, measures to mitigate its possible adverse effects. Where, and in so 
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far as, it is not possible to provide all information at the same time, the initial notification shall contain the information 
then available and further information shall, as it becomes available, subsequently be provided without undue delay. 

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply with its 
obligations under Regulation (EU) 2016/679, in particular to notify the competent supervisory authority and the 
affected data subjects, taking into account the nature of processing and the information available to the data 
importer. 

8.7   Sensitive data 

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical 
beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely identifying a natural 
person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal convictions and 
offences (hereinafter ‘sensitive data’), the data importer shall apply the specific restrictions and/or additional safeguards 
described in Annex I.B. 

8.8   Onward transfers 

The data importer shall only disclose the personal data to a third party on documented instructions from the data 
exporter. In addition, the data may only be disclosed to a third party located outside the European Union (in the same 
country as the data importer or in another third country, hereinafter ‘onward transfer’) if the third party is or agrees to be 
bound by these Clauses, under the appropriate Module, or if: 

(a) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU) 
2016/679 that covers the onward transfer; 

(b) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation of (EU) 2016/679 
with respect to the processing in question; 

(c) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of specific 
administrative, regulatory or judicial proceedings; or 

(d) the onward transfer is necessary in order to protect the vital interests of the data subject or of another natural person. 

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these Clauses, in 
particular purpose limitation. 

8.9   Documentation and compliance 

(a) The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to the 
processing under these Clauses. 

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall keep 
appropriate documentation on the processing activities carried out on behalf of the data exporter. 

(c) The data importer shall make available to the data exporter all information necessary to demonstrate compliance 
with the obligations set out in these Clauses and at the data exporter’s request, allow for and contribute to audits of 
the processing activities covered by these Clauses, at reasonable intervals or if there are indications of non-
compliance. In deciding on a review or audit, the data exporter may take into account relevant certifications held by 
the data importer. 

(d) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may include 
inspections at the premises or physical facilities of the data importer and shall, where appropriate, be carried out 
with reasonable notice. 

(e) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits, 
available to the competent supervisory authority on request. 

Clause 9 
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Use of sub-processors 

(a) GENERAL WRITTEN AUTHORISATION The data importer has the data exporter’s general authorisation for the 
engagement of sub-processor(s) from an agreed list. The data importer shall specifically inform the data exporter in 
writing of any intended changes to that list through the addition or replacement of sub-processors at least 90 days 
in advance, thereby giving the data exporter sufficient time to be able to object to such changes prior to the 
engagement of the sub-processor(s). The data importer shall provide the data exporter with the information 
necessary to enable the data exporter to exercise its right to object. 

(b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the data 
exporter), it shall do so by way of a written contract that provides for, in substance, the same data protection 
obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary 
rights for data subjects. The Parties agree that, by complying with this Clause, the data importer fulfils its obligations 
under Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations to which the 
data importer is subject pursuant to these Clauses. 

(c) The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor agreement and any 
subsequent amendments to the data exporter. To the extent necessary to protect business secrets or other 
confidential information, including personal data, the data importer may redact the text of the agreement prior to 
sharing a copy. 

(d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-processor’s 
obligations under its contract with the data importer. The data importer shall notify the data exporter of any failure 
by the sub-processor to fulfil its obligations under that contract. 

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby – in the event the 
data importer has factually disappeared, ceased to exist in law or has become insolvent – the data exporter shall 
have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return the 
personal data. 

Clause 10 

Data subject rights 

(a) The data importer shall promptly notify the data exporter of any request it has received from a data subject. It shall 
not respond to that request itself unless it has been authorised to do so by the data exporter. 

(b) The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’ requests for 
the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set out in Annex II the 
appropriate technical and organisational measures, taking into account the nature of the processing, by which the 
assistance shall be provided, as well as the scope and the extent of the assistance required. 

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions from the 
data exporter. 

Clause 11 

Redress 

(a) The data importer shall inform data subjects in a transparent and easily accessible format, through individual notice or 
on its website, of a contact point authorised to handle complaints. It shall deal promptly with any complaints it receives 
from a data subject. 

(b) In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses, that Party 
shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each other informed 
about such disputes and, where appropriate, cooperate in resolving them. 
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(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall accept the 
decision of the data subject to: 

(i) lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of work, 
or the competent supervisory authority pursuant to Clause 13; 

(ii) refer the dispute to the competent courts within the meaning of Clause 18. 
 

(d) The Parties accept that the data subject may be represented by a not-for-profit body, organisation or association under 
the conditions set out in Article 80(1) of Regulation (EU) 2016/679. 

(e) The data importer shall abide by a decision that is binding under the applicable EU or Member State law. 

(f) The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and procedural 
rights to seek remedies in accordance with applicable laws. 

Clause 12 

Liability 

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of these 
Clauses. 

(b) The data importer shall be liable to the data subject, and the data subject shall be entitled to receive compensation, 
for any material or non-material damages the data importer or its sub-processor causes the data subject by 
breaching the third-party beneficiary rights under these Clauses. 

(c) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall be 
entitled to receive compensation, for any material or non-material damages the data exporter or the data importer 

(or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these Clauses. 
This is without prejudice to the liability of the data exporter and, where the data exporter is a processor acting on 
behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, 
as applicable. 

(d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data importer 
(or its sub-processor), it shall be entitled to claim back from the data importer that part of the compensation 
corresponding to the data importer’s responsibility for the damage. 

(e) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of these 
Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an action 
in court against any of these Parties. 

(f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the other 
Party/ies that part of the compensation corresponding to its/their responsibility for the damage. 

(g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability. 

Clause 13 

Supervision 

(a) Where the data exporter is established in an EU Member State: The supervisory authority with responsibility for 
ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as indicated 
in Annex I.C, shall act as competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of application 
of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a representative pursuant to 
Article 27(1) of Regulation (EU) 2016/679: The supervisory authority of the Member State in which the representative 
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within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in Annex I.C, shall act as 
competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of application 
of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to appoint a representative 
pursuant to Article 27(2) of Regulation (EU) 2016/679: The supervisory authority of one of the Member States in 
which the data subjects whose personal data is transferred under these Clauses in relation to the offering of goods 
or services to them, or whose behaviour is monitored, are located, as indicated in Annex I.C, shall act as competent 
supervisory authority. 

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory 
authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer agrees 
to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory authority, 
including remedial and compensatory measures. It shall provide the supervisory authority with written confirmation 
that the necessary actions have been taken. 

SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES 

Clause 14 

Local laws and practices affecting compliance with the Clauses 

(a) The Parties warrant that they have no reason to believe that the laws and practices in the third country of destination 
applicable to the processing of the personal data by the data importer, including any requirements to disclose 
personal data or measures authorising access by public authorities, prevent the data importer from fulfilling its 
obligations under these Clauses. This is based on the understanding that laws and practices that respect the essence 
of the fundamental rights and freedoms and do not exceed what is necessary and proportionate in a democratic 
society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in contradiction 
with these Clauses. 

(b) The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular of the 
following elements: 

(i) the specific circumstances of the transfer, including the length of the processing chain, the number of actors 
involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of 
processing; the categories and format of the transferred personal data; the economic sector in which the 
transfer occurs; the storage location of the data transferred; 

(ii) the laws and practices of the third country of destination– including those requiring the disclosure of data to 
public authorities or authorising access by such authorities – relevant in light of the specific circumstances of the 
transfer, and the applicable limitations and safeguards; 

(iii) any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards 
under these Clauses, including measures applied during transmission and to the processing of the personal data 
in the country of destination. 

 

(c) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best efforts to 
provide the data exporter with relevant information and agrees that it will continue to cooperate with the data 
exporter in ensuring compliance with these Clauses. 

(d) The Parties agree to document the assessment under paragraph (b) and make it available to the competent 
supervisory authority on request. 

(e) The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for the 
duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in line with 
the requirements under paragraph (a), including following a change in the laws of the third country or a measure 
(such as a disclosure request) indicating an application of such laws in practice that is not in line with the 
requirements in paragraph (a). 
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(f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that the 
data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify 
appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be 
adopted by the data exporter and/or data importer to address the situation. The data exporter shall suspend the 
data transfer if it considers that no appropriate safeguards for such transfer can be ensured, or if instructed by the 
competent supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the contract, 
insofar as it concerns the processing of personal data under these Clauses. If the contract involves more than two 
Parties, the data exporter may exercise this right to termination only with respect to the relevant Party, unless the 
Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d) and (e) shall 
apply. 

Clause 15 

Obligations of the data importer in case of access by public authorities 

15.1   Notification 

(a) The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if necessary, with the 
help of the data exporter) if it: 

(i) receives a legally binding request from a public authority, including judicial authorities, under the laws of the country of 
destination for the disclosure of personal data transferred pursuant to these Clauses; such notification shall include 
information about the personal data requested, the requesting authority, the legal basis for the request and the 
response provided; or 

(ii) becomes aware of any direct access by public authorities to personal data transferred pursuant to these Clauses in 
accordance with the laws of the country of destination; such notification shall include all information available to the 
importer. 

 

(b) If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of the country of 
destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition, with a view to communicating 
as much information as possible, as soon as possible. The data importer agrees to document its best efforts in order to be 

able to demonstrate them on request of the data exporter. 

(c) Where permissible under the laws of the country of destination, the data importer agrees to provide the data exporter, at 
regular intervals for the duration of the contract, with as much relevant information as possible on the requests received (in 
particular, number of requests, type of data requested, requesting authority/ies, whether requests have been challenged and 
the outcome of such challenges, etc.). 

(d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the contract and 
make it available to the competent supervisory authority on request. 

(e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and Clause 
16 to inform the data exporter promptly where it is unable to comply with these Clauses. 

15.2   Review of legality and data minimisation 

(a) The data importer agrees to review the legality of the request for disclosure, in particular whether it remains within 
the powers granted to the requesting public authority, and to challenge the request if, after careful assessment, it 
concludes that there are reasonable grounds to consider that the request is unlawful under the laws of the country 
of destination, applicable obligations under international law and principles of international comity. The data 
importer shall, under the same conditions, pursue possibilities of appeal. When challenging a request, the data 
importer shall seek interim measures with a view to suspending the effects of the request until the competent 
judicial authority has decided on its merits. It shall not disclose the personal data requested until required to do so 
under the applicable procedural rules. These requirements are without prejudice to the obligations of the data 
importer under Clause 14(e). 
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(b) The data importer agrees to document its legal assessment and any challenge to the request for disclosure and, to 
the extent permissible under the laws of the country of destination, make the documentation available to the data 
exporter. It shall also make it available to the competent supervisory authority on request. 

(c) The data importer agrees to provide the minimum amount of information permissible when responding to a request 
for disclosure, based on a reasonable interpretation of the request. 

SECTION IV – FINAL PROVISIONS 

Clause 16 

Non-compliance with the Clauses and termination 

(a) The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for whatever 
reason. 

(b) In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the data 
exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured or the 
contract is terminated. This is without prejudice to Clause 14(f). 

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal data 
under these Clauses, where: 

(i) the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph 
(b) and compliance with these Clauses is not restored within a reasonable time and in any event within one 
month of suspension; 

(ii) the data importer is in substantial or persistent breach of these Clauses; or 

(iii) the data importer fails to comply with a binding decision of a competent court or supervisory authority 
regarding its obligations under these Clauses. 

In these cases, it shall inform the competent supervisory authority of such non-compliance. Where the contract 
involves more than two Parties, the data exporter may exercise this right to termination only with respect to the 
relevant Party, unless the Parties have agreed otherwise. 

(d)  Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c) shall at 

the choice of the data exporter immediately be returned to the data exporter or deleted in its entirety. The same 
shall apply to any copies of the data. The data importer shall certify the deletion of the data to the data exporter. 
Until the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In 
case of local laws applicable to the data importer that prohibit the return or deletion of the transferred personal 
data, the data importer warrants that it will continue to ensure compliance with these Clauses and will only process 
the data to the extent and for as long as required under that local law. 

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission adopts a 
decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data to which 
these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country to which 
the personal data is transferred. This is without prejudice to other obligations applying to the processing in question 
under Regulation (EU) 2016/679. 

Clause 17 

Governing law 

These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for third-party 
beneficiary rights. The Parties agree that this shall be the law of France.  

Clause 18 
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Choice of forum and jurisdiction 

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State. 

(b) The Parties agree that those shall be the courts of France. 

(c) A data subject may also bring legal proceedings against the data exporter and/or data importer before the courts 
of the Member State in which he/she has his/her habitual residence. 

(d) The Parties agree to submit themselves to the jurisdiction of such courts. 
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APPENDIX 

ANNEX I 

A.   LIST OF PARTIES 

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data 
protection officer and/or representative in the European Union] 

 

Name: See Customer’s name in the Agreement 

Address: See Customer’s address in the Agreement 

Contact person’s name, position and contact details: See Customer’s contact person’s name, position and 
contact details in the Agreement 

Activities relevant to the data transferred under these Clauses:  Same as the Agreement 

Signature and date: Same as the Agreement 

Role (controller/processor): Controller 

 

Data importer(s): [Identity and contact details of the data importer(s), including any contact person with 
responsibility for data protection] 

   
Name:  See HP’s name in the Agreement 

Address: See HP’s address in the Agreement  

Contact person’s name, position and contact details: Zoe McMahon, DPO, https://www.hp.com/us-
en/privacy/ww-privacy-form.html 

Activities relevant to the data transferred under these Clauses: Same as the Agreement 

Signature and date: Same as the Agreement 

Role (controller/processor): Processor 

B.   DESCRIPTION OF TRANSFER 

Categories of data subjects whose personal data is transferred 

See Attachment 1.   

Categories of personal data transferred 

See Attachment 1. 

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration 
the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions 
(including access only for staff having followed specialised training), keeping a record of access to the data, 
restrictions for onward transfers or additional security measures. 

See attachment 1.  

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis). 

See attachment 1.  

Nature of the processing 
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See attachment 1. 

Purpose(s) of the data transfer and further processing 

See attachment 1.  

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine 
that period 

See Agreement and DPA.  

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing 

Subject matter: See Attachment 1.  

Nature: See Attachment 1.  

Duration of the processing: As long as the contract is in effect.  

C.   COMPETENT SUPERVISORY AUTHORITY 

Commission Nationale de l'informatique et des Libertés (CNIL) 
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ANNEX II 

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL 

MEASURES TO ENSURE THE SECURITY OF THE DATA 

 
To protect Customer data, HP abides by a robust set of information security controls including policies, 
practices, procedures, and organizational structures to safeguard the confidentiality, integrity, and availability 
of its own and its customers’ information (including Personal Data as defined in HP’s Customer and Data 
Processing Addenda). The following sets forth an overview of HP's technical/organizational security measures 
throughout the company. 
1. Security Policy 
HP maintains globally applicable policies, standards, and procedures intended to protect HP and Customer 
data. The detail of HP’s security policies is confidential to protect the integrity of HP’s data and systems. 
However, summaries of our key policies are included below. 
2. Information Security Organization 
HP has an Information Security Organization responsible for directing and managing the organization's 
information security strategy and controls. An Information Security Framework/Management System is put in 
place to ensure compliance with HP’s security policies and controls and confirm that the security requirements 
of its customers are complied with. This Framework is structured in alignment with the NIST Cybersecurity 
Framework and is reviewed annually. 
3. Asset Management 
HP has a process in place for identifying technical information assets, and through this process, HP identifies 
all assets under its responsibility and categorizes the critical assets. HP further maintains a set of documented 
handling procedures for each information classification type, including those assets that contain Personal 
Data. Handling procedures address storage, transmission, communication, access, logging, retention, 
destruction, disposal, incident management, and breach notification. 
4. Access Control 
The principle of least privilege is used for providing logical access control. User access is provided via a unique 
user ID and password. HP’s password policy has defined complexity, strength, validity, and password-history 
related controls. Access rights are reviewed periodically and revoked upon personnel departure. 
User account creation and deletion procedures, as have been mutually agreed upon, are implemented to grant 
and revoke access to client systems used during the engagement. 
 5. Personnel Training 
HP employees must complete the Integrity at HP training designed to ensure that employees are familiar with 
the program, policies, and resources that govern HP’s expectations for ethical behavior, excellence, and 
compliance. Integrity at HP features modules on security and data privacy, and employees also are required 
to take an annual “refresher” course. HP employees must also complete an annually refreshed dedicated 
security awareness training focused on essential security policies and emphasizing the employees’ 
responsibilities related to incident management, data privacy, and information security. 
6. Third Parties and Subcontractors 
HP has processes in place to select sub-contractors that are able to comply with comprehensive contractual 
security requirements. 
For applicable suppliers (suppliers that handle/store/transmit HP data and customer owned HP held data or 
have access to the HP network), HP Cybersecurity performs a risk assessment to verify the existence of an 
information security program. An adequate program must include physical, technical, and administrative 
safeguards. This assessment must be done before the supplier has access to HP information. 
7. Systems Security 
By policy, the development of systems and supporting software within HP follow a secure development 
methodology to ensure security throughout the system/software lifecycle. The Software Development 
Lifecycle defines initiation, development/acquisition, implementation, operations, and disposal requirements. 
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All system components, including modules, libraries, services, and discrete components, are evaluated to 
determine their impact on the overall system security state. 
HP has defined controls for the protection of application service transactions. These controls include validating 
and verifying user credentials, mandating digital signatures and encryption, implementing secure 
communication protocols, storing online transaction details on servers within the appropriate network security 
zone. 
Internal vulnerability scans are performed regularly. 
8. Physical and Environmental Security 
HP facilities are secured using various physical and electronic access controls and surveillance capabilities. 
Depending on the facility, this could include security guards, electronic access control, and closed-circuit 
television (CCTV). 
All HP personnel are registered and are required to carry appropriate identification badges. 
Facilities have required infrastructure support with temperature control and power backups where required, 
using UPS and/or diesel generators to support critical services. 
 9. Operations Management 
HP has defined a minimum set of hardening requirements for technology infrastructure, including 
workstations, servers, and network equipment. Workstation/servers images contain pre-hardened operating 
systems. Hardening requirements vary depending on the type of operating system and applicable controls 
implemented. 
HP has deployed Network Intrusion Detection/Prevention Systems (NIDS/ NIPS) within the network and are 
monitored and managed 24*7. 
HP security policies and standards mandate secure disposal of media. 
10. Cryptography 
HP has defined a set of robust processes for cryptography to ensure the confidentiality, integrity, and 
availability of information assets. Approved protocols require encryption for certain assets, including those 
that contain personal data. 
11. Information Security Incident Management 
HP follows a developed Cyber Incident Management Process that addresses purpose, scope, roles, 
responsibilities, management commitment, organizational coordination, implementation procedures, and 
compliance checking. HP reviews and updates this process on an annual basis. 
A Cyber Incident Response Team, which includes HP Cybersecurity personnel trained in incident response and 
crisis management, is assembled for regular table-top reviews of process and any incident or event. 
12. Business Continuity Management 
HP maintains a global Continuity of Operations program. This program takes a holistic, company-wide 
approach for end-to-end continuity through a set of collaborative, standardized, and internally documented 
planning processes. 
HP periodically exercises its business continuity plans to ensure their effectiveness. HP currently tests and 
updates all plans at least yearly and ensures that people with a role in the business continuity plan are trained. 
 
For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken 
by the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to 
a sub-processor, to the data exporter 
 
Sub-processors only process: name, business email address, business phone number, business address. The 
purpose of transferring this data is to complete the contract.  
For HP all of the above technical and organizational measures are flowed down to the sub-processors 
through the partner code of conduct and contract terms. Sub-processors are required to commit to following 
HP’s requirements.   
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Anhang 3 
EU STANDARDVERTRAGSKLAUSELN (DATENVERARBEITER AND DATENVERARBEITER) 

 
EU STANDARD CONTRACTUAL CLAUSES (DATA PROCESSOR TO DATA PROCESSORS) 

SECTION I 

Clause 1 

Purpose and scope 

(a) The purpose of these standard contractual clauses is to ensure compliance with the requirements of Regulation (EU) 
2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with 
regard to the processing of personal data and on the free movement of such data (General Data Protection 

Regulation) https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN - 

ntr1-L_2021199EN.01003701-E0001for the transfer of personal data to a third country. 

(b) The Parties: 

(i)  the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter ‘entity/ies’) 
transferring the personal data, as listed in Annex I.A (hereinafter each ‘data exporter’), and 

(ii) the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via another 
entity also Party to these Clauses, as listed in Annex I.A (hereinafter each ‘data importer’) 

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’). 

(c) These Clauses apply with respect to the transfer of personal data as specified in Annex I.B. 

(d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these Clauses. 

Clause 2 

Effect and invariability of the Clauses 

(a) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal remedies, 
pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data transfers from 
controllers to processors and/or processors to processors, standard contractual clauses pursuant to Article 28(7) of 

Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate Module(s) or to add or 
update information in the Appendix. This does not prevent the Parties from including the standard contractual clauses 
laid down in these Clauses in a wider contract and/or to add other clauses or additional safeguards, provided that 
they do not contradict, directly or indirectly, these Clauses or prejudice the fundamental rights or freedoms of data 
subjects. 

(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation (EU) 
2016/679. 

Clause 3 

Third-party beneficiaries 

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter and/or 
data importer, with the following exceptions: 

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; 

(ii) Clause 8 – Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d), (e), (f) and (g); 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN#ntr1-L_2021199EN.01003701-E0001
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN#ntr1-L_2021199EN.01003701-E0001
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(iii) Clause 9 – Clause 9(a), (c), (d) and (e); 

(iv) Clause 12 – Clause 12(a), (d) and (f); 

(v) Clause 13; 

(vi) Clause 15.1(c), (d) and (e); 

(vii) Clause 16(e); 

(viii) Clause 18 – Clause 18(a) and (b). 
 

(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679. 

Clause 4 

Interpretation 

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same 
meaning as in that Regulation. 

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679. 

(c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in Regulation 
(EU) 2016/679. 

Clause 5 

Hierarchy 

In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties, 
existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail. 

Clause 6 

Description of the transfer(s) 

The details of the transfer(s), and in particular the categories of personal data that are transferred and the purpose(s) for 
which they are transferred, are specified in Annex I.B. 

SECTION II – OBLIGATIONS OF THE PARTIES 

Clause 8 

Data protection safeguards 

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able, through the 
implementation of appropriate technical and organisational measures, to satisfy its obligations under these Clauses. 

8.1   Instructions 

(a) The data exporter has informed the data importer that it acts as processor under the instructions of its controller(s), 
which the data exporter shall make available to the data importer prior to processing. 

(b) The data importer shall process the personal data only on documented instructions from the controller, as 
communicated to the data importer by the data exporter, and any additional documented instructions from the data 
exporter. Such additional instructions shall not conflict with the instructions from the controller. The controller or data 
exporter may give further documented instructions regarding the data processing throughout the duration of the 
contract. 
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(c) The data importer shall immediately inform the data exporter if it is unable to follow those instructions. Where the 
data importer is unable to follow the instructions from the controller, the data exporter shall immediately notify the 
controller. 

(d) The data exporter warrants that it has imposed the same data protection obligations on the data importer as set out 
in the contract or other legal act under Union or Member State law between the controller and the data exporter. 

8.2   Purpose limitation 

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in Annex I.B., 
unless on further instructions from the controller, as communicated to the data importer by the data exporter, or from 
the data exporter. 

8.3   Transparency 

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the Parties, 
available to the data subject free of charge. To the extent necessary to protect business secrets or other confidential 
information, including personal data, the data exporter may redact part of the text of the Appendix prior to sharing a 
copy, but shall provide a meaningful summary where the data subject would otherwise not be able to understand its 
content or exercise his/her rights. On request, the Parties shall provide the data subject with the reasons for the 
redactions, to the extent possible without revealing the redacted information. 

8.4   Accuracy 

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated, it shall 
inform the data exporter without undue delay. In this case, the data importer shall cooperate with the data exporter to 
rectify or erase the data. 

8.5   Duration of processing and erasure or return of data 

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the provision 
of the processing services, the data importer shall, at the choice of the data exporter, delete all personal data processed 
on behalf of the controller and certify to the data exporter that it has done so, or return to the data exporter all personal 
data processed on its behalf and delete existing copies. Until the data is deleted or returned, the data importer shall 
continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer that prohibit return 
or deletion of the personal data, the data importer warrants that it will continue to ensure compliance with these Clauses 
and will only process it to the extent and for as long as required under that local law. This is without prejudice to Clause 
14, in particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout the 
duration of the contract if it has reason to believe that it is or has become subject to laws or practices not in line with the 
requirements under Clause 14(a). 

8.6   Security of processing 

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and 
organisational measures to ensure the security of the data, including protection against a breach of security leading to 
accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data (hereinafter 
‘personal data breach’). In assessing the appropriate level of security, they shall take due account of the state of the 
art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the risks involved in the 
processing for the data subject. The Parties shall in particular consider having recourse to encryption or 
pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that manner. In 
case of pseudonymisation, the additional information for attributing the personal data to a specific data subject shall, 
where possible, remain under the exclusive control of the data exporter or the controller. In complying with its 
obligations under this paragraph, the data importer shall at least implement the technical and organisational measures 
specified in Annex II. The data importer shall carry out regular checks to ensure that these measures continue to 
provide an appropriate level of security. 
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(b) The data importer shall grant access to the data to members of its personnel only to the extent strictly necessary for 
the implementation, management and monitoring of the contract. It shall ensure that persons authorised to process 
the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of 
confidentiality. 

(c) In the event of a personal data breach concerning personal data processed by the data importer under these Clauses, 
the data importer shall take appropriate measures to address the breach, including measures to mitigate its adverse 
effects. The data importer shall also notify, without undue delay, the data exporter and, where appropriate and 
feasible, the controller after having become aware of the breach. Such notification shall contain the details of a contact 
point where more information can be obtained, a description of the nature of the breach (including, where possible, 
categories and approximate number of data subjects and personal data records concerned), its likely consequences 
and the measures taken or proposed to address the data breach, including measures to mitigate its possible adverse 
effects. Where, and in so far as, it is not possible to provide all information at the same time, the initial notification shall 
contain the information then available and further information shall, as it becomes available, subsequently be provided 
without undue delay. 

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply with its 
obligations under Regulation (EU) 2016/679, in particular to notify its controller so that the latter may in turn notify 
the competent supervisory authority and the affected data subjects, taking into account the nature of processing and 
the information available to the data importer. 

8.7   Sensitive data 

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical 
beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely identifying a natural 
person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal convictions and 
offences (hereinafter ‘sensitive data’), the data importer shall apply the specific restrictions and/or additional safeguards  
set out in Annex I.B. 

8.8   Onward transfers 

The data importer shall only disclose the personal data to a third party on documented instructions from the controller, 
as communicated to the data importer by the data exporter. In addition, the data may only be disclosed to a third party 

located outside the European Union https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN - ntr6-L_2021199EN.01003701-E0006 (in the 
same country as the data importer or in another third country, hereinafter ‘onward transfer’) if the third party is or agrees 
to be bound by these Clauses, under the appropriate Module, or if: 

(i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU) 
2016/679 that covers the onward transfer; 

(ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU) 2016/679; 

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of specific 
administrative, regulatory or judicial proceedings; or 

(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of another natural 
person. 

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these Clauses, in 
particular purpose limitation. 

8.9   Documentation and compliance 

(a) The data importer shall promptly and adequately deal with enquiries from the data exporter or the controller that 
relate to the processing under these Clauses. 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN#ntr6-L_2021199EN.01003701-E0006
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN#ntr6-L_2021199EN.01003701-E0006
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(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall keep 
appropriate documentation on the processing activities carried out on behalf of the controller. 

(c) The data importer shall make all information necessary to demonstrate compliance with the obligations set out in 
these Clauses available to the data exporter, which shall provide it to the controller. 

(d) The data importer shall allow for and contribute to audits by the data exporter of the processing activities covered 
by these Clauses, at reasonable intervals or if there are indications of non-compliance. The same shall apply where 
the data exporter requests an audit on instructions of the controller. In deciding on an audit, the data exporter may 
take into account relevant certifications held by the data importer. 

(e) Where the audit is carried out on the instructions of the controller, the data exporter shall make the results available 
to the controller. 

(f) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may include 
inspections at the premises or physical facilities of the data importer and shall, where appropriate, be carried out 
with reasonable notice. 

(g) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits, 
available to the competent supervisory authority on request. 

Clause 9 

Use of sub-processors 

(a) GENERAL WRITTEN AUTHORISATION The data importer has the controller’s general authorisation for the 
engagement of sub-processor(s) from an agreed list. The data importer shall specifically inform the controller in 

writing of any intended changes to that list through the addition or replacement of sub-processors at least 10 days 
in advance, thereby giving the controller sufficient time to be able to object to such changes prior to the engagement 
of the sub-processor(s). The data importer shall provide the controller with the information necessary to enable the 
controller to exercise its right to object. The data importer shall inform the data exporter of the engagement of the 
sub-processor(s). 

(b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the 
controller), it shall do so by way of a written contract that provides for, in substance, the same data protection 
obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary 
rights for data subjects. The Parties agree that, by complying with this Clause, the data importer fulfils its obligations 
under Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations to which the 
data importer is subject pursuant to these Clauses. 

(c) The data importer shall provide, at the data exporter’s or controller’s request, a copy of such a sub-processor 
agreement and any subsequent amendments. To the extent necessary to protect business secrets or other 
confidential information, including personal data, the data importer may redact the text of the agreement prior to 
sharing a copy. 

(d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-processor’s 
obligations under its contract with the data importer. The data importer shall notify the data exporter of any failure 
by the sub-processor to fulfil its obligations under that contract. 

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby – in the event the 
data importer has factually disappeared, ceased to exist in law or has become insolvent – the data exporter shall 
have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return the 
personal data. 

Clause 10 

Data subject rights 
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(a) The data importer shall promptly notify the data exporter and, where appropriate, the controller of any request it 
has received from a data subject, without responding to that request unless it has been authorised to do so by the 
controller. 

(b) The data importer shall assist, where appropriate in cooperation with the data exporter, the controller in fulfilling its 
obligations to respond to data subjects’ requests for the exercise of their rights under Regulation (EU) 2016/679 or 
Regulation (EU) 2018/1725, as applicable. In this regard, the Parties shall set out in Annex II the appropriate technical 
and organisational measures, taking into account the nature of the processing, by which the assistance shall be 
provided, as well as the scope and the extent of the assistance required. 

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions from the 
controller, as communicated by the data exporter. 

Clause 11 

Redress 

(a) The data importer shall inform data subjects in a transparent and easily accessible format, through individual notice 
or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any complaints it 
receives from a data subject. 

(b) In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses, that 
Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each other 
informed about such disputes and, where appropriate, cooperate in resolving them. 

(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall accept 

the decision of the data subject to: 

(i) lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of 
work, or the competent supervisory authority pursuant to Clause 13; 

(ii) refer the dispute to the competent courts within the meaning of Clause 18. 
 

(d) The Parties accept that the data subject may be represented by a not-for-profit body, organisation or association 
under the conditions set out in Article 80(1) of Regulation (EU) 2016/679. 

(e) The data importer shall abide by a decision that is binding under the applicable EU or Member State law. 

(f) The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and 
procedural rights to seek remedies in accordance with applicable laws. 

Clause 12 

Liability 

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of these 
Clauses. 

(b) The data importer shall be liable to the data subject, and the data subject shall be entitled to receive compensation, 
for any material or non-material damages the data importer or its sub-processor causes the data subject by 
breaching the third-party beneficiary rights under these Clauses. 

(c) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall be 
entitled to receive compensation, for any material or non-material damages the data exporter or the data importer 
(or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these Clauses. 
This is without prejudice to the liability of the data exporter and, where the data exporter is a processor acting on 
behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, 
as applicable. 
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(d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data importer 
(or its sub-processor), it shall be entitled to claim back from the data importer that part of the compensation 
corresponding to the data importer’s responsibility for the damage. 

(e) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of these 
Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an action 
in court against any of these Parties. 

(f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the other 
Party/ies that part of the compensation corresponding to its/their responsibility for the damage. 

(g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability. 

Clause 13 

Supervision 

(a) Where the data exporter is established in an EU Member State: The supervisory authority with responsibility for 
ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as indicated 
in Annex I.C, shall act as competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of application 
of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a representative pursuant to 
Article 27(1) of Regulation (EU) 2016/679: The supervisory authority of the Member State in which the representative 
within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in Annex I.C, shall act as 
competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of application 
of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to appoint a representative 
pursuant to Article 27(2) of Regulation (EU) 2016/679: The supervisory authority of one of the Member States in 
which the data subjects whose personal data is transferred under these Clauses in relation to the offering of goods 
or services to them, or whose behaviour is monitored, are located, as indicated in Annex I.C, shall act as competent 
supervisory authority. 

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory 
authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer agrees 
to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory authority, 
including remedial and compensatory measures. It shall provide the supervisory authority with written confirmation 
that the necessary actions have been taken. 

SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES 

Clause 14 

Local laws and practices affecting compliance with the Clauses 

(a) The Parties warrant that they have no reason to believe that the laws and practices in the third country of destination 
applicable to the processing of the personal data by the data importer, including any requirements to disclose 
personal data or measures authorising access by public authorities, prevent the data importer from fulfilling its 
obligations under these Clauses. This is based on the understanding that laws and practices that respect the 
essence of the fundamental rights and freedoms and do not exceed what is necessary and proportionate in a 
democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in 
contradiction with these Clauses. 

(b) The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular of the 
following elements: 
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(i) the specific circumstances of the transfer, including the length of the processing chain, the number of actors 
involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of 
processing; the categories and format of the transferred personal data; the economic sector in which the transfer 
occurs; the storage location of the data transferred; 

(ii) the laws and practices of the third country of destination– including those requiring the disclosure of data to 
public authorities or authorising access by such authorities – relevant in light of the specific circumstances of the 
transfer, and the applicable limitations and safeguards; 

(iii) any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards under 
these Clauses, including measures applied during transmission and to the processing of the personal data in the 
country of destination. 

 

(c) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best efforts to 
provide the data exporter with relevant information and agrees that it will continue to cooperate with the data 
exporter in ensuring compliance with these Clauses. 

(d) The Parties agree to document the assessment under paragraph (b) and make it available to the competent 
supervisory authority on request. 

(e) The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for the 
duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in line with 
the requirements under paragraph (a), including following a change in the laws of the third country or a measure 
(such as a disclosure request) indicating an application of such laws in practice that is not in line with the 
requirements in paragraph (a). The data exporter shall forward the notification to the controller. 

(f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that the 
data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify 
appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be 
adopted by the data exporter and/or data importer to address the situation, if appropriate in consultation with the 
controller. The data exporter shall suspend the data transfer if it considers that no appropriate safeguards for such 
transfer can be ensured, or if instructed by the controller or the competent supervisory authority to do so. In this 
case, the data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal 
data under these Clauses. If the contract involves more than two Parties, the data exporter may exercise this right 
to termination only with respect to the relevant Party, unless the Parties have agreed otherwise. Where the contract 
is terminated pursuant to this Clause, Clause 16(d) and (e) shall apply. 

Clause 15 

Obligations of the data importer in case of access by public authorities 

15.1   Notification 

(a) The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if necessary 
with the help of the data exporter) if it: 

(i) receives a legally binding request from a public authority, including judicial authorities, under the laws of the country 
of destination for the disclosure of personal data transferred pursuant to these Clauses; such notification shall include 
information about the personal data requested, the requesting authority, the legal basis for the request and the 
response provided; or 

(ii) becomes aware of any direct access by public authorities to personal data transferred pursuant to these Clauses in 
accordance with the laws of the country of destination; such notification shall include all information available to the 
importer. 

The data exporter shall forward the notification to the controller. 
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(b) If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of the 
country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition, with a 
view to communicating as much information as possible, as soon as possible. The data importer agrees to document 
its best efforts in order to be able to demonstrate them on request of the data exporter. 

(c) Where permissible under the laws of the country of destination, the data importer agrees to provide the data 
exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on the 
requests received (in particular, number of requests, type of data requested, requesting authority/ies, whether 
requests have been challenged and the outcome of such challenges, etc.). The data exporter shall forward the 
information to the controller. 

(d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the 
contract and make it available to the competent supervisory authority on request. 

(e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and Clause 
16 to inform the data exporter promptly where it is unable to comply with these Clauses. 

15.2   Review of legality and data minimisation 

(a) The data importer agrees to review the legality of the request for disclosure, in particular whether it remains within 
the powers granted to the requesting public authority, and to challenge the request if, after careful assessment, it 
concludes that there are reasonable grounds to consider that the request is unlawful under the laws of the country 
of destination, applicable obligations under international law and principles of international comity. The data 
importer shall, under the same conditions, pursue possibilities of appeal. When challenging a request, the data 
importer shall seek interim measures with a view to suspending the effects of the request until the competent 
judicial authority has decided on its merits. It shall not disclose the personal data requested until required to do so 
under the applicable procedural rules. These requirements are without prejudice to the obligations of the data 
importer under Clause 14(e). 

(b) The data importer agrees to document its legal assessment and any challenge to the request for disclosure and, to 
the extent permissible under the laws of the country of destination, make the documentation available to the data 
exporter. It shall also make it available to the competent supervisory authority on request. The data exporter shall 
make the assessment available to the controller. 

(c) The data importer agrees to provide the minimum amount of information permissible when responding to a request 
for disclosure, based on a reasonable interpretation of the request. 

SECTION IV – FINAL PROVISIONS 

Clause 16 

Non-compliance with the Clauses and termination 

(a) The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for whatever 
reason. 

(b) In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the data 
exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured or the 
contract is terminated. This is without prejudice to Clause 14(f). 

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal data 
under these Clauses, where: 

(i) the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph 
(b) and compliance with these Clauses is not restored within a reasonable time and in any event within one 
month of suspension; 
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(ii) the data importer is in substantial or persistent breach of these Clauses; or 

(iii) the data importer fails to comply with a binding decision of a competent court or supervisory authority 
regarding its obligations under these Clauses. 

In these cases, it shall inform the competent supervisory authority and the controller of such non-compliance. 
Where the contract involves more than two Parties, the data exporter may exercise this right to termination only 
with respect to the relevant Party, unless the Parties have agreed otherwise. 

(d) Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c) shall at 
the choice of the data exporter immediately be returned to the data exporter or deleted in its entirety. The same 
shall apply to any copies of the data. The data importer shall certify the deletion of the data to the data exporter. 
Until the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In 
case of local laws applicable to the data importer that prohibit the return or deletion of the transferred personal 
data, the data importer warrants that it will continue to ensure compliance with these Clauses and will only process 
the data to the extent and for as long as required under that local law. 

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission adopts a 
decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data to which 
these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country to which 
the personal data is transferred. This is without prejudice to other obligations applying to the processing in question 
under Regulation (EU) 2016/679. 

Clause 17 

Governing law 

These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for third-party 
beneficiary rights. The Parties agree that this shall be the law of France. 

Clause 18 

Choice of forum and jurisdiction 

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State. 

(b) The Parties agree that those shall be the courts of France. 

(c) A data subject may also bring legal proceedings against the data exporter and/or data importer before the courts 
of the Member State in which he/she has his/her habitual residence. 

(d) The Parties agree to submit themselves to the jurisdiction of such courts. 
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APPENDIX 

ANNEX I 

A.   LIST OF PARTIES 

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data 
protection officer and/or representative in the European Union] 

 

Name: See Customer’s name in the Agreement 

Address: See Customer’s address in the Agreement 

Contact person’s name, position and contact details: See Customer’s contact person’s name, position and 
contact details in the Agreement 

Activities relevant to the data transferred under these Clauses:  Same as the Agreement 

Signature and date: Same as the Agreement 

Role (controller/processor): Processor 

 

Data importer(s): [Identity and contact details of the data importer(s), including any contact person with 
responsibility for data protection] 

   
Name: See HP’s name in the Agreement 

Address: See HP’s address in the Agreement  

 

Contact person’s name, position and contact details: Zoe McMahon, DPO, https://www.hp.com/us-
en/privacy/ww-privacy-form.html 

Activities relevant to the data transferred under these Clauses: Same as the Agreement  

Signature and date: Same as the Agreement 

Role (controller/processor): Processor 

B.   DESCRIPTION OF TRANSFER 

Categories of data subjects whose personal data is transferred 

See Attachment 1 

Categories of personal data transferred 

See Attachment 1. 

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration 
the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions 
(including access only for staff having followed specialised training), keeping a record of access to the data, 
restrictions for onward transfers or additional security measures. 

See attachment 1.  

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis). 

See attachment 1.  
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Nature of the processing 

See Attachment 1.   

Purpose(s) of the data transfer and further processing 

See attachment 1.  

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine 
that period 

See Agreement and DPA.  

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing 

Subject matter: See Agreement 1.  

Nature: See Agreement 1.  

Duration of the processing: As long as the contract is in effect.  

C.   COMPETENT SUPERVISORY AUTHORITY 

Commission Nationale de l'informatique et des Libertés (CNIL) 
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ANNEX II 

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL 
MEASURES TO ENSURE THE SECURITY OF THE DATA 
 
To protect Customer data, HP abides by a robust set of information security controls including policies, 
practices, procedures, and organizational structures to safeguard the confidentiality, integrity, and availability 
of its own and its customers’ information (including Personal Data as defined in HP’s Customer and Data 
Processing Addenda). The following sets forth an overview of HP's technical/organizational security measures 
throughout the company. 
1. Security Policy 
HP maintains globally applicable policies, standards, and procedures intended to protect HP and Customer 
data. The detail of HP’s security policies is confidential to protect the integrity of HP’s data and systems. 
However, summaries of our key policies are included below. 
2. Information Security Organization 
HP has an Information Security Organization responsible for directing and managing the organization's 
information security strategy and controls. An Information Security Framework/Management System is put in 
place to ensure compliance with HP’s security policies and controls and confirm that the security requirements 
of its customers are complied with. This Framework is structured in alignment with the NIST Cybersecurity 
Framework and is reviewed annually. 
3. Asset Management 
HP has a process in place for identifying technical information assets, and through this process, HP identifies 
all assets under its responsibility and categorizes the critical assets. HP further maintains a set of documented 
handling procedures for each information classification type, including those assets that contain Personal 
Data. Handling procedures address storage, transmission, communication, access, logging, retention, 
destruction, disposal, incident management, and breach notification. 
4. Access Control 
The principle of least privilege is used for providing logical access control. User access is provided via a unique 
user ID and password. HP’s password policy has defined complexity, strength, validity, and password-history 
related controls. Access rights are reviewed periodically and revoked upon personnel departure. 
User account creation and deletion procedures, as have been mutually agreed upon, are implemented to grant 
and revoke access to client systems used during the engagement. 
 5. Personnel Training 
HP employees must complete the Integrity at HP training designed to ensure that employees are familiar with 
the program, policies, and resources that govern HP’s expectations for ethical behavior, excellence, and 
compliance. Integrity at HP features modules on security and data privacy, and employees also are required 
to take an annual “refresher” course. HP employees must also complete an annually refreshed dedicated 
security awareness training focused on essential security policies and emphasizing the employees’ 
responsibilities related to incident management, data privacy, and information security. 
6. Third Parties and Subcontractors 
HP has processes in place to select sub-contractors that are able to comply with comprehensive contractual 
security requirements. 
For applicable suppliers (suppliers that handle/store/transmit HP data and customer owned HP held data or 
have access to the HP network), HP Cybersecurity performs a risk assessment to verify the existence of an 
information security program. An adequate program must include physical, technical, and administrative 
safeguards. This assessment must be done before the supplier has access to HP information. 
7. Systems Security 
By policy, the development of systems and supporting software within HP follow a secure development 
methodology to ensure security throughout the system/software lifecycle. The Software Development 
Lifecycle defines initiation, development/acquisition, implementation, operations, and disposal requirements. 
All system components, including modules, libraries, services, and discrete components, are evaluated to 
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determine their impact on the overall system security state. 
HP has defined controls for the protection of application service transactions. These controls include validating 
and verifying user credentials, mandating digital signatures and encryption, implementing secure 
communication protocols, storing online transaction details on servers within the appropriate network security 
zone. 
Internal vulnerability scans are performed regularly. 
8. Physical and Environmental Security 
HP facilities are secured using various physical and electronic access controls and surveillance capabilities. 
Depending on the facility, this could include security guards, electronic access control, and closed-circuit 
television (CCTV). 
All HP personnel are registered and are required to carry appropriate identification badges. 
Facilities have required infrastructure support with temperature control and power backups where required, 
using UPS and/or diesel generators to support critical services. 
 9. Operations Management 
HP has defined a minimum set of hardening requirements for technology infrastructure, including 
workstations, servers, and network equipment. Workstation/servers images contain pre-hardened operating 
systems. Hardening requirements vary depending on the type of operating system and applicable controls 
implemented. 
HP has deployed Network Intrusion Detection/Prevention Systems (NIDS/ NIPS) within the network and are 
monitored and managed 24*7. 
HP security policies and standards mandate secure disposal of media. 
10. Cryptography 
HP has defined a set of robust processes for cryptography to ensure the confidentiality, integrity, and 
availability of information assets. Approved protocols require encryption for certain assets, including those 
that contain personal data. 
11. Information Security Incident Management 
HP follows a developed Cyber Incident Management Process that addresses purpose, scope, roles, 
responsibilities, management commitment, organizational coordination, implementation procedures, and 
compliance checking. HP reviews and updates this process on an annual basis. 
A Cyber Incident Response Team, which includes HP Cybersecurity personnel trained in incident response and 
crisis management, is assembled for regular table-top reviews of process and any incident or event. 
12. Business Continuity Management 
HP maintains a global Continuity of Operations program. This program takes a holistic, company-wide 
approach for end-to-end continuity through a set of collaborative, standardized, and internally documented 
planning processes. 
HP periodically exercises its business continuity plans to ensure their effectiveness. HP currently tests and 
updates all plans at least yearly and ensures that people with a role in the business continuity plan are trained. 
 
For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken 
by the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to 
a sub-processor, to the data exporter 
 
Sub-processors only process: name, business email address, business phone number, business address. The 
purpose of transferring this data is to complete the contract.  
For HP all of the above technical and organizational measures are flowed down to the sub-processors through 
the partner code of conduct and contract terms. Sub-processors are required to commit to following HP’s 
requirements.   
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Anhang 4 

INTERNATIONALES ABKOMMEN ZUR ÜBERMITTLICH VON DATEN (IDTA (UK) 

 
INTERNATIONAL DATA TRANSFER AGREEMENT (IDTA) (UK) 

 

Part 1: Tables 
 

Table 1: Parties and signatures 

Start date Same as in the Agreement 

The Parties 
Exporter (who sends the Restricted 

Transfer) 

Importer (who receives the Restricted 

Transfer) 

Parties’ details Full legal name: See Customer’s full 

legal name in the Agreement 

Trading name (if different): See 

Customer’s trading name in the 

Agreement 

Main address (if a company registered 

address): See Customer’s main 

address in the Agreement 

Official registration number (if any) 

(company number or similar identifier): 

See Customer’s official registration 

number in the Agreement 

Full legal name: See HP’s full legal 

name in the Agreement  

Trading name (if different): See HP’s 

trading name in the Agreement 

Main address (if a company registered 

address): See HP’s main address in the 

Agreement 

Official registration number (if any) 

(company number or similar identifier): 

See HP’s official registration number in 

the Agreement 

Key Contact Full Name (optional): See in the 

Agreement 

Job Title: See in the Agreement 

Contact details including email: See in 

the Agreement 

Full Name (optional): See in the 

Agreement 

Job Title: See in the Agreement  

Contact details including email: See in 

the Agreement 

 

Importer Data Subject 

Contact 

 HP Privacy Office 

https://www.hp.com/us-

en/privacy/ww-privacy-form.html  
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Signatures confirming 

each Party agrees to 

be bound by this IDTA 

Signed for and on behalf of the 

Exporter set out above 

Signed: See in the Agreement Date of 

signature: See in the Agreement Full 

name: See in the Agreement Job title: 

See in the Agreement 

Signed for and on behalf of the 

Importer set out above 

Signed: See in the Agreement 

Date of signature: See in the 

Agreement 

Full name: See in the Agreement 

Job title: See in the Agreement 

 

Table 2: Transfer Details  

UK country’s law that 

governs the IDTA: 

 England and Wales 

 Northern Ireland 

 Scotland 

Primary place for legal 

claims to be made by 

the Parties 

 England and Wales 

 Northern Ireland 

 Scotland 

The status of the 

Exporter 

In relation to the Processing of the Transferred Data: 

 Exporter is a Controller 

 Exporter is a Processor or Sub-Processor 

The status of the 

Importer 

In relation to the Processing of the Transferred Data: 

 Importer is a Controller 

 Importer is the Exporter’s Processor or Sub-Processor 

 Importer is not the Exporter’s Processor or Sub-Processor (and the Importer 

has been instructed by a Third Party Controller) 

Whether UK GDPR 

applies to the Importer 

 UK GDPR applies to the Importer’s Processing of the Transferred Data 

 UK GDPR does not apply to the Importer’s Processing of the Transferred Data 

Linked Agreement 

 

If the Importer is the Exporter’s Processor or Sub-Processor – the agreement(s) 

between the Parties which sets out the Processor’s or Sub-Processor’s 

instructions for Processing the Transferred Data: 
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Name of agreement: If applicable, see in the Agreement 

Date of agreement: If applicable, see in the Agreement  

Parties to the agreement: If applicable, see in the Agreement  

Reference (if any): If applicable, see in the Agreement 

Other agreements – any agreement(s) between the Parties which set out 

additional obligations in relation to the Transferred Data, such as a data sharing 

agreement or service agreement:  

Name of agreement: If applicable, see in the Agreement 

Date of agreement: If applicable, see in the Agreement 

Parties to the agreement: If applicable, see in the Agreement 

Reference (if any If applicable, see in the Agreement If the Exporter is a 

Processor or Sub-Processor – the agreement(s) between the Exporter and the 

Party(s) which sets out the Exporter’s instructions for Processing the 

Transferred Data:  

Name of agreement: If applicable, see in the Agreement 

Date of agreement: If applicable, see in the Agreement 

Parties to the agreement: If applicable, see in the Agreement 

Reference (if any): If applicable, see in the Agreement  

Term The Importer may Process the Transferred Data for the following time period:  

 the period for which the Linked Agreement is in force 

 time period: 

 (only if the Importer is a Controller or not the Exporter’s Processor or Sub-

Processor) no longer than is necessary for the Purpose. 

Ending the IDTA before 

the end of the Term 

 the Parties cannot end the IDTA before the end of the Term unless there is a 

breach of the IDTA or the Parties agree in writing. 

 the Parties can end the IDTA before the end of the Term by serving:  

      months’ written notice, as set out in Section 29. (How to end this IDTA 

without there being a breach). 

Ending the IDTA when 

the Approved IDTA 

changes 

Which Parties may end the IDTA as set out in Section 29.2: 

 Importer 

 Exporter 
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 neither Party 

Can the Importer make 

further transfers of 

the Transferred Data? 

 The Importer MAY transfer on the Transferred Data to another organisation or 

person (who is a different legal entity) in accordance with Section 16.1 

(Transferring on the Transferred Data). 

 The Importer MAY NOT transfer on the Transferred Data to another 

organisation or person (who is a different legal entity) in accordance with 

Section 16.1Error! Reference source not found. (Transferring on the 

Transferred Data). 

Specific restrictions 

when the Importer 

may transfer on the 

Transferred Data 

The Importer MAY ONLY forward the Transferred Data in accordance with 

Section 16.1:  

 if the Exporter tells it in writing that it may do so. 

 to:       

 to the authorised receivers (or the categories of authorised receivers) set out 

in:  

 there are no specific restrictions. 

Review Dates   No review is needed as this is a one-off transfer and the Importer does not 

retain any Transferred Data 

First review date:       

The Parties must review the Security Requirements at least once: 

 each       month(s) 

 each quarter 

 each 6 months 

 each year 

 each       year(s) 

 each time there is a change to the Transferred Data, Purposes, Importer 

Information, TRA or risk assessment 

 

Table 3: Transferred Data 

Transferred Data 

 

The personal data to be sent to the Importer under this IDTA consists of: 

 The categories of Transferred Data will update automatically if the 

information is updated in the Linked Agreement referred to.  
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 The categories of Transferred Data will NOT update automatically if the 

information is updated in the Linked Agreement referred to. The Parties must 

agree a change under Section 5.3. 

Special Categories of 

Personal Data and 

criminal convictions 

and offences 

The Transferred Data includes data relating to: 

 racial or ethnic origin 

 political opinions 

 religious or philosophical beliefs 

 trade union membership 

 genetic data 

 biometric data for the purpose of uniquely identifying a natural person 

 physical or mental health  

 sex life or sexual orientation 

 criminal convictions and offences 

 none of the above 

 set out in: 

 

And: 

 The categories of special category and criminal records data will update 

automatically if the information is updated in the Linked Agreement referred 

to.  

 The categories of special category and criminal records data will NOT update 

automatically if the information is updated in the Linked Agreement referred 

to. The Parties must agree a change under Section 5.3. 

Relevant Data 

Subjects 

The Data Subjects of the Transferred Data are: 

 The categories of Data Subjects will update automatically if the information is 

updated in the Linked Agreement referred to.  

 The categories of Data Subjects will not update automatically if the 

information is updated in the Linked Agreement referred to. The Parties must 

agree a change under Section 5.3. 

Purpose  The Importer may Process the Transferred Data for the following purposes: 

 The Importer may Process the Transferred Data for the purposes set out in 

the Agreement. 
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In both cases, any other purposes which are compatible with the purposes set 

out above. 

 The purposes will update automatically if the information is updated in the 

Linked Agreement referred to.  

 The purposes will NOT update automatically if the information is updated in 

the Linked Agreement referred to. The Parties must agree a change under 

Section 5.3. 

 

Table 4: Security Requirements 

Security of 

Transmission 

HP has defined controls for the protection of application service transactions. 
These controls include: validating and verifying user credentials, mandating 
digital signatures and encryption, implementing secure communication 
protocols, storing online transaction details on servers within the appropriate 
network security zone. 

Security of Storage 
HP’s cybersecurity department/organization and HP’s legal department maintain 
a set of documented handling procedures for each information classification type 
and work along with department in charge of Data Privacy for any pertinent 
matters. Handling procedures account for: storage, transmission, 
communication, access, logging, retention, destruction, disposal, incident 
management, and breach notification.   
HP Information Technology have a process in place for identifying technical 
information assets.  HP identifies all assets under its responsibility, categorizing 
the critical assets.  A record of information assets and systems that are both HP-
owned and externally managed by service providers is maintained.  Documented 
processes for server decommissioning, orphaned and legacy media are also 
implemented to ensure proper management and disposition of non-removable 
media.   

Security of Processing 
By policy, development of systems and supporting software within HP follow a 
secure development methodology to ensure security throughout the 
system/software lifecycle. The Software Development Lifecycle defines initiation, 
development/acquisition, implementation, operations, and disposal 
requirements. All system components, which include modules, libraries, services, 
and discrete components, are evaluated to determine their impact on the overall 
system security state.    
HP implements logging mechanisms for system applications and devices. HP has 
developed robust procedures for the installation, configuration, upgrade, testing, 
and security patching of operational software, including but not limited to email, 
office productivity suites, and Internet browsers.   
Internal vulnerability scans are performed both on a quarterly basis and after 
any significant change.  

Organisational security 

measures 

To protect its own as well as Customer Personal Data, HP has defined a minimum 
set of hardening requirements for technology infrastructure which includes 
workstations, servers and network equipment. Workstation / servers images 
contain pre-hardened operating systems. Hardening requirements vary 
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depending on the type of operating system and applicable controls 
implemented.    
Systems with external connections will be protected by hardening and firewalls. 
Externally facing systems will be placed in a Demilitarized Zone (DMZ) or other 
similar configuration to protect internal HP systems.  Critical network zones are 
logically isolated.    
Remote access to devices on the HP internal network, with the exception of the 
email system, requires the use of HP standard VPN solution.  Network Intrusion 
Detection / Prevention Systems (NIDS/ NIPS) are placed in strategic locations 
within the network and are monitored and managed 24*7. All devices that have 
logging capabilities, such as operating systems, databases, applications, firewalls, 
routers and switches are required to be configured as per HP’s logging and 
auditing standard.  
HP security policies and standards mandate secure disposal of media. 

Technical security 

minimum 

requirements 

Developers are required to follow the coding standards and testing guidelines 
defined for the system to comply with application security requirements. Source 
code is required to be secured in a manner that prevents unauthorized access.  
Preliminary testing is performed and non-production patch testing is scheduled. 
Post feedback from the non-production testing, implementation on production 
environment is scheduled and implemented. 

Updates to the 

Security Requirements 

 The Security Requirements will update automatically if the information is 

updated in the Linked Agreement referred to.  

 The Security Requirements will NOT update automatically if the information is 

updated in the Linked Agreement referred to. The Parties must agree a 

change under Section 5.3. 

 
 

Part 2: Extra Protection Clauses 
 

Extra Protection 

Clauses: 

 

(i) Extra technical 

security protections 

 

(ii) Extra organisational 

protections 

 

(iii) Extra contractual 

protections 
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Part 3: Commercial Clauses 
 

Commercial Clauses 
 

 

 

Part 4: Mandatory Clauses 
 

Mandatory Clauses Part 4: Mandatory Clauses of the Approved IDTA, being the template IDTA A.1.0 

issued by the ICO and laid before Parliament in accordance with s119A of the 

Data Protection Act 2018 on 2 February 2022, as it is revised under Section 5.4 

of those Mandatory Clauses. 
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Anhang 5  
STANDARDVERTRAGSKLAUSELN (ARGENTINIEN) 

 
STANDARD CONTRACT CLAUSES (Argentina) 

 

In accordance with the provisions of clause 6.3.1 of the Data Processing Addendum, Customer Personal Data 
originally collected in the Argentine Republic may be transferred, if required in connection with the services, to 
third countries. 
 
If the transfer mentioned in the preceding paragraph implies transfer of Customer Personal Data to countries 
that are not considered as countries that provide adequate levels of protection by applicable Data Protection 
and Privacy Laws in Argentina, the EU Standard Contractual Clauses included in Attachment 2, with the 
modifications set forth below, shall be applicable to transfer. 
 
1. Clause 1, items (a), (c) and (e) shall be replaced as follows: 
 

(a) ‘personal data’, sensitive data’, ‘process/processing’, ‘controller’, ‘processor’, ‘data subject’ and 
‘supervisory authority’ shall have the same meaning as set forth in the Argentine Data 
Protection Law No. 25.326, its regulatory Decree No. 1558/2001, and their complementary 
regulations (as amended or replaced from time to time); 
 

(c) “the data importer” means the service provider located outside of Argentina that receives the 
personal data from the data exporter for the processing in accordance with the terms of this 
agreement; 

 
(e) ‘the applicable data protection law’ means the Argentine Data Protection Law No. 25,326 and 

its supporting regulations (as amended or replaced from time to time). 
 
2. Clause 4, item (f) shall be replaced as follows: 
 

(f) that the data subject has been informed or will be informed before, or as soon as possible 
after, the transfer that its data could be transmitted to a third country not providing adequate 
protection within the meaning of the Argentine Data Protection Law 25,326 and its supporting 
regulations (as amended or replaced from time to time). 

 
3. Clause 7, subsection 1, item (b) shall be replaced as follows: 
 

(b) to refer the dispute to the judicial and administrative jurisdiction of the Argentine Republic. 
 
4. Clause 9 shall be replaced as follows: 
 

This agreement shall be governed by the laws of the Argentine Republic, in particular by the Law No. 
25,326, its regulations and dispositions issued by the Argentine Data Protection Authority (as 
amended or replaced from time to time), 

 

 

Anhang 6 
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Anhang 6 
STANDARDVERTRAG FÜR GRENZÜBERSCHREITENDE ÜBERMITTLUNG VON DATEN (CHINA) 

 
Standard Contract for Personal Information Cross-Border Transfer (China) 

 
In order to ensure that the activities of PI Processor and Overseas Recipient meet the PI protection standards 
under the Relevant Laws and Regulations of the PRC and specify the PI protection related rights and  
obligations of PI Processor and Overseas Recipient, the Parties have mutually agreed to enter into this 
Contract. 
 
PI Processor: see in the Agreement 
Address: see in the Agreement 
Contact Method: see in the Agreement 
Contact Person: see in the Agreement 
Title: see in the Agreement 
 
Overseas Recipient: see in the Agreement 
Address: see in the Agreement 
Contact Method: see in the Agreement 
Contact Person: see in the Agreement 
Title: see in the Agreement 
 
PI Processor and Overseas Recipient will conduct the outbound transfer of PI in accordance with this Contract, 
and the Parties have entered into an Agreement as of date stated therein to govern the commercial activities 
related thereto. 
 
The main body of this Contract is formulated in accordance with the requirements of the Measures on the 
Standard Contract for Personal Information Cross-Border Transfer, and any other contractual provisions, if 
any, as agreed between the Parties, can be specified in Annex II, which shall be deemed part of this Contract, 
if they do not conflict with the main body of this Contract. 
 
Article I - Definitions 
 
In this Contract, unless otherwise provided herein: 
1. “PI Processor” refers to an entity or individual in PI processing activities that independently decides the 
purpose and method of the PI processing activities and transfers PI outside of the PRC. 
2. “Overseas Recipient” refers to an entity or individual outside of the PRC that receives the PI from PI 
Processor. 
3. PI Processor or Overseas Recipient are referred to individually as a “Party”, and collectively as the “Parties”. 
4. “PI Subject” refers to a natural person identified by or associated with the PI. 
5. “PI” refers to all kinds of information, recorded electronically or otherwise, related to identified or identifiable 
natural persons, but excluding anonymized information. 
6. “Sensitive PI” refers to the PI that, once leaked or illegally used, may damage the personal dignity or 
endanger the personal or property safety of a natural person, including biometric recognition, religious belief, 
specific identity, medical health, financial account, personal whereabouts, etc., and the PI of minors under the 
age of 14. 
7. “Regulatory Authority” refers to the cyberspace administration of the PRC at the provincial level or above. 
8. “Relevant Laws and Regulations” refer to the PRC Cybersecurity Law, the PRC Data Security Law, the PRC 
Personal Information Protection Law, the PRC Civil Code, the PRC Civil Procedure Law, the Measures on the 
Standard Contract for Outbound Transfer of PI, and other PRC laws and regulations. 
9. The terms not defined in this Contract have the same meanings as defined under the Relevant Laws and 
Regulations. 
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Article 2 - Obligations of PI Processor 
 
PI Processor shall perform the following obligations: 
1. process PI in accordance with the Relevant Laws and Regulations, and limit the PI to be transferred abroad 
to the minimum scope required for the purpose of processing. 
2. inform the PI Subject of the name and contact information of Overseas Recipient, the purpose and method 
of processing, type of PI and retention periods as specified in Annex I – Details of the Outbound Transfer of PI, 
the methods and procedures for PI Subject to exercise his/her rights, and etc.; in case of an outbound transfer 
of Sensitive PI, inform the PI Subject of the necessity of the outbound transfer of Sensitive PI and the impact 
on the rights and interests of the PI Subject; provided in each case that such obligation can be exempted by 
the laws and administrative regulations. 
3. obtain a separate consent of PI Subject if the PI is transferred abroad based on the consent of the individual; 
or, if the PI of a minor under the age of 14 is involved, obtain a separate consent of the minor’s parents or 
other guardians. The consent shall be in a written form if so required by the laws and administrative 
regulations. 
4. inform PI Subject that PI Processor and Overseas Recipient have agreed that the PI Subject will be a third-
party beneficiary under this Contract, and if the PI Subject does not expressly object within 30 days, the PI 
Subject shall be entitled to the rights of a third-party beneficiary in accordance with this Contract. 
5. make reasonable efforts to ensure that Overseas Recipient takes the following technical and managerial 
measures (comprehensively considering potential PI security risks that may arise from the purpose of PI 
processing, the type, scale, scope and sensitivity of the PI, the volume and frequency of the PI transfer, the PI 
transmission, the period of retention by Overseas Recipient, and etc.) to perform its obligations under this 
Contract: see Annex III.  
6. provide copies of the relevant laws and technical standards to Overseas Recipient upon the request of 
Overseas Recipient. 
7. respond to inquiries from the Regulatory Authority about Overseas Recipient’s processing activities. 
8. conduct a PI protection impact assessment on the proposed transfer of PI to Overseas Recipient in 
accordance with the Relevant Laws and Regulations. The assessment shall focus on the following matters: 

(1) the legitimacy, justifiability and necessity of the purpose, scope and method of PI processing by PI 
processor and Overseas Recipient; 
(2) the scale, scope, types and sensitivity of the PI to be transferred abroad, and the risks to PI rights 
and interests that may arise from the cross-border transfer of PI; 
(3) the obligations to be undertaken by Overseas Recipient, and whether the management and 
technical measures and capabilities for performance of the obligations can ensure the security of the 
PI to be transferred abroad; 
(4) the risks of the PI being tampered with, destroyed, leaked, lost or illegally used after its transfer 
abroad, and whether the channels for safeguarding the PI rights and interests are smooth;  
(5) the impact of the PI protection policies and regulations of the country or region where Overseas 
Recipient is located on the performance of contract; and 
(6) other matters that may affect the security of cross-border transfer of PI. 

The PI protection impact assessment report shall be kept for at least three years. 
9. provide a copy of this Contract to PI Subject upon the request of PI Subject. If trade secrets or confidential 
business information are involved, the relevant contents of the copy of this Contract can be handled 
appropriately to the extent not affecting PI Subject’s understanding of this Contract. 
10. assume the burden of proof on the performance of obligations under this Contract. 
11. in accordance with the Relevant Laws and Regulations, provide the Regulatory Authority with all the 
information under Article 3(11), including all the compliance audit results. 
Article 3 - Obligations of Overseas Recipient 
 
Overseas Recipient shall perform the following obligations: 
1. process the PI in accordance with Annex I – Details of the Outbound Transfer of PI. If Overseas Recipient 
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processes the PI in a manner that is beyond the purpose and method of PI processing and/or the type of PI as 
agreed, a separate consent of PI Subject shall be obtained if the PI is transferred abroad based on the consent 
of the individual; if the PI of a minor under the age of 14 is involved, a separate consent of the minor’s parents 
or other guardians shall be obtained. 
2. If entrusted by PI Processor to process PI, process the PI in accordance with the agreement with PI Processor 
and not process the PI in a manner that is beyond the purpose or method of the PI processing as agreed with 
PI processor. 
3. provide a copy of this Contract to PI Subject upon the request of PI Subject. If trade secrets or confidential 
business information are involved, the relevant contents of the copy of this Contract can be handled 
appropriately to the extent not affecting the PI Subject’s understanding of this Contract. 
4. process the PI in a manner that has the least impact on the rights and interests of PI Subject. 
5. ensure that the retention period of PI is the minimum period necessary for achieving the purpose of PI 
processing. Delete the PI (including all back-up copies) upon expiry of the retention period. Where Overseas 
Recipient is entrusted by PI Processor to process PI and the entrustment agreement does not take effect, 
becomes null and void, or is cancelled or terminated, the PI being processed shall be returned to PI Processor 
or shall be deleted, and a written statement shall be provided to PI Processor. If it is technically difficult to 
delete the PI, all processing of the PI shall be ceased, other than storing the PI and taking necessary 
security measures. 
6. ensure the security of PI processing in accordance with the following: 

(i) take technical and managerial measures including but not limited to those listed in Article 2(5) of 
this  Contract, and conduct periodic inspections to ensure the security of PI; and 
(ii) ensure that the personnel authorized to process PI perform their confidentiality 
obligations, and establish access controls based on the minimum authorization principle. 

7. In the event that PI is or may be tampered with, destroyed, leaked, lost, illegally used, provided or accessed 
without authorization, Overseas Recipient shall: 

(i) promptly take appropriate remedial measure to mitigate the adverse impact on PI Subject; 
(ii) immediately notify PI Processor, and report to the Regulatory Authority in accordance with the 
Relevant Laws and Regulations. The notice shall contain the following contents: 

a. the type of PI being or likely to be tampered with, destroyed, leaked, lost, illegally used, 
provided or accessed without authorization, the reasons and potential harm of such incident; 
b. the remedial measures that have been taken; 
c. the measures that can be taken by PI Subject to mitigate the harm; and  
d. the contact information of the person or team responsible for handling the relevant 
incident. 

(iii) where the Relevant Laws and Regulations require a notification to PI Subject, the contents of the 
notice shall include those under Article 3(7)(ii) above; if Overseas Recipient is entrusted by PI Processor 
to process PI, the notice shall be sent by PI Processor to PI Subject; 
(iv) record and archive all the circumstances related to the occurrence or likely occurrence of 
tampering, destruction, leakage, loss, illegal use, unauthorized provision or access, including all 
remedial measures taken. 

8. Overseas Recipient may provide PI to a third party located outside of the PRC only if all of the following 
requirements are met: 

(i) it is indeed necessary for business purposes; 
(ii) unless otherwise provided under the laws and administrative regulations, PI Subject has been 
informed of the name and contact information of the third party, and the purpose and method of PI 
processing, the type of PI, retention periods, and the methods and procedures for PI Subject to 
exercise his/her rights; if Sensitive PI will be transferred to such third party, PI Subject shall also be 
informed of the necessity for the outbound transfer of Sensitive PI and the impact on the rights and 
interests of PI Subject; 
(iii) if the processing of PI is based on the consent of PI Subject, a separate consent of PI Subject shall 
be obtained; or, if the PI of a minor under the age of 14 is involved, a separate consent of the minor’s 
parents or other guardians shall be obtained. The consent shall be in a written form if so required by 
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laws and administrative regulations; 
(iv) it has entered into a written agreement with the third party to ensure that the processing of PI by 
the third party meets the standards for protection of PI required by the Relevant Laws and 
Regulations, and Overseas Recipient will be liable for the infringement of PI Subject’s rights due to the 
provision of PI to such third party; 
(v) it will provide a copy of the above-mentioned agreement with the third party to PI Subject upon the 
request of PI Subject. If trade secrets or confidential business information are involved, the relevant 
contents of the copy of such agreement can be handled appropriately to the extent not affecting PI 
Subject’s understanding of such agreement. 

9. If Overseas Recipient is entrusted by PI Processor to process PI, and Overseas Recipient intends to sub-
contract the processing to a third party, Overseas Recipient shall obtain the consent of PI Processor in advance, 
ensure that the sub-contractor will not process PI in a manner that is beyond the purpose and method of the 
processing as specified in Annex – Details of the Outbound Transfer of PI, and monitor the PI processing 
activities of the third party. 
10. When making use of PI for automated decision-making, Overseas Recipient shall ensure the transparency 
of decision-making and fair and impartial results, and shall not carry out unreasonable or differentiated 
treatment of PI Subject in terms of transaction conditions, such as transaction price. Where automated 
decision-making is used for information pushing and/or commercial marketing to PI Subject, Overseas 
Recipient shall also provide PI Subject with options that are not tailored to personal characteristics, or provide 
a convenient way for PI Subject to opt out. 
11. Overseas Recipient shall undertake to provide PI Processor with all necessary information required to 
comply with the obligations under this Contract, shall allow PI Processor to review the necessary data 
documents and files, or shall allow PI processor to conduct a compliance audit of the processing activities 
under this Contract and shall provide facilitation for the compliance audit conducted by the PI Processor. 
12. Overseas Recipient shall maintain an objective record of the PI processing activities, keep such records for 
at least 3 years and provide the relevant records and documents to the Regulatory Authority directly or 
through PI Processor in accordance with the Relevant Laws and Regulations. 
13. Overseas Recipient agrees to accept the supervision and regulation by the Regulatory Authority during the 
course of its supervision of the implementation of this Contract, including but not limited to responding to 
inquiries, and cooperating with inspections, by the Regulatory Authority, abiding by the actions taken or 
decisions made by the Regulatory Authority, and providing written evidence that necessary actions have been 
taken, etc. 
 
Article 4 - Impact of PI Protection Policies and Regulations in the Overseas Recipient’s Country or Region on 
the Performance of Contract 
 
1. The Parties warrant that they have exercised reasonable care when entering into this Contract and are not 
aware of PI protection polices and regulations in the Overseas Recipient’s country or region (including any 
requirements on providing PI or authorizing public authorities to access PI) that would impact Overseas 
Recipient’s performance of its obligations under this Contract. 
2. The Parties represent that, when making the warranties under Article 4(1), they have conducted an 
assessment in light of the following circumstances:  

(i) the specific circumstances of the outbound transfer, including the purpose of PI processing, the 
type, scale, scope and sensitivity of the PI, the volume and frequency of the PI transfer, the PI 
transmission , the period of retention by Overseas Recipient, the previous experience of Overseas 
Recipient with respect to similar outbound transfer and processing of PI, whether any PI security 
incident has occurred to Overseas Recipient and whether such incident was timely and effectively 
handled, whether Overseas Recipient has received any request to provide PI to the public authorities 
of the country or region where it is located and how Overseas Recipient responded to such request; 
(ii) the PI protection policies and regulations of the country or region where Overseas Recipient is 
located, including the following factors: 

a. the currently effective PI protection laws, regulations and generally applicable standards of 



51  

the country or region; 
b. the regional or global PI protection organizations that the country or region accedes to, and 
binding international commitments made by the country or region; and 
c. the mechanisms for PI protection implemented in the country or region, e.g. whether the 
supervision and enforcement authorities and relevant judicial authorities are capable of 
protecting PI. 

(iii) Overseas Recipient’s security management rules and technical capabilities. 
3. Overseas Recipient warrants that it has used its best efforts to provide PI Processor with the necessary 
relevant information for the assessment under Article 4(2). 
4. The Parties shall keep a record of the process and results of the assessment carried out under Article 4(2). 
5. Where Overseas Recipient is unable to perform this Contract due to any change in the PI protection policies 
and regulations of the country or region where Overseas Recipient is located (including an amendment to laws 
in such country or region, or imposition of mandatory measures), Overseas Recipient shall notify PI Processor 
immediately after becoming aware of such change. 
6. If Overseas Recipient is requested by a governmental authority or judicial authority in the country or region 
where Overseas Recipient is located to provide PI under this Contract, it shall promptly notify PI Processor. 
 
Article 5 - Rights of PI Subject 
 
The Parties agree that PI Subject shall be entitled to the following rights as a third-party beneficiary under 
this Contract: 
1. PI Subject, in accordance with the Relevant Laws and Regulations, has the right to know and the right to 
make decisions concerning the processing of his/her PI, has the right to restrict or refuse the processing of 
his/her PI by others, has the right to review, duplicate, correct, supplement or delete his/her PI, and has the 
right to request others to explain the rules for the processing of his/her PI. 
2. When PI Subject requests to exercise the above-mentioned rights regarding his/her PI that has been 
transferred abroad, PI Subject may request PI Processor or directly request Overseas Recipient to take 
appropriate measures to realize such rights. If PI Processor is unable to realize those rights, it shall notify 
Overseas Recipient and request Overseas Recipient to assist. 
3. Overseas Recipient shall, in accordance with PI Processor’s notice or PI Subject’s request, cause the 
realization of the rights to which PI Subject is entitled s within a reasonable time period and in accordance 
with the Relevant Laws and Regulations. 
Overseas Recipient shall inform PI Subject of the relevant information in a conspicuous, true, accurate and 
complete manner, and in clear and understandable language. 
4. If Overseas Recipient refuses PI Subject’s request, it shall inform PI Subject of the reasons for the refusal, 
and how PI Subject can raise complaints to the Regulatory Authority and seek judicial remedies. 
5. PI Subject is a third-party beneficiary to this Contract, and has the right to claim against one or both of PI 
Processor and Overseas Recipient in accordance with this Contract and require them to perform the 
following clauses under this Contract relating to the rights of PI Subject: 

(i) Article 2, except for Articles 2(5), 2(6), 2(7) and 2(11); 
(ii) Article 3, except for Articles 3(7)(ii) and 3(7)(iv),3(9),3(11),3(12) and 3(13); 
(iii) Article 4, except for Articles 4(5) and 4(6); 
(iv) Article 5; 
(v) Article 6; 
(vi) Article 8(2) and 8(3); and 
(vii) Article 9(5). 

The provisions agreed above shall not affect the rights and interests of PI Subject under the 
PRC Personal Information Protection Law. 
 
Article 6 - Remedies 
 
1. Overseas Recipient shall identify a contact person who is authorized to respond to inquiries or complaints 
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concerning the processing of PI, and shall promptly handle such inquiries or complaints raised by PI Subject. 
Overseas Recipient shall notify PI Processor of the contact information of such contact person and shall, by 
separate notice or announcement on its website in an easy-to-understand manner, inform PI Subject of the 
contact information of such contact person. [The specific language shall be:] Contact person and contact 
information (office phone number or email address). 
2. If a dispute arises between a Party and PI Subject with respect to the performance of this Contract, such 
Party shall notify the other Party and the Parties shall cooperate to resolve the dispute. 
3. If the dispute cannot be resolved through friendly corporation and PI Subject exercises the rights as a third-
party beneficiary in accordance with Article 5, Overseas Recipient shall accept that PI Subject may choose from 
of the following: 

(i) making a complaint to the Regulatory Authority, 
(ii) bringing a lawsuit to the court specified under Article 6(5). 

4. The Parties agree that when PI Subject exercises the rights as a third-party beneficiary with respect to a 
dispute under this Contract, if PI Subject chooses to apply the Relevant Laws and Regulations of the PRC, such 
choice shall prevail. 
5. The Parties agree that when PI Subject exercises the rights as a third-party beneficiary with respect to a 
dispute under this Contract, PI Subject may file a lawsuit with a competent court in accordance with the PRC 
Civil Procedure Law. 
6. The Parties agrees that the choices made by PI Subject to safeguard his/her rights is without prejudice to PI 
Subject’s rights to seek remedies in accordance with other laws and regulations. 
 
Article 7 - Termination of the Contract 
 
1. If Overseas Recipient breaches the obligations under this Contract or Overseas Recipient is unable to 
perform this Contract due to a change in the PI protection policies and regulations of the country or region 
where Overseas Recipient is located (including an amendment to laws in such country or region, or imposition 
of mandatory measures), PI Processor may suspend the provision of PI to Overseas Recipient until the breach 
is rectified or the Contract is terminated. 
2. Under any one of the following circumstances, PI Processor shall be entitled to terminate this Contract and 
notify the Regulatory Authority where necessary: 

(i) PI Processor has suspended the provision of PI to Overseas Recipient in accordance with Article 7(1) 
for more than one month; 
(ii) Overseas Recipient’s compliance with this Contract will violate the laws and regulations of its own 
country or region; 
(iii) Overseas Recipient seriously or continuously breaches the obligations under this Contract; 
(iv) Overseas Recipient or PI Processor has been determined to have breached this Contract pursuant 
to a final decision of a competent court or the regulatory body supervising Overseas Recipient; or 
Overseas Recipient may also terminate this Contract in case of sub-paragraph (i), (ii) or (iv) of above. 

3. This Contract may be terminated upon mutual agreement by the Parties, provided that such termination 
shall not exempt the Parties from the obligations of protecting PI during the processing of the PI. 
4. If the Contract is terminated, Overseas Recipient shall promptly return or delete the PI (including all back-
up copies) received hereunder and provide PI Processor with a written statement. If it is technically difficult to 
delete the PI, other than storing and taking necessary security protection measures, all processing of the PI 
shall be ceased. 
 
Article 8 - Liability for Breach of the Contract 
 
1. Each Party shall be liable for any damages as a result of its breach of this Contract suffered by the other 
Party. 
2. Each Party shall bear civil liabilities to PI Subject if its breach of this Contract infringes on the rights of PI 
Subject, without prejudice to the administrative, criminal or other legal liabilities that shall be assumed by PI 
Processor under the Relevant Laws and Regulations. 
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3. If the Parties shall assume joint and several liabilities in accordance with the law, PI Subject shall have the 
right to request each Party or both of the Parties to assume liabilities. When the liability assumed by one Party 
exceeds the liability such Party shall be assumed, such Party shall have the right to claim against the other 
Party accordingly. 
 
Article 9 -  Miscellaneous 
 
1. If this Contract conflicts with any other legal documents between the Parties, this Contract shall prevail. 
2. The formation, validity, performance and interpretation of this Contract and any dispute between the Parties 
arising from this Contract shall be governed by the Relevant Laws and Regulations. 
3. All notices shall be promptly transmitted or sent by e-mails, cable, telex, facsimile (a confirmation copy shall 
be sent by airmail), or registered airmails to [address of the Parties respectively] or such other addresses 
designated by a written notice). The notice under this Contract sent by registered airmail shall be deemed to 
have been received [*] days after its postmark-date, and [*] working days after it is sent via e-mail, cable, telex 
or facsimile. 
4. For any dispute arising from this Contract between the Parties, and any claim by either Party against the 
other for recovery of payment for the infringement on PI Subject, the Parties shall resolve such dispute or 
claim through negotiation; if such negotiation fails, either Party may adopt any of the following methods to 
resolve the dispute (check the box for the chosen arbitration institution if the Parties choose arbitration): 

(i) Arbitration. The dispute shall be submitted to: 
 China International Economic and Trade Arbitration Commission 

 China Maritime Arbitration Commission 

 Beijing Arbitration Commission (Beijing International Arbitration Center) 

 Shanghai International Arbitration Center 

 Other arbitration institutions that are members of the Convention on the Recognition and 

Enforcement of Foreign Arbitral Awards 
The arbitration shall be conducted in [venue] in accordance with its arbitration rules then in force. 
(ii) Litigation. The dispute shall be submitted to a competent PRC people’s court in accordance with 
law. 

5. This Contract shall be interpreted in accordance with the Relevant Laws and Regulations and shall not be 
interpreted in a manner inconsistent with the rights and obligations set forth in the Relevant Laws and 
Regulations. 
6. This Contract shall be executed in [*] originals, and each Party shall hold [*] original(s) respectively, and all 
of which shall have equal legal effect. This contract is signed in [*]. 
 
 
PI Processor: see in Agreement 
Date: see in Agreement 
 
Overseas Recipient: see in Agreement 
Date: see in Agreement 
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Annex I 
Details of the Outbound Transfer of PI 

 
Details of the cross-border transfer of personal information under this Contract are agreed upon as follows: 
 
1. Purpose of processing: 
 
2. Method of processing: 
 
3. The scale of PI to be transferred abroad: 
 
4. Type of PI to be transferred abroad see the types in the Information Security Technologies – PI Security 
Specifications (GB/T 35273) and relevant standards): 
 
5. Type of Sensitive PI to be transferred abroad (if applicable, see the types in the Information Security 
Technologies - PI Security Specifications of GB/T 35273 and relevant standards): 

 
JTN Note: GB/T 35273 lists the following information as Sensitive PI (not exhaustive): 

- Personal Asset Information: Bank accounts, identification information (password), information on 
deposit (including amount of deposit, payment and saving records, etc.), real estate information, credit 
loan information, creditability information, transaction and consumption record, daily accounts, etc.; 
and virtual currency, virtual transaction, video game tokens and other virtual asset information. 

- Personal Health Biotic Information: Records generating from an individual’s medical treatment due to 
illness and etc., e.g. name of the disease, medical records, doctor’s notices, [physical] examination 
report, record of surgery and anesthesia, caring service record, medicine record, information of allergy 
re food and medicine, fertility information, disease history, status of medical treatment, family disease 
history, current disease status, History of infection, etc. 

- Personal Identification Biotic Information: Individual’s gene, fingerprint, voiceprint, handprint, auricle, 
iris, facial identifiable features, etc. 

- Personal Identification Information: ID card, certificate of military officers, passport, driving license, work 
permit, social security card, residence permit, etc. 

- Other Information: Sexual orientation, marriage history, religious belief, unpublished criminal record, 
communication record and contents, address books, friend lists, group lists, whereabouts, webpage 
history, accommodation record, accurate location information, etc. 

 
6. The Overseas Recipient transfers PI only to the following third parties outside the People’s Republic of China 
(if applicable): 
 
7. Method of transfer: 
 
8. Retention period after the cross-border transfer: 
 
9. Storage location after the outbound transfer: 
 
10. Other matters (to be filled in as appropriate): 
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Annex II 

Other Terms Agreed Upon By the Parties (If necessary) 
 
 
 
 
 
 
 
 
 
 
 
 

Annex III 
Technical and organizational measures 

1. Organization 
HP has an Information Security Organization responsible for directing and managing the organization's 
information security strategy and controls. An Information Security Framework/Management System is put in 
place to ensure compliance with HP’s security policies and controls and confirm that the security 
requirements of its customers are complied with. This Framework is structured in alignment with the NIST 
Cybersecurity Framework and is reviewed annually. 

2. Asset Management 

HP has a process in place for identifying technical information assets, and through this process, HP identifies 

all assets under its responsibility and categorizes the critical assets. HP further maintains a set of 
documented handling procedures for each information classification type, including those assets that contain 
Personal Data. Handling procedures address storage, transmission, communication, access, logging, 

retention, destruction, disposal, incident management, and breach notification. 

3. Access Control 

The principle of least privilege is used for providing logical access control. User access is provided via a unique 
user ID and password. HP’s password policy has defined complexity, strength, validity, and password-history 
related controls. Access rights are reviewed periodically and revoked upon personnel departure. 

User account creation and deletion procedures, as have been mutually agreed upon, are implemented to 
grant and revoke access to client systems used during the engagement. 

4. Personnel Training 

HP employees must complete the Integrity at HP training designed to ensure that employees are familiar 
with the program, policies, and resources that govern HP’s expectations for ethical behavior, excellence, and 
compliance. Integrity at HP features modules on security and data privacy, and employees also are required 
to take an annual “refresher” course. HP employees must also complete an annually refreshed dedicated 
security awareness training focused on essential security policies and emphasizing the employees’ 
responsibilities related to incident management, data privacy, and information security. 

5. Third Parties and Subcontractors 

HP has processes in place to select sub-contractors that are able to comply with comprehensive contractual 
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security requirements. 

For applicable suppliers (suppliers that handle/store/transmit HP data and customer owned HP held data or 
have access to the HP network), HP Cybersecurity performs a risk assessment to verify the existence of an 

information security program. An adequate program must include physical, technical, and administrative 
safeguards. This assessment must be done before the supplier has access to HP information. 
 

6. Systems Security 

By policy, t h e  development of systems and supporting software within HP follow a secure 

development methodology to ensure security throughout the system/software lifecycle. The Software 
Development Lifecycle defines initiation, development/acquisition, implementation, operations, and disposal 
requirements. All system components, including modules, libraries, services, and discrete components, are 

evaluated to determine their impact on the overall system security state. 
HP has defined controls for the protection of application service transactions. These controls include 

validating and verifying user credentials, mandating digital signatures and encryption, implementing secure 
communication protocols, storing online transaction details on servers within the appropriate network 
security zone. 

Internal vulnerability scans are performed regularly. 

7. Physical and Environmental Security 

HP facilities are secured using various physical and electronic access controls and surveillance capabilities. 

Depending on the facility, this could include security guards, electronic access control, and closed-circuit 
television (CCTV). 
All HP personnel are registered and are required to carry appropriate identification badges. 

Facilities have required infrastructure support with temperature control and power backups where required, using 
UPS and/or diesel generators to support critical services.   

8. Operations Management 

HP has defined a minimum set of hardening requirements for technology infrastructure, including 
workstations, servers, and network equipment. Workstation/servers images contain pre-hardened operating 

systems. Hardening requirements vary depending on the type of operating system and applicable controls 
implemented. 

HP has deployed Network Intrusion Detection/Prevention Systems (NIDS/ NIPS) within the network and are 
monitored and managed 24*7. 
HP security policies and standards mandate secure disposal of media. 

9. Cryptography 

HP has defined a set of robust processes for cryptography to ensure the confidentiality, integrity, and 
availability of information assets. Approved protocols require encryption for certain assets, including those 
that contain personal data. 

10. Information Security Incident Management 

HP follows a developed Cyber Incident Management Process that addresses purpose, scope, roles, 

responsibilities, management commitment, organizational coordination, implementation procedures, and 
compliance checking. HP reviews and updates this process on an annual basis. 
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A Cyber Incident Response Team, which includes HP Cybersecurity personnel trained in incident response and 
crisis management, is assembled for regular table-top reviews of process and any incident or event. 

12. Business Continuity Management 

HP maintains a global Continuity of Operations program. This program takes a holistic, company-wide 
approach for end-to-end continuity through a set of collaborative, standardized, and internally documented 
planning processes. 

HP periodically exercises its business continuity plans to ensure their effectiveness. HP currently tests and 

updates all plans at least yearly and ensures that people with a role in the business continuity plan are 
trained. 


