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Attachmenst 2
EU STANDARD CONTRACTUAL CLAUSES (DATA CONTROLLER TO DATA
PROCESSOR)

SECTION |

Clawge 1

Purpose and scope

(DThe purpose of these standard contractual dawses s to- ensmre compliance withv the
reqguiivements of Regulation (EU) 2016/679 of tive Ewropeon Parliament and of He Covneil
of 27 Aprll 2016 on the protection of natural persons witiv regard to- Hhe processing of
personal dota and on the free movement of el date (General Dotar Protection
Regulation) for the travsfer of personal dato to- o tivivod country.

(D) The Parties
(O the natwral or legal person(s), public awthority/les, agency/les or otihver body/les
(hereinafter ‘entity/ es) tromsferring the personal dota, as listed i Annew | A (hereinafter
eaci ‘dota exporter’), and
10



(Whhe entfity/ ey v a Hrirds country receiving the personal dato from tire data exporter,
directly or wndirectly vie anothver entuty also- Party to- these Clawses, as Listed i Aninex
LA (hereinafter each ‘data importer’)
have agreed to- Hiese standaro contractual clavses (hereinafter: ‘Clansey’).
(0) These Clawses apply witv respect to- e transfer of personal doto as specified i Annew [.B.
(D) The Appendix to-these Clawnses contfoining tive Annexes referred to- therein forms an integral
poart of these Claunses:
Clawge 2
Effect and vwariablity of the Claunses

(@) These Clawses set owt appropriote safequards, including enforceable datn subject rights
and effective legal remedies, pursuwant to Arficle 46(1) and Article 46(2)(¢) of
Regulation (EU) 2016/679 and, with respect to- data transfers from controllers to
processory and/or processorsy to- processors, standarvd contractual clawnses pursmant to
Article 28(7) of Requlation (EU) 2016/674, provided they are not modified, except to
select the appropriate Moduwle(s) or to- adel or update information un the Appendix. This
does not prevent e Parties from including the shandard contractual clanses laid down
i Hese Clawses v o wider contract and/ov to- add othver clawses or additional
safequardy, provided that they do-not contradict; divectly or indirectly, these Clavses or
prejudice the fundamentol righvts or freedoms of dato sidpjects.

(P) These Clawses are without prejudice to- obligations to- witich the dato exporter Ly subject
by virtue of Regulation (EU) 2016/674.

Clawge 3
Thard-porty beneficiaries
() Data subjects may bwoke and enforce tiese Clauses, as thivd-party beneficiaries,
against tive data exporter and/or data Lmporter, witihv the following exceptions.
(0 Clawse 1, Clawse 2, Clawse 3, Clawse 6, Clawse 7;
(W) Clause 8 — Clause 8.1(b), 8.9(a), (¢), (A) and (¢);
(W) Claunse 9 — Clause 9(a), (0), (&) and (¢);
(W) Clawse 12 — Clawse 12(a), () and (f);
(v) Claunse 13;
(v)) Clawse 15.1(¢), (A) and (¢);
(vih) Clanse 16(e);

11



(vil)Clanse 18 — Claunse 1.8(a) and (b).

() Paragrapiv () B withowt prejudice to- righty of data subjecty under Regulation (EU)
2016/674.

Clawge 4

Interprefation

() Where Hiese Clanses wse terms that are defined in Regulation (EU) 2016/679, Hhose
termy shall have Hie same meaning ay un that Regulation.

(P) These Clawses shall be read and: interpreted in e Ught of the provisions of Regulation
(EVU) 2016/674.

() These Clawses shall not be nferpreted i o way that conflicts withv righty and
obligationy provided for in Regulation (EU) 2016/674.

Clawge 5
Hierarchy

I the event of o contradiction between these Clowses and tie provisions of related
agreementy between the Parties, existing at the time these Clawnses are agreed ov enfered
nto- Hhereafter, these Clawses shhall prevail.

Clawge 6

Description of the transfer(s)

The details of He transfer(s), and n partlcundar the categories of personal dato Hrat are
tramsferrec and Hie purpose(s) for wirvich they are travsferred, are specified i Annew 1.B.

SECTION Il — OBLIGATIONS OF THE PARTIES
Clawge 8

Dot protection safequards

The dato exporter warranty that U hasy used reasonable efforts to- determine tivat Hie data

umporter W able, Hwowghh the wmplemenfation of appropriete technical and
organisational measnres, to- satisfy Uy obpligations under Hese Claunses.

8.1 lnstructions

(@) The dato umporter shall process the personal dofo only on docuwmented nstructions
from tihe dato exporter. The data exporter may gwe such wstructions thuoughowt tre

12



(D) The data umporter shall immediately inform the data exporter Uf U (s unable to- follow

8.2 Pwrpose lumifation

The dato importer shall process tive personal doto only for the specific purpose(s) of the
travsfer, as set owt v Anne 1.3, undesy o fuwrthver instructions from the dator exporter.

8.3 Tronsparency

Ow request, the dato exporter shhall make a copy of Hhese Claunses, including e Appendix
as completed: by e Poartles, avallable to- the dato subject free of charge. To- the extent
necessary to- protfect business secrets or other confidential information, ncluding tre
measinres described i Annex Il and personal data, e data exporter may redact part of
the text of the Appendin to- Hese Clawnses prior to- sharing o copy, but shall provide a
meaningful summary wiere the data subject would otherwise not be able to- understand
the Uy content or exercise his/her rights: On request, the Parties shall provide the data
subject withv the reasons for the redactions, to- the extent possible without revealing the
redacted information. This Clawse s withowt prejudice to- the obligations of the dato
exporter under Articles 13 and 14 of Regulation (EU) 2016/674.

8.4 Accwracy

If the dato importer becomes awnre that He personal data U hay received Ly naccnrate,
or hay become owntdated, Ut shall inform the data exporter withvout undue delay. ln Huls
cose, the dota importer sihall cooperate witiv the dato exporter to-erase or rectify tirve data

8.5 Duwuration of processing ond eraswre or return of deto

Processing by the data importer shall only take place for He duvation specifled i Annex
1.B. After the end of the provision of the processing services, the data umporter shall, ot
the choice of the data exporter, delete all personal data processed on behalf of Hhe data
exporter and certify to-the dato exporter that U has done sor, or refurn to-tive dato exporter
deleted or refurned, Hie data umporter shall contunme fo- ensure compliance witiv these
Clawses. In case of local laws applicable to- the dota umporter that proidibit refurn or
deletion of the personal dotn, Hhe dato importer warrants Hat U will continume to- ensure
compliance witiv these Clanses and. will ovdy process U to- e extent and for ay long as
required wnder that local law: This s withowt prejudice to- Clawse 14, in particudar the
requirement for the data importer wnder Clauwse 14(e) to- notify the data exporter
Hurouglhowt the duration of the contract f U has reason to- believe that U s or lhhas become
subject to- laws or practices not n line witiv Hhe requivements under Clowse 14(a).

8.6 Securuty of processing

13



(@)

(P)

()

(&)

14

The dato importer and, during tramsmission, also tive doto exporter shall implement
appropriote technical and organisational measnres to- ensre the security of the date,
unclunding protection agaivst o breaci of security leading to- accidentol or wnlawful
destruction, loss, alteration, wnawnthorued ducloswre or access to- that data
(hereinafter ‘personal dato breacll). In assessing Hhe appropriate level of security, Hhe
Pavties shall take due account of the state of the art; tive costy of umplementation, the
nature, scope, context ande purpose(s) of processing and Hie risks bwolved un the
processing for the data subjects: The Pavties shall v porticndor covsider hanving
reconrse to- encryption or psendonymisation, including during transmission, wirere
the pwrpose of processing can be fulfllled v thet manner. In case of
psendonymisation, e additional information for attributing tie personal dota to-a
specific data subject shall, where possible, remain wnder the exclusive control of Hhe
dota exporter. ln complying withe Uy obligationsy wnder tuis paragroph, the data
umporter shall ot least mplement the techwnical and organisational wmeasires
specified v Annew ll. The data importer sihhall corry owt regulor checks to- ensre tat
these measres contunne to- provide an appropriate level of security.

The dota importer shall grant access to- the personal dato to- membery of Uy personnel
only to- Hhe extent strictly wnecessoary for the umplementation, management and
monitoring of tHhe contract: It shall enswre Hiat persons aunthorised to- process tie
personal dato have committed themselves to- confldentlality or are wnder an
appropriote stotutory obligation of confidentiality.

ln thve event of a personal data breaci concerning personal dota processed by the data
umporter under these Clawses, the dotor umporter shall take appropriafe messures tor
addresy the breach, including mesasures to- mitigate Uy adwerse effects. The data
oware of He breach. Such notfification shall contain tive details of o contact point
where more information can be optained, a description of He nature of Hie breaci
(ncluding, wiere possible, categories and approximate number of data subjects and
personal dato records concerned), Uy likely consequencey and tive measmres taken or
proposed to- address the breach including, wirere appropriate, measres to- mitigate ifs
possible adwerse effects: Where, and n so- for as, b b not possible to- provide all
thew avaidable and furtiver information shall, as Ut becomes avaidable, subsequently
The date mporter shvall cooperate witiv and assist He dato exporter to- enabple tHie
data exporter to- comply withv Uy obligationsy under Regulation (EU) 2016/679, in
porticdar to- notfify the competent supervisory aunthority and tHie affected dato
subjects, taking nfo- accownt Hhe nature of processing and the information available
to- the data importer.



8.7 Sensitve data

Where tive tramsfer nwolves personal dato revealing racial or ethuic origin, political
opindlons, religlouns or philosophical beliefs, or trade wnion membersivip, genetic data, or
blometric datn for the purpose of uniquely ldentifying a natwral persow, doto concerning
healtiv or o persons sex Uife or sexunal ovientotion, or dato relating to- criminal conwictions
and offences (hereinafter ‘sensitive dote’), the data importer shall apply the specific
restrictions and/or additlonal safeguards descriped un Annex [.1B.

8.8 Onword transfery

The data importer shall ondy disclose the personal doto to- a tivirdl party ow docwmented

wstruetions from the dato exporter. ln addition, the dota may ondy be disclosed to- o v

pairty located outside the Ewropean Uniow (U the same country as the data importer or

v anothver Huwd country, hereinafter ‘onward transfer’) f He Hivd party s or agrees to-

be bound by these Clavses, under Hie appropriote Moduwle, or Uf:

() the onward tromsfer W to- o country benefutting from an adequacy decision puarsmant
to- Article 45 of Regulation (EU) 2016/679 Hrat covers the onward transfer;

() the Hhird party otherwise ensires appropriote safeguards pursmant to- Articles 46 or
47 Regulation of (EU) 2016/679 withv respect to- the processing un guestion

(o) the onword travsfer sy necessary for the establishunent, exercise or defence of legal
daimy b the context of specific administrotive, requlotory or judicial proceedings; or

() the ovuwward trovsfer sy necessary v order to- protect the vital uinterests of tive dato
subject or of anotiver natural person.

Any onward travsfer s subject to- compliance by the doeta umporter witiv all the otiver

8.9 Docuwmentfotion and compliance

(&) The data umporter shall prompHy and adequately deal witiv enguivies from Hie data
exporter that relatfe to- He processing under Hhese Claunses.

(D) The Parties shhall be abple to- demonstrote compliance with these Clawnses. ln poarticundor,
carried out on belalf of the data exporter.

(¢) The doata umporter shall make avoidoiple to-te dota exporter all information necessory
to- demovustrate compliance witiv the obligations set out n tHhese Clawses and at the
dato exporter's request, allow for and contribute to- aundits of the processing activities
covered: by these Clawses, ot reasonabple intervaly or Uf there are undications of non-
compliance. ln deciding on a review or andit; the dato exporter may take uintfo- accovnt
relevant certifications held by the data importer.

15



(&)

@

The data exporter may choose to- conduet the andit by Ubself or mandate an
ndependent aunditor. Aundity may unclude bnspections at He premises or plwysical
facilities of the dato umporter and shall, wiere appropriote, be carried out witiv
reasonakple notice

The Partles shall make Hie nformation referred to- v pavagrophs (b) and (o),
nclunding the reswdts of any aundits, ovailable to- e competent supervisory anthority
ow requiest:

Clawyge 9

Use of sub-processors

(@)

(P)

©

(&)

@

16

GENERAL WRITTEN AUTHORISATION The dato importer has tHie data exporter’s
general avthorisation for the engagement of sub-processor(s) from an agreed Lisk: The
dato importer shall specifically inform the data exporter in wrriting of any intended
changes to- that st thurowgl tie addition or replacement of suwp—processors at least 90
dayy i adwvance, therehby giving Hhe dato exporter sufficient tume to- be able to- object
to- such changes prior to- the engagement of the sub-processor(s). The dato importer
sihall provide tive dato exporter witiv the information necessary to- enable He dato
exporter o exercise s rightto- object:

Where tihe dato importer engages o sub-processor to- corry ot specific processing
activities (on beralf of the data exporter), U shhall do-so- by way of o writtenw contract
that provides for, v substance, e same dota protection obligations as those binding
the data importer under Hiese Clawnses, unclnding in termy of Hinrd-porty beneficiory
righty for data subjects: The Partles agree that, by complying witihv this Clawse, the
dota importer fulfils ity obligations under Clavse 8.8. The data importer shall ensure
that the sub-processor complies withv the obligations to- wiich the data umporter
subject pursmant to- these Clavses.

The data importer shall provide, at tive dato exporter’s request; a copy of sucih a s~
protessor agreement and any supsequent amendments to- the doto exporter. To- the
extent necessary to- profect business secrety or other confidential information,
ncluding personal dota, te dator importer may redacttive text of Hhe agreement prior
to- shaving a copy.

The data umporter shall remain fully responsible to- Hie data exporter for tie
performance of the subh-processor’s obligationsy under Uy contract withv the datn
umporter. The data importer shall notify Hhe data exporter of any failure by the s~
The dota importer shall agree a tivivo-porty beneficiary clanse withvtive sup-processor
whereby — n the event the data umporter has factually disappeared, ceased to- exist
in lawr or has become nsolvent — the data exporter shall have the rightfo- terminate



the sub-protessor contract and fo- wutruct Hhe sub-processor to- erase ov refwr the
personal dato.

Clawge 10
Dot subject rights

(@) The date importer shall promptly notify the data exporter of any request U+ has
received from a dato subject: It shall not respond to- that request Uself unless f hhas
been auntivorised to- do- so- by the data exporter.

() The data importer shall assist the dato exporter in fulfilling its obligations to- respond
to- data subjects requests for the exercise of their righty uwnder Regulation (EU)
2016/674. In this regard, the Parties shall set out in Annex [l He appropriate
tfechuical and organisational measres, toking nfo- account the natwre of the
extent of the assistance requived.

(&) In fulflling Uty obligations wnder poragraphy (@) and (b), the data umporter shall
comply with He butructions from the data exporter.

Clawge 11
Redress

(2) The dato importer shall inform dato subjects Uv a travsporent and easidy accessible
format; thurough ndinidual notice or on Uy website, of a contact point anthorised to
handle complaints: It shall deal promptly with any complaints it receives from o data
subject

(P) In case of a dispute between a dota suubject and one of tive Pourties ay regoros compliance
witiv these Clawses, that Party sihall wse Uy best efforts to- resolve the ssmne amicabply in
o timely fosidon. The Parties shall keep each otiver unformed about suciv disputes and,
where appropriate, cooperate v resolving them

(&) Where the data subject uwokes a Huiwrd~poarty beneflciory right pursnont to- Clavse 3,
(O lodge a complaint witiv the supervisory antrhority n the Member State of s/ her
habitual residence or place of work, or tHiwe competent supervisory awtrority
pursuant to- Clownse 13;
(W) refer te dispute to- the competent courts within the meaning of Claunse 1.8.
() The Pavties accept that the data subject may be represented by a wot-for-profut body,
organisation or associotion under Hhe conditions set out i Article 80(1) of Regulation
(EU) 2016/674.
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(&) The dato importer srhall abide by a decision that iy binding under tive applicable EU
or Member State law:

(A The data umporter agrees Hhat the cholce made by the data subject will not prejudice
his/ her substontive and proceduwral righty to- seek remedies n accordance witiv
applicable laws.

Clavnge 12

Liobilis

(2) Eacinv Party shall be Uable to- e otiver Pairty/ s for any damages U canses tire other
Party/ies by any breacih of these Clavnses.

(P) The date importer shall be Uable to- the data subject; and the data subject shhall be
entited to- receive compensation, for any material or non-material damages Hie dato
mporter or Uy sup-processor canses the data supject by breacihing the third-party
beneficiary righty wnder these Clawnses.

(¢) Notwithstanding poragrapiv (b), the dota exporter shhall be lable to- the dato subject;
and the dota subject shall be entitled to- receive compensation, for any material or
non-materiod damages the data exporter or the dota importer (ov Uy sup—-processor)
counses the data subject by breacihing Hhe thivd-party beneficiary righty under Hiese
Clawses: This i without prejudice to-the UWabity of the data exporter and, wiiere tive
dato exporter s a processor acting on beralf of a controller, to- the Uabllity of the
controller wnoder Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as
applicable.

() The Parties agree tiat if the data exporter v held lable under paragrapiv (¢) for
damages counsed by the dota importer (or Uy sub-processor), U shall be entitled to
daim back from the data bmporter that port of the compensation corresponding to
the dato importer’s responsiplity for Hhe damage.

(&) Where more than one Party s responsible for any damage caunsed to- the data sudpject
o a resudt of a breacih of these Clauvses, all responsible Poarties shall be jointly and
any of Hhese Pawrties.

(f) The Parties agree that Uf one Party s held Uable under paragrapiv (¢), ut shall be
enfitled to- daim back from the other Pavty/les that part of the compersation
corresponding to- Us/their resporsipility for Hhe damage.

(9) The data importer may not bwoke the conduet of a sub-processor to- avoid Uy own

Clawge 1.3

18



Supervision

(@)

(k)

Where Hie data exporter s establisihed in an EU Member State: The supervisory
Regulation (EU) 2016/679 as regords tie dota travsfer, as indicated i Annew .C,
shall act asy competent supervisory anthority.

Wihere the dato exporter s not established v an EU Member State, but fally witivin
the terriforial scope of application of Regulation (EU) 2016/679 n accordance witiv
ity Article 3(2) and hay appointed o representative purswant fo- Article 27(1) of
Regulation (EU) 2016/679: The supervisory antivority of the Member State un witicih
the representative within the meaning of Article 27(1) of Regulation (EU) 2016/674
i established, as indicated in Annex .C, shall actas competent supervisory anthority.

Where e data exporter (s not established un an EU Member State, but fally within
the territorial scope of application of Regulation (EU) 2016/679 un accordance witiv
sy Article 3(2) withowt however howving fo- appoint a representative pursimont to
Article 27(2) of Regulation (EU) 2016/679: The supervisory awtivority of one of tie
Member States uv wirich the dota subjects whose personal dato U tronsferred wnder
these Clawses i relation to- the offering of goods or services to- them, or wihose
belaviowr g monitfored, are located, as indicated i Annex I.C, shhall act as competent
supervisory auntivority.

The data importer agrees to- submit uself to-Hhe jurisdiction of and cooperate witiv tie
competent supervisory aunthority un any procedunres aimed ot ensuring compliance
withv these Clawnses. In partiendar, the dotor lmporter agrees to- respond to- enguinies,
submit-to- andity and comply witiv e measnres adopted by He supervisory antivority,
ncluding remedial and compensatory measuwres. It shall provide Hhe supervisory
aunthority witiv written confurmation that the necessary actionsy have been taken.

SECTION Il — LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY
PUBLIC AUTHORITIES
Clawge 14

Local laws and practices affecting compliance witiv e Clanses

(@)

19

The Parties warrant that they have no- reason fo- believe that the laws and practices
v e Hivd country of destination applicable to- the processing of the personal data
by the data mporter, including any reguirementsy to- disclose personal data or
measures aunthorising access by public autivoruies, prevent the deta umporter from
laws and practices Hhot respect the essence of Hhe fundamental righty and freedoms
and. do- not exceed what y necessary and proportionate un a demotratic society to



(k)

(@

(&9

@

6y

20

safeguard. one of tie objectives Listed un Arficle 23(1) of Regulation (EU) 2016/674,
are not n contradiction witiv these Clauses.

The Parties declare Hat un providing He warranty unv parograpiv (o), they howve taken

(U the specific crcmwmgtances of the transfer, including the lengtiv of Hie processing
chain, the number of actory bwolved and Hie tramgmission channels used;
ntended onward transfers; Hhe type of recipient; the purpose of processing; the
categories and format of tihe transferred personal doto; Hie economic sector n
wihileh the transfer occnrs; the storage location of Hhe datn tronsferied;

(W) the lawsy and practices of the thivd cowntry of destination— ncluding those
requinring the disclosure of dota to- public anthorities or awtihorising access by
such autihorities — relevont i Ught of tive specific clrcumstances of the transfer,

(UL) any relevant contractual, technical or organisational safeguards put in place to
supplement the safequardsy under tHiese Clawnses, including measurres applied
dring tramsmission and to- the processing of the personal data un the country of
et om,

The dato importer warrantsy that, b carrying ouwt Hie assessment wnoer pavagropin (b)),
U has made Uy best efforts to- provide the data exporter witiv relesvant information and
agrees that U wll continune to- cooperate withv the date exporter n ensuring
The Parties agree to- docwment the assessment under paragrapiv (b)) and make
ovoilable to- the competent supervisory aunthority on request:

The dota umporter agrees to- notify the dato exporter promptly Uf, after howving agreed
fo- these Clawses and for Hhe duration of He contract; U has reason to- believe Hhat Uf
W or has become subject to- laws or practices not in ne witiv tihe reqguirements wnder
porogroph (o), including following o change in the laws of the third country or a
measure (such ay o dsclosure request) indicating aw application of sucih laws n
practice that v not v line withv the requirements un porogropiv (o).

Following a notification pursmant to- paragrapiv (2), or f He data exporter otiverwise
hay reason to- believe that the data importer can no- longer fulfil Uy obligations uwnoer
these Clawses, the dota exporter shall promptly wlentify appropriate measures (eg.
techndical or organisational measures to- evsrre security and confldentiality) to- be
adopted by Hre datw exporter and/or dota umporter to- address He sitnation: The data
exporter shall suspend the doto transfer f U considers Hat no- appropriote safeguaros
for suwch transfer can be ensured, or f Wstructed by the compefent supervisory
outhority to- do- som I this case, the datoe exporter shall be entitled to- terminate the
contract, wsofor asy U concerns tihe processing of personal dator under these Clawnses. |f



the contract wolves more Hhan two- Pavties, the data exporter may exercise tiy right
to- termination only with respect to- e relevant Party, wnaless the Parties have agreed.
otiherwise. Wihere Hie contract iy terminated. puarsmantto-tihisy Clawnse, Clause 16(0k) and
(&) shall apply.

Clavge 15

151 Notification

(@)

(P)

()

(&

@

The data umporter agrees to- notify the dato exporter and, wiere possible, the dato subject
promptly (Uf necessary, witiv the help of Hhe dato exporter) Uf U

() receives o legally binding request from o public authority, including judicial
aunthoriuties, under the lawy of tihe country of destunation for thwe discloswre of personal
dato travsferved pursmant to-these Clauses; such notification shall inclunde information
about the personal data requested, the requesting awthority, the legal basis for the
request and Hie response provided; or

(i) becomes aware of any divect access by public awthorities to- personal dato transferreo

puarsuwant to- these Clauwses un accordance witiv He laws of the country of destination
If the dota Umporter b proiibited from notifying the data exporter and/or the data subject
wnder the lawy of the country of destination, Hie data importer agrees to- use Uty best efforts
fo- optain a wawver of the proibition, witiv a view fo- commumnicoting as minciv nformation
as possibple, as soon ay possiiple. The data importer agrees to- docwment Uy best efforts i ovoer
to- be able to- demonstrate Hem on request of Hie data exporter.

Where permissiple uwnoer the laws of Hie country of destination, Hie data importer agrees tor
provide e dota exporter, ot regular infervely for the duration of the contract, withv ay mucih
relevant information as possible on Hie requests received (Un particudar, numbper of requests,
type of doto requested, requesting auntivoruty/ ey, wirether requests howve been challenged and
the owfcome of such challenges, efes).

The data importer agrees to- preserve the information pursmant to- pavagrophys (a) to- (¢) for
the duration of He contract and make ot available to- e competent supervisory awnthority
o requaest:

Parogropihs (a) to- (¢) are without prejudice to- the obligation of Hie data umporter
purrsuont to- Clanse 14(e) and Clanse 16 to- inform tie data exporter promptly where

U i wnable to- comply witiv these Claunses:

152 Review of legality and doto minimisation
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(@)

(k)

()

The data umporter agrees to- review the legality of the request for discloswre, un
portlendar wihetiver U remaing witivin the powery granted to- He requesting public
aunthority, and to- chhallenge Hie request Uf, after careful assessment, Ut conclundes that
there are reasonabple groundy to- consioer that tive request b wndawful under the laws
of the cowntry of destination, applicable obligations under international law- and
principles of ntfernational comity. The data importer shall, wnder the same
conditions, pursuwe possibilities of appeal. When challenging a request, Hie datoa
umporter shall seek interimm measures withv o view- fo- suspending tie effects of tire
request untll the competent judicial aunthority has decloed on Uty merits: It sihall not
disclose the personal date requested wntil requined to- do- so- under Hie applicable
procedumral rules. These requirements are without prejudice to- the opligations of tie
dota umporter under Clavse 14(e).

The data importer agrees to- docwment Uy legal assessment and any chhallenge to- the
request for disclosre and, to- the extent permissiple wnder Hie laws of te cowntry of
destination, make Hie docuwmentation availaple to- the date exporter. It shall also
make U avaidable to- the competent supervisory awtihority on request:

The data mporter agrees too provide the mindmuwm amount of nformation

permissible when responding to- a request for disclosuwre, based on a reasonable
uwnterprefotion of the request:

SECTION IV — FINAL PROVISIONS

Clavge 16

Non~compliance witr the Clawnses and termination

(@)

(k)

()
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The date importer shall prompHy uinform the date exporter Uf U U unaple to- comply
withv these Clawses, for wiratever reason

I the event tivat the data importer iy bn breackh of these Clawnses or unable to- comply
withv Hiese Clawses, the data exporter shall suspend Hie tromsfer of personal doto to
the data mporter until compliance s again ensured or the contract Ly terminateo
This b without prejudice to- Clavse 14(f).

The data exporter shall be entitled to- ferminate the contract,; wsofar as U concerns
the processing of personal dator wnder tihese Clawnses, wiere:

@) the data exporter has swspended tive transfer of personal data to- the data

mporter puarsuant to- poragropiv (b) and complionce witiv these Clavses (s not
restoreds witviin o reasonaple time and v any event within one montr of

SRS
(W)  the date importer s v substantial or persistent breaci of tihese Clawses; or



(&)

(@

(U  the data importer fally to- comply withv a binding decision of a competent covrt
or supervisory aunthority regarding Uy obligations under these Clawnses.

In these cases, U shall nform tie competent supervisory aunthority of such non-

compliance. Where the contract bwolves move than two- Parties, tihe dota exporter

may exercise iy right to- termination only with respect to- tive relevant Poarty, unless

the Parties hhave agreed othverwise

Personal dota that has been travsferred prior fo- e termination of the contract
puarsuoant to- paragropiv (0) shhall ot He chotlee of the data exporter mmediotely be
refurned to- the data exporter or deleted un ity entirety. The same shall apply to- any
coples of the datn. The dato importer shall certify the deletion of the datn to- the
data exporter. Until Hie data Uy deleted or returned, the data importer shall continune
to- ensinre compliance withv these Clauwses. [ case of local lawy applicaple to-tire data
umporter that proiibit He refurn or deletion of Hie transferred personal dotw, the
dato bmporter woanrrants Hot i will continune fo-ensimre compliance with Hhese Clauses
ande will only process the dato to- tihe extent and. for as long as requined under that
local law~

Either Porty may revoke Uy agreement to- be bound by these Clawses where (U) the
Ewropean Commission adopty a decision pursunant to- Article 45(3) of Regulation (EU)
2016/679 that covery the travsfer of personal doto to- wirich these Clawses apply; or
(W) Regulation (EU) 2016/679 becomey port of the legal framework of tie country
foo wiivichh the personal dato s travsferred. This i withouwt prejudice to- other
obligationsy applying to- e processing n guestion under Regulation (EU) 2016/674.

Clavge 17

Governing law-

These Clawses sihall be governed by Hre law-of one of the EU Member States, provided suciv
law-allows for thiwd~-porty beneficiary rights: The Parties agree Hrat Hus sivall be the law-
of Fromce.

Clawge 18

Chotce of forum and jurisdiction

() Any dispute arising from these Clownses shall be resolved by Hre cowrty of an EU

Member Stotfe.

(P) The Parties agree that those shall be tive counts of France.
(&) A data subject may also- bring legal proceedings against tive dato exporter and/or data
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umporter before tive conrtsy of He Member State in witich he/ e has his/ her hhabitual
restoence.



() The Parties agree to- submit themselves to- the jurssdiction of such conrts:

APPENDIX

ANNEX |

A. LIST OF PARTIES

Doato exporten(s): [/dentty and contact detally of the data exportes(s) and, where
applicable, of B/thelr datn profection officer andyor represenfative in the
Ewgpopean Unionf

Nawme: See Customer’s name Un Hie Agreement
Address: See Customer’s adduress un the Agreement

Contact personws name, positlon and. confact defally: See Customer’s contoct
persons name, posiflon and. contact detaillsy U tive Agreement

Activities relevant to- He doto transferred wnder these Claunses: Same as the
Agreement

Synature and daote: Same as the Agreement
Role (controller/ processor): Controller
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Data importer(s): [/dentity and contact defnils of the data importen(s), including
any contact person with resporsibiddity for data profection]

Name: See HP's name Un tive Agreement
Adduresy: See HP'y adduress un tive Agreement

Contact person's name, posiflon and contact details: Nestor Rivera, SVP and
Deputy General Cownsel, Trust and Prvacy, WHps//www:hpcoms/ us~
en/ privecy/ ww—privacy - formhtml

Actvitiesy relevant to- the dator travsferred wnder tivese Clawnses: Same as tie
Agreement

Synature and dote: Same as the Agreement
Role (controller/ processor): Processor

B. DESCRIPTION OF TRANSFER

Cartegories of data subrects whose personal data is fransferved
See Attaclhunent 1.

Categories of pevsonal data frangferved

See Attacihunent 1.

Sengitive datn transferved (Cf applicable) and applied restrictions ov safequards
that lly fake info- conscderafion the natwure of the data and the risks cnyvotlyed,
sl ag for cngtance strict prapose lomdtfafion, access restrictions (includong access

only for staff having followed specialised training), keeping a recovi of access fo-
the data, restrictions for onward transfers or addifional secordty measures:

See attacihument 1.

The frequency of the fransfer (eg. whether the data o transferred on a one-off or
See attacihument 1.

Nature of the processing

See attacihument 1.

Puiapose(s) of the date transfer and fuather processing

See attacihument 1.

The percod for which the personal data will be refained, or, of that i notpossible,
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the criteria wged fo-defermine that percod

See Agreement anol DPA.

For transfers fo-(sub~) processors, also-specify subject matter, nature and duvafion
of the processing

Subject matter: See Attackhument 1.

Natwre: See Attachment 1.

Duvatiow of tHhe processing: Ay long as tihe contract i un effect:

C. COMPETENT SUPERVISORY AUTHORITY
Commission Nationale de Uinformatigue et des Libertés (CNIL)
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ANNEX Il

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL
AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF
THE DATA

To protect Customer data, HP abidey by a robust set of information security

controly including policies, practices, procedinres, and organizational structures

to- safequard the confldentiality, ntegrity, and avaidabpidity of Uy own and Uy

cstomers information (uncluding Personal Dato as defined in HP's Customer

and Dot Processing Addenda). The following sety fortv an overview of HP'y

technical/ orgonizational security measnres Hhurouglhouwt te company.

1. Seewrity Policy

HP maintaing globally applicable policies, stamdards, and procedures untended

to- protect HP and Cwstomer doto. The defail of HP'y secwnrity policies

confloential to- protect tie integrity of HP's data and systems: However, summaries

of owr key policies are included belows

2. Information Secwrity Organization

HP’y Information Secwrity program s designed to- divect and maintoin the

organizotion’y information secvrity strategy and controly: This system ensures

enterprise-wide complionce withv HP'y security policies and controls, as well as

aderence to- the secrity requirementy of Uy customers. Structmred un aligrnament

withv indwstry -stamdaro cybersecunity frameworks, laws, and regulations, tie

Froamework s reviewed annunally to- adapt to- HP'y evolving Huread landscape.

3. Cybersecwrity Risk Management

HP'y cybersecwrity risk management progrom s designed fo- preserve the
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confldentiality, integrity, and availability of Uy nformation assets: The progrom
provides o consistent approociv fo- Wentfifyung, assessing, prioritizing, treating,
remedying, tracking, and reporting cybersecurity risks: HP definesy Uy Rusk
Appetite as the acceptaiple lLevel of lossy exposure and Riusk Tolerance as He degree
of variance from Hus appetite. Ruks are evoluated wsing o defined metivodology,
enabling HP fo- mitigate uinformation secwrity risks to- an acceptable level. Thisy
program oigns witiv HP'y Enterprise Risk Management process.
4. HR Security
HP Human Resowrce Security policy ensuares information secuwrity tharoughouwt He
systems, and ofiver assets: This uncludes obtaining written acknowledgments
thuroughv confldentiality and non-disclosure agreements, ay well as conduncting
backgrownd sereening proceduares. AU candidates for employment withv HP must
complete a backgrownd verification check v accordance witiv relevant laws,
regulationy, and etrics
s. Asset Management
HP has a process for dentifying techunical unformation assety, cotegorizing critical
assets, anol maintoining docmwmented handling procedunres for eacih information
dassificotion type, including those contoining Personal Dot These procedunres
cover storage, tramsgmission,  comumumnication,  access,  loggung,  refentfion,
destruction, disposal, incident management, and breack notificotion. HP secunity
policies and stondaroy also- mandate the secure disgposal of media.
6. Doto Security
HP’s Dato Secumrity program outlines Hhe security practices and techunical controly
that muwst be umplemented fo- protect the confldenflality, awthenticity, and
nfegrity of data. Legal requivements, value, criticality, and sensitivity to-
unaunthorized disclosure or modification are a few- of the factors that determine
how- information s classified uwnder HP’y Data Secwrity policy. In addition to-
dota handling procedures, the policy ouwtinesy dato encryption, deletion,
collection and. processing, refention, backunp, and data Lossy prevention
7. Access Control
HP employs the principle of least privilege for logical access control, providing
wser access tharoughv uwnigue wser Dy and passworos: The password policy defines
complexity, strengtiv, validity, and password-history controls: Access righty are
periodically reviewed and revoked wupon personnel departure. Agreed-upon
procedunres for user account creation and deleflon are umplemented to- gront anol
revoke access to- cient systems dunrung engagements.
8.  Cryptography
HP has defined a set of robuwst processes for cryptograpihy foo ensure the
confudentiality, ntegrity, and avaidabpility of nformation assets: Approved
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protocoly requive encryption for certain assety, uincluding those that contain
personal data. Owr Cryptogrophy progrom uwolves the we of mathematical
techuniguues to- secure information and communications, evsuring that only
avthorized parties can access e data. A critical component of HP'y unformation
seemrity progrom Uy protecting datar from wnauwtrorized access and tampering.

q. Physical and Enarironmental Security

HP facllities are secureds using WWMWWWMWWM,
(CCTV). Facilities are W eguipped. withv necessory infrostructure support;
nclunding temperature control and power backups, wsing UPS and/or diesel
generoatory to- support critieal services: AL HP personnel are regustered and
requived to- carry appropriote LWentification badges.

10. Operotions Management

HP has established wminimum hardening requivements for techunology
nfrostructure, including workstotions, servers, and network equipment: These
devices wse pre-havdened operating system mages, withv requivements varying by
operating system ande implemented controlsy. Additionally, HP has deployed
Network Intrusion Detections/ Prevention Systems (NIDS/NIPS) that are monitored
anol manageo 24/7.

11. Comwmunicationsy Secwnrity

Communicationy Securty ensnres the protection of informotion withiw corporote
networks: This uncludes tHhe nstallation and management of network secunrity
componenty (eg., furewalls), segregation of networks, as well ay welp fllferung and
emall handling controls. Additionally, U bwolves monitoring and managing
communication channely to- detect and prevent wnauthorized access ov data
breacines.

12. Systems Secwrity

HP'y policy mandates a secunre development metirodology for systems and software
Huwoughowt Hhelr Ufecycle: The Software Development Lifecycle covers initiation,
development/ acquisition, mplementation, operations, and disposal. AW system
components are evolunated for Heir umpact ow overall security. HP has estoplisied
controly  for application service troamsactions, wnelunding wser credential
validation, digual signatures, encryption, secure communication protocols, and
storung travsactiow detailsy within the appropriote network secuwrity zone. Regular
wttrnal vudnerabdity scans are also- performeok

13. Thiwrd Partiey and Subcontractors

HP hasy processes in place to- seleet sub-contractory who comply witiv
compreensive controctual security  requivements. For applicable suwppliers
handling HP or cwstomer datn, or accessing the HP network, HP Cybersecunity
condunety o risk assessment to- verify an information secwrity program witiv
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physical, tfechnical, and administrotive safeguords: This assessment s reguived
before Hhe supplier can accessy HP nformation.

14. Information Secwrity Incident Management

HP hasy a comprehensive Cyber Incident Management Processy that owtlines
purpose, scope, roles, resporsibilities, management commitment, ovgonizational
coordination, umplementation procedunres, and compliance checking. Thisy process
W reviewed and updated annunally. The Cyber [ncioent Response Team, including
HP Cybersecunrity personunel troimed un ncident response and crislsy management,
conducty regular tobpletop reviews of the protess and any ncldents or events

15. Bwsinessy Continumity Management

HP's global Continuity of Operotions progrom ensures end—~to—-end contunnity
Huwouglh collaborative, standardized, and docuwmented, plonning processes. The
compony perlodically exercises Uy bwsiness contunmity plans foo ensre
effectiveness, testing and updating all plany at least yearly. Additionally, all
personnel wolved un Hhe business contunnity plan receinve proper training.

16. Compliance

Complionce shhapes HP's approocih to- meeting legal, contractual, and nternal
expectotions for an effective nformation security program: Regular information
secmrity  reviews evsure protocoly are unfegrated unfo- eacihh business growpls
operations:. The review process also- keeps docuwments updated to- reflect cnrrent
legal opligations ay requirements evolyve.

17. Payment Cord Industry

The Payment Cord Industry (PC) framework guides HP's approaciv to- aciieving
PC Complionce, ontlining business resporsibilities and security controls aligneod
witv PO DSS. By uutalling and maintoining network security controlsy like
Furewally, HP ensuares Ut meetsy PCL Compliance requivements.

18. HP Producet Secwrity

HP Product Secwrity encompasses essential practices to- secure HP Produets, suciv
bulleting, and reporting produset secinrity sunes: These measires evsure that HP
produety remain securre ands reliaiple for wsers: Produet seewnrity Uy of poramovint
umportance at HP, as U helps maintain cwstomer trust ande protects against
potential threats:

149. HP Service Secwnrity

HP Service Security encompasses essential proctices to- securre Hie services provideo
to- HP customers: This policy adduresses variows aveas of service seeunrity, uinclnding
HP unfrastructure hosted, thivd-porty hosted, portner hosted, and customer
hosted: evwiroruments: These measmres evsme that HP services remain secure and
reliable for wsers: By mplementing robust secwrity practices, HP ensures the safety
and Unfegrity of Uy produety and services, fostering o secune and trustwortivy
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erwrtronment for all users.

For travgfers fo- (sub~) processors, also-describe the specific fechnical and
organcsational measures fo- be faken by the (sub-) processor fo- be able fo-provide
assistance tfo-the controller and, for fransfers from a processor fo-a sub-processor,
fo-the data exporter

Sub-processory ondy process. name, business email adodress, business pione
number, business addiess: The purpose of transferring this dato s to- complete
tihe contract:

For HP all of tihe above technical and organizational measures are flowed down
to- the sub-processors Hhwoughh tive partner code of conduet and contract terms.
Sub-processors are requined to- commit to- following HP'y requivements.

31



Affachment 3
EU STANDARD CONTRACTUAL CLAUSES (DATA PROCESSOR TO DATA
PROCESSORS)

SECTION |

Clawyge 1

Pwrpose and scope

() The purpose of these standard contractual clonses s to- evsure complionce withv Hie
requidrements of Regulation (EU) 2016/679 of Hhe Ewropean Parliament and of tie
Council of 27 April 2016 on tie protection of natural persons witiv regavo to- He
processing of personal data and on the free movement of such data (General Dato
Protection Regwlation) https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN - ntrl-L 2021199EN.01003701-E0001 fo+
the transfer of personal data to- a thivd cowntry.

(») The Parties:

(O the natural or legal person(s), public antihvority/ ey, agency/ ey or othver body/les
(hereinafter ‘entity/les’) transferring the personal dotn, ay Usted i Annex LA
(hereinafter each ‘dato exporter’), and

(W) the enfity/ies v a thivd cowntry receiving the personal doto from the data
exporter, divecty or ndivectHy via anothver entity also Party to- these Clawses, as
Wsted un Annex LA (hereinafter eaciv ‘data bmporter’)

howve agreed to- these stondard contractual clawses (Ihereinafter: ‘Clauvses’).

(0) These Claunses apply witiv respect to-the tramsfer of personal data as specified un Annex
1.B.

() The Appendix to- Hese Clauses contfaining tive Annexes referred to- therein forms an
untegral pout of Hese Clavses:
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Clawnge 2
Effect and wwariablity of the Clavses

() These Clawses set out appropriate safequards, including enforceable dato subject rigts
and effective legal remedies, pursmant to- Artlcle 46(1) and Article 46(2)(c) of
Regulation (EU) 2016/679 and, with respect to- data transfers from controllers fo
processors and/or processory to- processors, stomdaro contractual clavses pursmont to
Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except
to- select the appropriate Moduwle(s) or to- add or update Unformation un He Appendin.
This does not prevent the Parties from nclinding the standaid contractual causes Laid
down v Hhese Clawses v o wider contract and/or to- add otiver clauses or additional
or prejudice the fundamentol rights or freedomy of dato sudpjects.

(P) These Clauses are without prejudice to- obpligations to- wirich the data exporter Ly sudbject
by virtue of Regulation (EU) 2016/674.

Clawge 3
Third-porty beneficiories
(2) Datee subjecty may woke and enforce these Clawses, as Hurd-porty beneficiaries,
against the dato exporter and/or dato umporter, witihv the following exceptions:
(O Clawse 1, Clawnse 2, Clownse 3, Clawse 6, Clawse 7;
(W) Clause 8 — Clause 8.1(a), (¢) and (&) and Clavse 8.9(a), (¢), (&), (&), (f) and (9);
() Clawse 9 — Clawse 9(a), (&), (V) and (&);
(W) Clawse 12 — Clawse 12(a), (d) and (f);
(v Clawnse 13;
(vi) Clawse 15.1(¢), (d) and (&);
(vih) Clawse 16(e);
(vil)Clanse 18 — Clawse 18(a) and. (b).
() Pawagraph (a) s withowt prejudice to- rights of data subjects wnder Regulation (EU)
2016/674.
Clawge 4
Interprefotion
() Where Hiese Clawnses use terms Hhat arve defined un Regulation (EU) 2016/679, those

termy shall have Hie saome meaning as un Hhot Regulation.
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() These Clawses shhall be read and interpreted inthve Light of Hive provisions of Regulation
(EU) 2016/674.

(0) These Clawses shall not be ntferpreted v a way that conflicty witiv righty and
obligationy provided for in Regulation (EU) 2016/674.
Clawnge S5

Hierarciny

In Hhe event of a contradiction between these Clawnses and the provistonsy of relatfed
agreements between the Poarties, existing at Hie time these Clauvses are agreed. ov entered

Clawye 6

Description of the transfer(s)

The detally of the transfer(s), and un particdor the categories of personal data Hrat ore
tromsferred and the purpose(s) for wiich they are travsferred, are specified un Annex 1.3

SECTION Il — OBLIGATIONS OF THE PARTIES
Clawge 8

Datw protection safequards

The data exporter warrants that U hasy used reasonable efforts to- determine tivat Hire data

mporter s able, Huowghh Hie mplementation of appropriote technical and
organisotional measwres, to- satisfy Uy opligations under these Claunses:

8.1 Ilnstructionsy

(&) The dotoe exporter has informed the data umporter that o acty ay processor under the
wutructionsy of Uy controller(s), which Hie data exporter shall make available to- the

(P) The data importer shall process the personal data only on docuwmented nstructons
from the controller, asy commumnicoted to- e dato importer by He dota exporter, and
wutructions shall not conflict withv the wstructions from Hae controller. The controller
or dotw exporter may gwve fuwrtier documented bnstructions regording the dato processing
Huwroughowt the duration of the contract:

(¢) The data umporter shall immediately nform the deto exporter Uf U b unable tor
follow-those wustruetions: Where the data importer b unable to- follow-the wnstructions
from the controller, Hie data exporter shall immediately notify the controller.
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() The date exporter warranty Hat U hhasy imposed the same data protection obligations
on the dato umporter asy set out Un the contract or other legal act uwnder Uniow or
Member State law between the controller and the data exporter.

8.2 Puwrpose luimifation

The data importer shall process the personal dato ondy for the specific purpose(s) of the
travsfer, as set out v Annew .B., unlesy on further unstructions from the controller, as
communicated to- the dato importer by the data exporter, or from the data exporter.

8.3 Tronsporency

Ow request, the dato exporter shhall make a copy of Hhese Clawses, including the Appendix
as completed by the Parties, avallable to- the dota subject free of charge. To tie extent
necessany 1o- protect business secrets ov other confldential nformation, inclnding personal
dato, the date exporter may redact port of the text of the Appendin prior to- sharing o
copy, but shall provide a meaningful swmmary where Hie data subject would oterwise
not be aple to- understand Uy content or exercise hWis/her rights. On request; e Parrties
sihall provide tHhe dato subject witiv the reasons for Hhe redactions, to- tive extent possiiple
withowt revealing tive redacted information

8.4 Accwracy

If the dato importer becomes aware that He personal dato U hay received s inaccurate,
or hay become owtdated, Ut shall inform tHre data exporter withvout undue delay. ln Huls
cose, the dota importer shhall cooperate witiv the dato exporter to- rectify ov erase tire data

8.5 Dwration of processing and eraswre or return of doto

Processing by the data importer shall only take place for He duvation specifled i Annex
1.B. After tie end of the provision of Hie processing services, the date importer shall, at
the cholee of the data exporter, delete all personal dato processed on belalf of Hre
controller and certify to- the dota exporter that o hay done sor, or refurn fo- the datoe
exporter ol personal data processed on Uy belralf and delete existing coples: Until the
dato Uy deleted or refurned, the dotor importer shhall continue to- ensure complionce witiv
tHrese Clawnses. I case of local laws applicable to- the data importer tihvat proidbit refurn
or deletton of tihe personal dato, the dota umporter warrantsy thoet b wll contunne to-
ersure compliance witiv these Clanses and will ondy process o to- tihve extent and for as
long as reguired wnder that local laws This s withouwt prejudice to- Clawse 14,
porticndor the reguirement for tive dator importer uwnder Clawse 14(e) to- notify the dato
exporter Huwoughouwt He dunration of the contract Uf U has reason to- believe that o s or
has become subject to- laws or practices not un lne withv e requivements under Clawnse
14(o).

8.6 Securuty of processing
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() The doeta umporter and, during tramsmission, also the dato exporter shall umplement

appropriote technical and organisotional messures to- ensure the security of the datw,
wncluding protection against o breach of security leading to- accldental or wnlowful
destruction, loss, alteration, wnautivorised disclosure ov access to-that dota (hereinafter
‘personal dato breack’). In assessing the appropriate level of secumrity, they shall take
due account of the stote of Hhe ant; Hre costy of umplementation, the nature, scope, context
oand purpose(s) of processing and e risks wwolved in te processing for Hie dato subpject:
The Partles shall v parttewlor covsider having recowrse to- encryption or
psevdonymisation, unclunding during travsmission, where the purpose of processing can
be fulfilled i that manner. | case of pseundonymisation, the additional information
for attributing the personal data to-a specific data subject shall, where possible, remain
under the exclusive control of the dato exporter or the controller. In complying withv us
obligationsy under this paragrapiv, the data importer shall at least implement the
techunical and organisational measures specifled v Annew Il. The dota importer shall
corry out regular checks to- ensure that these measures continme to- provide an
appropriote level of security.

(P) The dato importer shall grant access to-thve data to- membpers of Uy personnel only to-tHe

()

extent strictly necessany for the implementation, management and monitoring of tie
contract: It shall ensune that persons anthoriused to- process the personal daeta have
commifted Hhemwselves too confldentiality or are wnder an appropriate stotutory
ln the event of a personal dato breach concerning personal data processed by tHie data
umporter under these Clawses, the dotor importer shall take appropriote measuwres tor
address the breacih, including measures to- mitigate Uy adwerse effects. The data umporter
shhall also- notify, withouwt undue delay, the dato exporter and, wiere appropriate and
feasible, the controller after having become aware of-Hhe breach: Such notification shall
confain the detoillsy of a contfoet point where more nformation can be obtained, o
deseription of the nature of the breackh (ncuding, wiere possible, categories and
approximate nmumber of data subjects and personal daoto records concerned), Uy likely
consequences and e measinres token or proposed to- address the dato breack, inclunding
measres to- mitigate Uy possible adverse effects: Where, ands v so- far as, U s not possible
nformation tivenw ovailable and further information shall, as U becomesy available,

() The dota umporter shhall cooperate witiv and assist the data exporter to- enabple the dota

exporter to- comply withv Uy obligations under Regulation (EU) 2016/6749, in partiendar
to- notify Uy controller so- Hhat Hhe latter may n turn notify the competent supervisory
avthority and the affected dato subjects, taking unfo account the nature of processing
and. the nformation available to-tie data lmporter.
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8.7 Sensitve data

Where tive tramsfer nwolves personal dato revealing racial or ethuic origin, political
opindlons, religlouns or philosophical beliefs, or trade wnion membersivip, genetic data, or
blometric datn for the purpose of uniquely ldentifying a natwral persow, doto concerning
healtiv or o persons sex Uife or sexunal ovientotion, or dato relating to- criminal conwictions
and offences (hereinafter ‘sensitive dote’), the data importer shall apply the specific
restrictions and/or additlonal safequards set out in Anney .B.

8.8 Onword transfery

The data importer shall only disclose te personal dato to- o Huiwd party ow docuwmented
wstructions from the controller, as communicated to- the deta mporter by the data
exporter. ln addition, the date may only be disclosed to-a tviwd party located oufside e
Ewropean Uniown https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN - ntr6-L 2021199EN.01003701-E0006 (i Hre
same country ay the data mporter or Un another third cowntry, hereinafter ‘onawaio
travsfer’) f the Hivd party b or agrees to- be bound by these Claunses, under tire
appropriote Moduwde, ov Uf:

(0 the onwoard transfer s to- a country benefitting from an adequacy decision puarsont
to- Arficle 45 of Regulation (EU) 2016/679 that covery the onward transfer;

(W) the third party otherwise ensiures appropriofe safequards purswont to- Articles 46 or
47 of Regulation (EU) 2016/679;

(WD) the onword transfer s necessary for the estabplishument, exercise or defence of legal
daimy i the context of specific administrative, regulatory or judicial proceedings;
or

(W) the onward tramsfer s necessory un ovder to- protect the vital ntferests of Hie data
subpject or of another natwral person

Any orwward travsfer U subject to- compliance by the data importer witiv all He otiver

8.9 Docuwmentotion and compliance
exporter or the controller that relate to- the processing under these Claunses.

(P) The Parties shhvall be aple to- demonstrate compliance withv tivese Clanses. ln particudar,
corried out on belalf of Hhe controller.

(0) The doto importer shall make all unformation necessory to- demovutrate compliance
shall provide U to- the controller.
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(&)

(@

6y

(9)

The date importer shall allow for and contribute to- andity by the data exporter of
the processing activities covered by Hrese Clownses, ot reasonable intervals or Uf there
are ndicationy of non-compliance. The same shall apply wiere Hie dato exporter
requests an aundit on structions of the controller. [n deciding on an aundit; Hive data
exporter may take unfo- account relevant cevtifications held by the dota umporter.

Where Hhe andit Uy carried out on the structions of the controller, Hie dato exporter
shall make the results availabple to- tHhe controller.

The dato exporter may choose to- conduet the andit by Uself or mandate an
ndependent aunditor. Aundity may unclude bnspections at He premises or plwysical
focillities of the data umporter and shall, wiere appropriate, be corried owt withv
reasonakple notice

The Parties shall make #he information referreds +o- in parvagraphs (b) and (o),
ncluding the results of any andits, available to- Hie competent supervisory anthority
o reguiest:

Clawyge 9

Use of sub~processors

(2)

(k)

()
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GENERAL WRITTEN AUTHORISATION The data importer has the controller’s general
aunthoryation for tihe engagement of sub-processor(s) from o agreed List: The data
importer shall specifically inform the controller in wrriting of any intended changes
to- that Ust thurouglh the addition or replacement of sub-processors ot least 10 dayy in
adwance, Hwereby gving the controller sufficient ttme to- be able to- object to- s
changes prior fo- the engagement of the sub-processor(s). The data importer shall
provide the controller withv the uinformation necessary to- enaple the controller tor
exercise Uy right to- object: The dato importer shall inform the data exporter of the
engagement of tive sub—processov(s).

Where the dota importer engages a sip-processor to- cowry owt specific processing
activities (ow beralf of the controller), Ut shvall do-so- by way of a written contract that
dato. lmporter under these Clanses, including un termy of thivd-pourty beneficlary
rights for data subjects: The Parties agree that, by complying with iy Clause, e
dato importer fulfily Uy opligations under Clawnse 8.8. The data importer shvall ensure
that the sub-processor complies witiv the obligations to- wirich the dota importer
subject pursimont to- tihese Clawnses.

The dato importer shall provide, ot the data exporter’s or controller’s request; a copy
of such o sub-processor agreement oande any subsequent amendments. To- the extent
necessary to- protect business secrets or otiver confidential information, including



(&

(@

personal doto, the data importer may redact e text of Hhe agreement prior fo- sharing
a copy.

The data wmporter shall remain fully resporsible to- the data exporter for the
performoance of the sub-processor’s obligations wnder Uy contract withv the datfa
umporter. The data importer shall notify Hhe data exporter of any failure by e s -
The dato importer shall agree a tivivrd-party beneficiary clanse witivtive sup-processor
whereby — i the event the data umporter has factually disappeared, ceased to- exist
in laws or has become nsolvent — the data exporter shall have Hie right to- terminate
the subp-processor contract and fo- wstrnet Hhe snp-processor to- erase or retnrn the
personal dato.

Clawge 10

Data subject rights

(2)

(k)

©

The dato importer sivall promptly notify tire date exporter and, wivere appropriate,
the controller of any request Ut has received from a data subject; without responoding
to- that request undess U has beew anthorised to- do- so- by the controller.

The date umporter shall assist, wiere appropriote n cooperation witiv the data
exporter, the controller un fulfilling Uy obligations to- respond to-datoe subjects’ requests
for the exercise of Heir righty under Regulation (EU) 2016/679 or Regulation (EU)
2018/1725, ay applicable. ln Huy regard, the Parties shall set out i Annex Il thre
appropriate techunical and organisational measures, toking ntfo- account the nature
of Hhe processing, by wiich the assistance shall be provided, as well as Hie scope and
the extfent of the assistonce requiseol.

In fulfilling Uy obligationy wnder paragrapivy (o) and (b)), Hhe data umporter shall
comply withv He Ustructions from the controller, as communicated by the dotn
exporter.

Clavge 11

Redress

(@)

(k)

The data importer shall inform date subjecty v a transparent and easily accessiiple
format; tharouglh individumal notice or on Uy website, of o contact point anthorised tor
handle complaints. It shall deal promptly withv any complainty U receinves from a
datfo subject:

I cose of a diuspute betweenw a dato subject and one of tihe Parties as regords
complionce witiv tiese Clawses, tivat Party sihall wse Uy best efforts to- resolve the ssue
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amicably v a timely fashion. The Parties shhall keep eaci otiver unformed about sucin
Asputes and, wivere appropriate, cooperate v resolving e
(&) Where the data subject wokes o thivd-party beneficlary right puwsuant to- Claunse 3,

(O lodge a complaint with the supervisory auwthority un the Member State of his/Iher
habitual residence or place of work, or the competent supervisory awthority
pursunont to- Clownse 13;

(W) refer the dispute to- the competent covrts within the meaning of Clawnse 18.

(D) The Parties accept ot tire data subject may be represented by a not-for-profit body,
orgonisetion or association under the condiflony set out un Article 80(1) of Regulation
(EVU) 2016/674.

(&) The dota umporter shall abide by o decision Hrat B binding wnder te applicable
EU or Member State law~

(A The data importer agrees Hhat the choice made by the data subject will not prejudice
his/ her subpstantive and procedwral righty to- seek remediesy n accordance with
applicable laws.

Clawge 12

Liohili

() Eacdn Party shall be Wable to-the otiver Party/ ey for any damages Ut canses the otier
Paurty/les by any breack of Hrese Clanses.

(P) The data importer shall be lable to- the data subject, and the data subpject sihall be
entltHed to- receive compensation, for any material or non-material damages Hie dato
umporter or Uy sub-processor caunses the data subject by breackhing tive thivd-pairty
beneficlary rights wnoer Hiese Claunses.

(¢) Notwithstanding poragrapiv (b), the data exporter sihall be Uable to-the datfa subject;
and the dato subject shall be entited to- receive compensation, for any material or
non-material damages Hie data exporter or the data importer (or Uy sup-processor)
coses He dato subject by breaching thve thivd-party beneficiory righvty under Hrese
Clowses. This b withowt prejudice to- e Uability of the dato exporter and, wirere tire
dato exporter s o processor acting on behalf of a controller, o the liability of the
controller wnder Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as
applicable.

() The Parties agree tiat f the data exporter b held Wable wnder paragrapiv (¢) for
damagesy cavsed by the data lmporter (or Uy sub-processor), U shhall be entiHed to
daim back from tihe dota importer that part of the compensation corresponding to
He dato importer's responsiblity for the damage.
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(9)

Wiere more than one Poarty s responsible for any damage caunsed to- He dato subject
a8 o result of o breach of these Clawses, all responsible Parties sihall be jointly and
severally Wable and Hie data subject Uy entitled to- bring an action b covurt against
any of tihese Partles.

The Parties agree Hiat f one Party b held Uable wnder paragrapiv (¢), U shall be
entitled to- claim back from the otiver Party/ies tivat port of the compensation
corresponding to- Us/their responsipildity for Hhe damage.

The data importer may not bwoke the condunet of a sip-processor to- avold Uy own

Clavge 13

Supervision

(2)

(k)
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Where the data exporter s established v an EU Member State: The supervisory
Regulation (EU) 2016/679 as regords tive dota travsfer, as indicated i Annex 1.C,
shall act ay competent supervisory antrority.

Where the data exporter (s not established un an EU Member State, but fally within
the territorial scope of application of Regulation (EU) 2016/679 un accordance witiv
sy Arficle 3(2) and has appointed o representotive purswant to- Artiele 27(1) of
Regulation (EU) 2016/679: The supervisory aunthoriuty of tive Member State un wirici
the representotive within e meaning of Article 27(1) of Regulation (EU) 2016/674
W established, asy undicated un Annex 1.C, shall act as competent supervisory anthority.

Where e dato exporter s not establisihed, in an EU Member State, but fally withvin
the ferriforial scope of application of Regulation (EU) 2016/679 un accordance withv
sy Arficle 3(2) withouwt however having fo- appont o representfotive pursuant fo
Article 27(2) of Regulation (EU) 2016/679: The supervisory awthority of one of the
Member States uv wirich the data subjects wihose personal dator U tromsferred wnder
these Clawses v relation fo- the offering of goods or services to- them, or wiose
belhaviowr (s monitfored, are located, as indicated i Annex I.C, shhall act as competent
supervisory aunthority.

The deta importer agrees to- submit uself to-Hhe jursdiction of and cooperate witiv tive
competent supervisory auwtiority n any proceduses aimed at ensuring compliance
withv these Clawses. In porticndar, the dota umporter agrees to- respond fo- enguivies,
st fo- andits and comply witiv the measires adopted by the supervisory antivority,
nclunding remedial and compensatory measures: It shall provide the supervisory



SECTION Ill — LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY
PUBLIC AUTHORITIES

Clavge 14

Local laws and practices offecting compliance witr the Clanses

(@)

(k)

()

(&

(@
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The Parties warrant tivat Hey hoawve no- reason to- believe Hrat the laws and practices
v Hhe thivd country of destination applicable to- the processing of Hie personal data
by the dota mporter, ncluding any requirements to- disclose personal daeto or
measres ounthorising access by public anthorities, prevent the data importer from
laws and practices Hiat respect Hhe essence of the fundamental rightsy and freedoms
and do- not exceed wiat by necessary and proportionate un a democratic society to
safeguard one of the objectives Listed in Article 23(1) of Regulation (EU) 2016/674,
are not n contradiction wit these Claunses.

The Parties declare ot bn providing the warranty i paragrapiv (o), they have faken

(V) the specifie crcnmstances of Hhe transfer, uinclnding He lengtiv of tive processing
chain, the number of actory wolved and Hie tramsgmission choannels used;
untfended ovuwvard transfery; the type of reciplent; the purpose of processing; tihe
categoriesy and format of the transferred personal dotn; the economic sector un
wihich the troansfer occurs; Hie storage Location of the data transferred;

(W) the laws and practices of the tHhivd country of destination— uncluding Hrose
requiving the disclosre of data to- public aunthorities or aunthorising access by
such autivorities — relevant v Ught of Hhe specific circnmstonces of tive transfer,

(W)any relevant contractual, technical or organisotional safequoards put n place tor
supplement the safequardsy wnder these Clawses, uincluding measuves applied
during travsmission and to- the processing of the personal dato i Hie country of
e ation,

The dato importer warranty tivat, U carrying out the assessment wnder pavagrapiv (b)),

U has made Uy best efforts to- provide Hie data exporter witiv relevant information

and. agrees that b wlll contunume to- cooperate withv the dato exporter un ensuuring

The Parties agree to- docuwment the assessment wnder poragrapiv (b)) and make Ut

available to-the competent supervisory auwthority on request:

The data umporter agrees to- notify the data exporter promptly Uf, after having agreeod
to- these Clawses and for tie dunration of the contract, Ut has reason to- believe that ot
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W or has become subject fo- laws or practices not v line witiv the requivements unoer
porogrophv (o), including following a change v the laws of the Huvd country or a
measure (sueh asy o dsclosure request) indicating an application of such laws in
practice that Uy not un line withv tive reguinements i paragrapi (). The data exporter
shall forwavd. tihve notification to-the controller.

Following a notification pursiant to- paragropiv (2), or f the data exporter otiverwise
has reason to- believe that tive data importer can no- longer fulfil Uy obligations uwnder
these Clawses, the data exporter shall promptly ldentlfy appropriate measures (e.q.
technical or ovganisational measures +o- ensine security and confidentiality) to- be
adopted. by the dota exporter and/ov dota importer to- adduress tHie situation, if
appropriote i covsultation withe e controller. The dato exporter hall suspend Hie
dato travsfer Uf U covsiders Hhat no- appropriote safeguords for suci tromsfer con be
ensured, or Uf Wstructed by the controller or Hie competent supervisory auwthority to
doso= Ity cose, the data exporter shall be entitled to-terminate Hie contract, nsofor
asy U concernsy Hie processing of personal data wnder these Clawses. If the contract
vwolves more than two Parties, the data exporter may exercise this right to
termination only withv respect to- the relevont Party, wnless e Parties have agreed
otherwise. Where tive contract iy terminated pursnant to- iy Claunse, Clauwse 16(d)
and (¢) shall apply.

Clavge 15

Obligations of the data importer Un case of access by public antivorities

1512 Notification

(o The datn importer agrees to- notify the data exporter and, wiere possible, He dota

)

(b

)

subject prompHy (U necessary withv the help of Hhe data exporter) Uf Ut

(U receives a legally binding request from a public aunthority, unclunding ju

) aunthorities, under the laws of tive country of destination for He disclosmre of pes
dota  trovmsferred pursuant to- tHuwese Claunses; suche nofification shall  n
wnformation about the personal dota requested, the requesting authority, tive
basis for the request and Hie response provided; or

(L becomes awnre of any divect access by public antivoruties to- personel datfo trans

0 pwrsmant to- Hese Clanses v accordance witiv e lawy of the cowntry of destin

The data exporter shall forword the notfification to- He controller.

If the doto importer s proiibited from notifying the dota exporter and/or Hhe data
supject under the laws of the country of destination, the datn lmporter agrees to- use
Uy best efforts to- obtain a wainer of tie proiibition, witiv o view fo- commumnicating as
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much information asy possible, oy soon ay possible. The datfoe umporter agrees to
docwment Uy best efforts n ovder to- be able to- demonstrate tHhem ow request of Hhe data
exporter.

Where permissiple wnder Hie laws of the cowntry of destination, e data Umporter
agrees to- provide the dato exporter, at regular intervaly for the duvation of e contract,
witiv ag muche relevont information as possible on the requests receinved (un partiendar,
number of requests, type of doto requested, requesting aunthvority/ les, wietiver requests
hove been challenged and tive owtcome of e challenges, efe.). The data exporter
shhall forwavd tive informatiow to- the controller.

The dota umporter agrees to- preserve tive information pursiont to- paragrapiy (@) to-(c)
for the duration of the contract and make Ut availaple to- the competent supervisory
awtrhority on reguest:

Pavagropis () to- (0) are without prejudice to- the obligation of the data mporter
purismont to- Clanse 14(e) and Clanse 16 to- inform the doto exporter promptly wiere
U B wnable to- comply withv Hese Clauses.

152 Review of legality and doto minimisation

(@)

(k)

()

The datfo importer agrees to- review the legality of tihe request for discloswre, un
portiendar whethver U remaing witivin the powery granted to- He requesting public
aunthority, and to- challenge the request of, after careful assessment, b conclundes Hat
there are reasonalple grownds to- consider Hiot Hie request s wndlawful wnder the laws
of the country of destination, applicaple opligations wnoer international law and
principles of nfernational comity. The data mporter shall, wnder the same
conditions, pursune possibilities of appeal. When challenging a request, the data
umporter shall seeks unterum measures withv o view- to- suspending the effects of the
request undil the competent judicial awtivority hay decided on ity merits: It shall not
Adsclose the personal data requested wntll requived to- do so- under tive applicaiple
procedunral rules. These requirements are without prejudice to- the opligationy of tie
data importer under Clavse 14(e).

The dato importer agrees to- docuwment Uy legal assessment and any challenge to-tire
request for disclosure and, to-the extent permissible under the lawy of the country of
destination, make Hie docuwmentation availaple to- the date exporter. It shall also
make U avallable to- He competent supervisory aunthority on request: The data
exporter shhall make the assessment availaiple to-the controller.

The data mporter agrees too provide Hie mindmuwm amount of nformation

permissible witen responding to- a request for disclosure, based on a reasonable
nterprefotion of the request:

SECTION IV — FINAL PROVISIONS
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Clavge 16

Non~compliance witihv the Claunses and. termination

(@)

(k)

()

(&)

(@

45

The dato mporter shall promptly nform Hie dato exporter Uf U U unaple to- comply
witiv these Clawses, for wiatever reasovw

I the event tivat the dota importer sy v breack of these Clawnses or unable to- comply
withv these Claunses, the dato exporter shall suspend tive travsfer of personal dato tor
This i without prejudice to- Clanse 14(f).

The data exporter shall be entitled fo- terminate Hhe contract, nsofar as U concerns
the processing of personal dota under these Clawnses, where:

(V) the data exporter hay swspended the travsfer of personal dato to- Hhe dota
mporter pursmwont to- paragropie () and complionce witr these Clauses (s not
restored within a reasonable time and v any event within one montiv of

(W)  the dato importer B U substantial or persistent breaci of tihese Clawnses; or

(L)  the dato importer fals to- comply withv a binding decision of o competent connt
or supervisory authority regarding Uy obligations wnder Hiese Clawnses.

In thhese cases, Ut shall unform tive competent supervisory aunthoriuty and tive controller

of such non-compliance. Where thve contract bmwolves more than two- Parties, tie

dato exporter may exercise this right to- termination ondy withv respectto-tive relesvant

Party, unless tive Porties have agreed otherwise.

Personal data thot has been transferved prior to- the termination of the contract
pursnant to- pavagropiv (¢) shall ot the cholee of Hie date exporter ummediately be
refurned to- e data exporter or deleted n Uy entirety. The same shall apply to- any
copies of the data. The data importer shall certify the deletion of thve data to-the data
exporter. Until the data s deleted or retwrned, e dato importer shall continue tor
ensure complionce withv Hhese Clawses. [n case of Local laws applicable to- the data
umporter that proiibit the return or deletion of tHhe transferred personal dotn, the
dato bmporter warrants thot o wll contunmne fo- ersnre complionce withv these Clavses
ande will only process the dato to- tihe extent and. for agy long as reguiared under that
local law~

Elther Porty may revoke Uy agreement to- be bound by these Clawses where (U) the
Ewropean Commission adopts a decision pursmant to- Article 45(3) of Regulation (EU)
2016/679 that covers the transfer of personal data to- witich these Clawvses apply; or
(W) Regulation (EU) 2016/679 becomes port of the legal framework of tie comntry
oo wihichh the personal dato U travsferred. This s withowt prejudice to- other
obligationy applying to-the processing n guestion under Regulation (EU) 2016/6749.



Clavge 17

Governing law

These Clawses sihall be governed by thve lawof one of e EU Member States, provided suci
law~ allowy for Hivrd-pourty beneficiary rights: The Parties agree that tis sihvall be thve law-
of France.

Clawge 18

Choice of forum and jurisdiction

(a) Any dispute arising from these Clawses shall be resolved by the cownrtsy of an EU
Member State.

(P) The Parties agree that those shhall be tie cowrty of France.

(0 A data subject may also- bring legal proceedingy againstthe dato exporter and/or data
umporter before the courty of e Member State in wiich he/sihe vas hWis/ her habitual
residence.

() The Parties agree to- submit hemselves to- the jursdiction of such covrts.

APPENDIX
ANNEX |

A. LIST OF PARTIES

Doato exporten(s): [/dentity and contact detally of the datn exportes(s) and, where
applicable, of B/thelr datn profection officer andyor represenfative in the
Ewpopean Unionf

Nawme: See Customer’s name Un Hie Agreement
Address: See Customer’s adduress un the Agreement

Contoct person's name, posiflon and confact details: See Customer’s contact
persons name, posiflon and. contact detaillsy U tive Agreement

Activities relevant to- He doto transferred wnder these Claunses: Same as the
Agreement

Synature and daote: Same as the Agreement
Role (controllev/processor): Processor
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Data importer(s): [/dentity and contact defnils of the data importen(s), including
any contact person with resporsibiddity for data profection]

Name: See HP's name n Hie Agreement
Adduresy: See HP'y adduress un tive Agreement

Contoct persows name, positlon and contact detaily: Nestor Rvera, SVP and
Deputy General Cowngel, Trust and Privacy, Whitps//www:lhpcom/us—-
e/ prvacy/ ww—prwvacy -formitmd

Actwvities relevant to- the data transferred wnder thwese Clawses: Same ay tihe
Agreement

Synature and date: Same as the Agreement
Role (controller/processor): Processor

B. DESCRIPTION OF TRANSFER

Cafegories of data subrects whose personal Adata o fransferred
See Attachunent 1

Cafegories of personal data trangferred

See Attacihunment 1.

Sensitive datn trangferved (Of applicable) and applied restrictions orv safequards
that flly fake info- conscderafion the natwure of the data and the risks cnyvolyed,
s ag for cngtance strict puapose limdtafion, access resfrictions (including access

only for staff having followed specialised fraining), keeping a recovd of access fo-
the data, restrictions for onward transfers ov addifional secvnrity measures:

See attachment 1.

The frequency of the fransfer (eg. whether the data o transferred on a one-off or
See attacihument 1.

Nature of the processing

See Attachuwvent 1.

Pusipose(s) of the date transfer and. further processing

See attacihument 1.
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The period for which the personal data will be refained, ov, (fthart cs notpossible,
the criteria wged fo-defermine that period

See Agreement and DPA.

For transfers to-(sub-) processors, also-specify subrect matter, nature and duratton
of the processing

Subject matter: See Agreement 1.

Natwre: See Agreement 1.

Duwration of the processing: Ay long as tie contract s U effect:

C. COMPETENT SUPERVISORY AUTHORITY
Commission Noatlonale de Uinformatigue et des Lipertés (CNIL)
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ANNEX Il

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL
AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE
DATA

To- protect Cwstomer data, HP abldes by a robust set of information security
controly including policies, proctices, procedinres, and organizational strnetures
to- safequand the confldentiality, integrity, and availlabiity of Uy own and Uy
cwstomery information (ncluding Personal Dota ay defined i HP'y Customer
and Dotor Processing Addenda). The following sety fortv an overview of HP'y
techunical/ organizational secunrity measnres thurouglhouwt te company.

1. Secuwrity Poliey

HP maintaing globally applicable policies, stamdards, and procedures intended
to- proteet HP and Customer dato. The detadd of HP'y secwrity policies
confloential to- protect tie integrity of HP's data and systems: However, summaries
of owr key policies are included belows

2. Information Secwrity Orgomizotion

HP’y Information Secwrity program s designed to- divect and maintfoin the
organizotion’y information secvrity strafegy and condroly: This system ensures
enterprise-wide complionce withv HP'y security policies and controly, as well agy
adirerence to- the secmrity requirements of Uy customers. Structured un aligrment
withv indwstry -standard cybersecvrity frameworks, laws, and regulations, the
Framework s reviewed annunally to- adapt to- HP'y evolving Huread landscape.

3. Cyberseewrity Risk Management

HP’sy cybersecurity risk management progrom s designed to- preserve the
confldentiality, integrity, and availapility of Uy information assets: The program
provides a consistent approociv to- Llentfifying, assessing, prioritizing, freafing,
remedying, tracking, and reporting cybersecunrity rusks: HP defines sy Riusk
Appetite as the acceptable level of Loss exposure and Ruk Tolerance as tive degree
of vaurlance from thiy appetite. Risks are evaluated using a defined metrodology,
enabling HP to- mitigate information secnrity risks to- an acceptaple level. This
program aligny withv HP'y Enterprise Rusk Management process.
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4. HR Security

HP Human Resowrce Security policy ensuares information secvwrity tharoughouwt He
thwoughhv confldentlality and non-disclosmwre agreements, ay well asy condueting
backgrownd sereening proceduares. AW candidates for employment withv HP must
complete a backgrownd verification check v accordance witiv relevant laws,
regulotiony, and etivics.

s. Asset Management

HP has a process for Ldentifying technical information assets, cotegorizing eritical
assets, anol maintoining docwmented handling procedures for each information
dassificotion type, including those contoining Personal Data: These proceduires
cover storage, tramsmission,  comumumnication,  access,  loggung,  refention,
destruction, disposal, incldent management, and. breacih notification. HP security
policles and. standards also- mandate Hie secune disposal of media

6. Doto Security

HP’s Dato Secnrity program outlines Hhe security practices and techunical controly
that muwst be umplemented fo- protect the confldenflality, awthenticity, and
unfegrity of dotn. Legal requivements, value, crificality, and sensitvity fo-
wnaunthorized disclosure or modification are a few of Hhe factors Hhat determine
how information s classified uwnder HP’y Data Secwrity policy. In addition fo-
dota handling procedures, the policy outinesy daton encryption, deletion,
collection and processing, refention, backnp, and data Lossy prevention

7. Access Control

HP employs the principle of least privilege for logical access control, providing
wser access thwough uwndque wser 1Dy ande posswords: The possword policy defunes
complexity, strengtiv, validity, and password-history controls: Access righty are
periodically reviewed and revoked wupon personnel departure. Agreed-upon
procedures for user accouwnt creation and deletlon are umplemented. to- grant ano
revoke access to- cient systems during engagements.

8.  Cryptography

HP has defined a set of robuwst processes for cryptograpihy foo ensure the
confudentiality, untegrity, and avadablity of nformation assefs: Approved
protocoly requive encryption for certoin assets, uincluding those Hiat confain
personal dato. Owr Cryptograpivy program uwolves the we of mathematical
fechniques to- seenre information and commumnications, ensuring tHat only
auvtrhorized porties can access the data: A critical component of HP'y unformation
secmrity progrom Uy protecting datar from wnauwthrorized access and tompering.

q. Physical and Emvironmental Secwrity

HP facllities are secured using variows physical and electronic access controls,
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uncluding secunrity guands, electronic access control, and closed—circnit television
(CCTV). Faclities are also equipped withv necessory unfrastructure support,
nclunding temperature control and. power backups, wing UPS and/or diesel
generatory to- support critieal services: AW HP personnel arve regustered and
required to- carry appropriote Lentification badges.

10. Operotions Management

HP has established wminimum hardening requivements for techuology
wnfrastructure, uincluding workstotions, servers, and network eguipment: These
devices wse pre—haroened. operating system images, witv reguivementsy varying by
operoting system ande implemented controls: Additlonally, HP has deployed
Network lntrusion Detection/ Prevention Systems (NIDS/NIPS) that are monitored
ool managed 24/7.

11. Comwmunicationsy Secwnrity

Commumnicationsy Security ensnres the protection of uinformation withiw covporote
networks: This uinclundes the unstallation and management of network security
componenty (e.g., furewalls), segregation of networks, as well ay welp fllferung and
emall handling controls. Additionally, U bwolves monitoring and managing
communication chamnelsy to- detect and prevent wnautivorized access or dato
breacirnes.

12. Systems Secwrity

HP's policy mandates a securre development metivodology for systems and softwore
Huwoughouwt Hhelr Ufecycle: The Software Development Lifecycle covers initiation,
development/ acquisition, mplementation, operations, and disposal. AW system
components are evolunated for Hheir impact ow overadl security. HP has estaplisied
controly  for application service tramsoactions, wncluding wser credentlal
validation, digital signatures, encryption, secimre communication protocoly, and
storing travsaction details witiviw tihe appropriete network security zone: Regular
wttrnal vudnerabdity scany are also- performeok

13. Third Partiey and Subcontractors

HP hasy processes un place too select subp-contractory wivor comply  witiv
compreensive controctual security  requivements. For applicable suwppliers
handling HP or customer data, or accessing He HP network, HP Cybersecunrity
condunety o risk assessment to- verify an information secwrity program witiv
physicol, tfechnical, and administrotive safeguards. Thiy assessment g required
before Hie supplier can accessy HP information.

14. Information Secwrity Incident Management

HP has a comprehensive Cyber Incident Management Process Hiat owtlines
purpose, scope, roles, responsibilities, management commitment, organizotional
coordination, umplementation procedunres, and compliance checking. Thiy process
W reviewed and updated annmally. The Cyber lncident Response Team, uinclunding
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HP Cybersecunrity personunel troined un incident response and crisls management,
conduncty regular tabpletor reviews of the process and any uincildents or events

15. Bwsinessy Continumity Management

HP's global Continuity of Operations progrom ensures end~fo—end continunity
tHurowglv collaborative, standardized, and documented planning processes. The
company periodically exercises Uy buwsiness contunnity plany to ensurre
effectveness, testing and updating all plany at least yearly. Additionally, all
persovunel bwolved n e buginess continuity plan receive proper training.

16. Compliance

Compliance shapes HP'y approociv to- meeting legal, contractual, and, unternal
expectotions for an effective nformation security program: Regular uinformation
security  reviews ensure protocoly are ntegrated nto- eacih business growplsy
operations:. The review process also- keeps docuwments updated to- reflect cnrrent
legal obligationy as requivements evolye.

17. Payment Cord Industry

The Payment Cord Industry (PC) framework guides HP's approaciv to- aciieving
Pl Compliance, outlining business resporsihblities and secunrity controly aligneod
witiv PO DSS. By uwustalling and maintaining network secunrity controly Uke
furewalls, HP evsures UF meets PCI Complionce requivrements.

18. HP Produet Secwrity

HP Produrct Secwrity encompasses essentlal practices to- secure HP Produets, suciv
bulleting, and reporting produict seewrity sunes: These measures ensure Hhat HP
producty remaii secinre ano reliople for wsers. Produnet secunrity W of poramount
umportonce ot HP, as b helps maintain customer trust and protecty against
potential tureots.

19. HP Service Secwrity

HP Service Security encompasses essentiol practices to- secunre the services provided
to- HP customers: This policy addresses variows areay of service security, unclnding
HP wnfrastructure hosted, thivd-porty hosted, portner hosted, and customer
hosted enwvironments: These measures ensuare that HP services remain secure and
reliable for wsers: By mplementing robuwst security practices, HP ensures the safety
and nfegrity of Uy produety and services, fostering o secune and trustwortivy
evwrovument for all wsers:

For fransgfers fo- (sub-) processors, also-describe the specific fechnical and
organcsational measures fo- be faken by the (sub-) processor fo- be able fo-provide
assistance fo- the condroller and, for ftransfers from a processor fo-a sub—processor,
fo-the data exporter

52



Sub-processorsy ovdy process. name, business email adoress, business pione
number, business addiess: The purpose of transferring this dato s to- complefe
the contract:

For HP all of tive above techunical and organizoational measmnres are flowed down
to- the sub-processors Huwoughh the partner code of conduet and contract terms
Sub-processors are requived to- commit to- following HP'y requinvrements.
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Atfachment 4

INTERNATIONAL DATA TRANSFER AGREEMENT (IPTA) (UK)

Part1: Tables

Table 1: Parties and signatures

Stowrt date Same as un Hre Agreement
E who sendys Hhe l wiho receinves the
P L reerr G
Restricted Transfer) Restricted Transfer)
Posties’ details Full legal name: See Full legal name: See HP'y

Cwstomer’s full legal name
v the Agreement

Trading name (Uf different):
See Customer’s trading name
wv tie Agreemendt

Main address (if o company
regutered adduress): See
Customer’s madiim adoduress n
the Agreement

Offiecial regustration number
(f any) (company number
or similar Ldentifier): See
Customer’s official
regUtrotion nwmber un the
Agreement

Agreement

Trading name (Uf different):
See HP's trading name n
tihe Agreement

Main address (if a company
regusteved adoress): See HP'y
main adouress n the
Agreement

Offieial regustrotion nuwmbper
(Uf any) (company nunmber
or similar Ldentifier): See
HP's offlcial regstration
nuwmber v the Agreement
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Key Contact Full Namwe (optional): See n | FWll Name (optional): See un
the Agreement the Agreement
Jobr TiHe: See n the Jobr TiHe: See n tire
Agreement Agreement
email: See un the Agreement | emadl: See un He Agreement
lmporter Doto HP Privacy Office
Subject Contact Wttps./ / www=hp:coms/ ws -
en/ privecy/ ww—privacy -
formitml
Synatures Siyned for and ow bealf of | Signed for and on belalf of
confurming eaciv | the Exporter set owt above the lmporter set owt above
Party agrees fo- Signeds See un the Agreement | Signed: See un Hive Agreement
T Date of signature: See un the Date of signatwre: See in the
Agreement FWll name: See un Agr [
e Agreement Jotr tHe: See _
tn the Agr Full name: See un tire
Agreement
Job title: See n the
Agreement

Table 2: Tronsfer Details

UK country’s law-
that governs the
IDTA:

] England and Wales
[] Northern lreland
[] Scotland
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Primary place X England and Wales
for Legal cladms | — Nortivern Ireland
to- be made by
) [] Scottand
the Parties
The stotus of the | In relation to- e Processing of the Transferred Dato:
Exporter [X| Exporter iy a Controller
[] Exporter 5 a Processor ov Sub~Processor
The stotus of the | In relation to- e Processing of the Transferred Data
ARy [] Importer i a Controller
X Importer s the Exporter’s Processor or Subhb-Processor
(] Importer (s not tive Exporter’s Processor or Sub-Processor
(and the lmporter has been nstructed by a Third Pairty
Controller)
Whether UK [] UK GDPR applies to- the lmporter’s Processing of Hhe
GDPR applies to- Tronsferred Dato
e e [X] UK GDPR dots not apply tothe lmporter’s Processing of
the Travsferred Dota
Linked If the lmporter s the Exporter’s Protessor or Sub~Processor
Agreement — the agreement(s) between tive Parties witicdh sets owt the

Protessor’s or Suh-Processor’s instruetions for Processing Hhe
Trovsferred Doto

Name of agreement: If applicable, see Un the Agreement
Date of agreement: If applicable, see un Hie Agreement:

Parties to- He agreement: If applicable, see un Hie
Agreement

Reference (Uf any): If applicable, see un tive Agreement
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Other agreementy — any agreement(s) between He Parties
witlch set out additional obligations Un relation to- Hhe
Travsferved Doto, sch ay o dotor shaving agreement or
service agreement:

Nawmwe of agreement: If applicable, see un tive Agreement
Date of agreement: If applicable, see un Hie Agreement

Parties to- He agreement: If applicable, see un the
Agreement

Reference (Uf any If applicable, see i Hie Agreement If Hhe
Exporter 1y o Processor or Sub~Processor — Hie agreement(s)
between the Exporter and the Party(s) wiriciv sets owt the

Exporter’sy wstruetions for Processing thve Transferred Datw

Nawme of agreement: If applicakple, see U the Agreement
Date of agreement: If applicable, see un Hie Agreement

Paurties to- e agreement: If applicable, see un the
Agreement

Reference (Uf any): If applicable, see un tihe Agreement

Term The lmporter may Process the Transferred Data for the

X the period for wirich Hie Linked Agreement s Un force

[] time periodl

[] (ondy if the Importer s a Controller or not tive Exporter’y
Processor or Sub-Processor) no longer than iy necessary

for the Purpose.

Ending the IDTA | [X] the Parties cannot end the IDTA before He end of the
before the end of | Term wnless there s a breaci of Hie IDTA or the Partles
the Term agree Un writing.
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[] the Parties can end Hie IDTA before Hie end of the Term
by serving:
montig writtenw notice, as set owt v Sectlon 29.
(How-to- endl tiviy IDTA withowt Hhere being a breach).

Ending thhe IDTA
witen the

Which Parties may end the IDTA ag set out U Section 29.2:

X Importer
Approved IDTA &
changes b
[] neither Party
Can the Importer | [X] The Importer MAY transfer on the Transferred Data to-
make furtiver anotier organisation or person (wiho iy o different legal
tronsfers of the entity) v accordance witiv Sectton 16.1 (Transferring on
Transferved the Travyferred Dota).
Data? [] The Importer MAY NOT transfer on the Transferred Dato
fo- another organisation or person (wivo- iy a different
legal entfity) v accordance withv Sectton 16.1Error! R
eference source not founds (Transferring ow the
Transferred Doto).
Specific The lmporter MAY ONLY forward. the Transferred Data in
restrictlony accoroance witiv Section 16.1:
when the [ if the Exporter tells it in writing that it may do- so-
Importer may
] tor
transfer on the
Tronsferred Dota | [] 1o the avtiorised receivers (ov the categovies of
auntirorised receinvers) set owt
X Hhere are no- specifie restrictlons
Review Dates [] No rexview iy needed as thisy s a one—off tramsfer and the

lmporter doey not retain any Transferred Data
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Flrst resview date:

The Parties must review the Security Reqguivements ot least

once
[] eacih month(s)
[] each gquarter

[] each 6 months

[] each year

[] each year(s)

X each tume there iy a change to-the Transferred Datw,
Puwrposes, lmporter Information, TRA or risk assessment

Table 3: Transferred Datoo

Transferred Dota | The personal data to- be sent to-the lmporter wnder this
IDTA consisty of:
X The categories of Tronsferred Dato wll update
Linked Agreement referred to-
[] The categories of Transferred Data will NOT update
Linked Agreement referved tom The Poarties must agree a
cthange wnder Sectlon 5.3.
Special The Travsferred Doto inclundes dato relating to:
Cotegories of [] racial or ethmic origin
Personal Dotn - o
Letlons and. | [ religlows or philosopiical beliefs
offences [] trade union membersivip

[] genetic doto
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[ blometric data for the purpose of uniquely wlentifying a
noturol person

1 physical or mental healtiv

[] sex Ufe or sexunal orientation

[] criminal convictions and offences

X none of the above

[ set owt i

Anodl

X] The categories of special category and. crivninal recoros
updated i the Linked Agreement referred to-

[] The categoriesy of special category and criminal recovols
dator wll NOT update auntomatically Uf the information
W updated un Hie Linked Agreement referred tor The
Pawrties must agree a chrhange under Section 5.3.

Relevant Data
Subjects

The Dato Subjecty of the Transferred Dato are:

X The categories of Data Subjecty will update
Linked Agreement referred to-

[] The categories of Data Subjecty will not update
Linked. Agreement referred. tom The Parties must agree o
cthange wnoer Sectlon 5.3.

Pwrpose

] The Importer may Process the Transferred Dota for tie
following purposes:

] The Importer may Process the Transferred Dota for tie
purposes set out v tihe Agreement
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ln botiv cases, any otiver purposes wirich are compatiple

witiv Hhe purposes set owt above.

X The purposes wll update auntomatically of tire
unformation g updated un the Linked Agreement referred
to-

[] The pwrposes will NOT wpdate antomatically of the
unformation gy updated un the Linked Agreement referred
to The Parties must agree a chhange wnder Section 5.3.

Table 4: Secwrity Reguivrements

Securiuty of
Troansmission

HP has defined controly for Hre protection of application
service transactions: These controlsy include: validating and
verifying wser credentioly, mandating digital signatures
andl encryption, implementing secinre commumnication
protocoly, storing ondine transaction detoils on serversy
withvn e appropriate network security zone.

Secwrity of
Storage

HP'y cybersecunity deportment? organization and HP'y Legal
deportment maintoin o et of documented handling
work along witiv department un charge of Dota Privacy for
any pertinent mottersy. Handling proceduwes accouwnt for:
sforage, trovsmission, comumumnicoation, access,  loggung,
refention, destruction, disposal, ncldent management, anol
HP lm/fovawa@o{/ww{oyy have a processy v place for
dentifying technical information assety. HP ldlentifies all
assetsy under Uy respovasihbility, categorizing He crifical
assets. A recoros of information assets and systems that are
botiv HP ~owned and. externally managed by service
providery L maintoined. Docuwmented processes for server
decommigsioning, orphaned and legacy media are also-
umplemented to- ensurre proper management anod disposition
of non~removable medio.
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Swwu‘y of

By policy, development of systems and supporting software
within HP follow a secwre development methodology to-
ersure secirity Hhwouglhowt-tive systems/ softwore Lifecycle: The
Software  Development Lifecycle  defunesy  inifiation,
deselopment?/ acquisition, umplementation, operations, ano
duposal  reguirements. AW system  components, wirich
wnclude  modudes,  Ubraries, services, and  discrete
components, are evoluated to- determine their umpact on the
overall systenw security state.

HP implements logging mechanismy for system applications
and devices: HP has developed robust proceduwres for the
potciving of operational software, including but not lumited
to- email, office produsctivity swites, and. Internet browsers.
Internal vudnerability scany ave performed botiv on o
guorterly basiy and after any significant change.

Orgonisotional
seceuruty

To protect Uy own as well as Customer Personal Data, HP has
defuned, o minimuwmn et of hoardening reguivrements for
technology nfrastrueture wivich ncludes  workstations,
servers ano network equipment: Workstotion / servers umages
contain  pre-hardened  operating  systems:  Havodening
requirements vary depending on tive type of operating system
Systems with exfernal connections will be profected by
hardening and furewalls: Externally focing systems will be
placed un a Demilitoarized Zone (DMZ) ov other similar
confligurotion to- profect nternal HP systems:  Critical
network zones are logieally Lsolateo

Remote access to- devices on the HP intfernal network, witiv
the exception of the email system, requives He use of HP
standaord VPN solution.  Network Intrusion Detection /
Prevention Systems (NIDS/ NIPS) are placed un strategie
locations within the network and are monifored and
managed 24%7. AW devices that hove logging capabilities,
rowtery ande swifethes are requined to- be configured as per
HP’s logging and aunditing standaid.

HP security policies and standardsy mandate secunre digposal
of media.
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Developers are requived to- follow Hhe coding standaros and

T . . . . . .
ity festing guidelines defuned for the systewm to- comply witiv
o application security requivements: Source code s requived
b to- be secured v o manner that prevents wnauwthorized
reguirements ACCess:
Preliminary testing Uy performed and non-production
patethv testing Uy seheduded. Post feedbpack from the non-
Updartes to-the X The Security Reguirements will update auntomatically f
Secwrity the uinformation s updated un Hre Linked. Agreement
Reguirements referved to-

[JThe Secwrity Reguivrementy will NOT update
Linked Agreement referred tom The Parties must agree o
cthange wnder Section 5.3.

Part 2: Extra Protfection Clauvgses

Extro. Protection

Clowses:

(V) Extra

security
protectionsy

(W) Extra
organisotional
protections
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(UL) Extra
contractunal
protections

Part 3: Commeprcial Clavnges

Part4: Mandatory Clawnses

Mandatory Part 4: Mandatory Clawses of tie Approved IDTA, being the
Clowses template IDTA A.1.0 Bsuned by tHre ICO and laid before
Parliament in accordance witiv 119 A of the Data
Protection Act 2018 on 2 Februwoary 2022, ay Uk b revised
under Sectlon 5.4 of those Mandatory Clauses.

Affachment s

STANDARD CONTRACT CLAUSES (Argenting)

In accordance with the provisions of clavse 6.4.1 of the Datan FProvessing
Addendum, Cusfomer Personal Dafa originally collected in the Argentine
Republic may be transferred, of reguired in connection with the services; fo-third
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countries:

Ifthe transfer mentioned in the preceding paragraph cmplies fransfer of Customer
Personal Dafa fo- countries that are not considered as coundries that provide
adequate levely of protection by applicable Data Profection and Privacy Laws in
Argentina, the EU Standard Contractual Clanses cncluded cn Atfachment 2, with
the modifications sef forth belows shall be applicable fo-fransfer.

2. Clawge 4 shall be amended by adding the following:

Where these Clawses wse fermy that are defined cn Argenfina’y Dafa FProfection
Law-No: 25.326, oy regulatory Decree Now 1558/ 2001, and thecr complementary
requlationy (as amended ov replaced from fime fo- fime), such ay ‘personal datz’,
Senglfive datr’, process/processing’, ‘controllesr’, processor’, datn subject and
Supervisory awthority’, those termg shall hayve the same meaning ag set forth in
thoxe requlations (ay amended or replaced from me fo-fime);

2. For the puyposes of these Clawges, references fo- “the data cmporter’” meany
the service provider located owfside of Argentina that rececves the personal
of this agreement;

3. For the puuposes of these Clawges; ‘the applicable data profection law”’ or
‘Requlation (EU) 2016/6 79’ shall be understood as refevences fo-Argentina’s
Datn Protection Law-No: 25.326 and iy supporting requlations (ay amended
or replaced from fime fo-fume).

4 [In additfion fo- Clawge 8.8 (Onward fransfers), the following shall apply:
Where Personal Data oviginating from Argentina iy concerned, infernational data
adequate level of protfection ag defermined by Argentina laws or (i) one of the
excepfionsy under Arficle 12 of Argentina’y Patn Frotection Law-25.326 applies:

5 Clawge 11, subsection (c), dfrem (Ci) shall be replaced as follows:

(¢) (C0) fo- refer the dcspude fo-the judicial and administrative juvisdiction of the
Argentina Republic:

6. Clawge 17 shall be replaced as follows:
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These clawges shall be governed by the laws of the Argentina Republic, in
parficudar by the Law- No: 25.326, o requlafions and Adigposifions ssuned by
Argentinad’y Data Frotection Anthority (as amended ov replaced from fime fo-fime).

7. Clavge 18 shall be replaced as follows:
(a) Any dispude arising from these Clavses shall be resolved by the covnts
of the Argentina Republic,
(b) The Parties agree to-submit themselyes to-the juvisdiction of such covrts:

Attachoment 6
Standard Controct for Personal Information Cross-Bovder Transfer

For the purposes of ensuring that the activity of the overseas recipient processing
specified un the relevant lawy and. requlations of He Peoples Republic of Clhina,
oand darifying the obligations and respovsibilities of the personal uinformation

Personal unformation handler: HP Trading (Shanghai) Co: Lt

Adduresy: Room 203 -A, No- 26 Jia Feng Road, Plot Free Trade Zone, Shanglhal,
China

Contact Information: katihverune. Un@lp.com

Contact Persow: Kotiverune Lunv Positlon: Civina Doto Protection Manager

anol

Overseas recipient: HP lne.

Adduresy: 1501 Page MUL Rowd, Palo- Altor, Californio 94304 USA

Contact Informatiow. nestor.riveral@lp.com

Contoct Persow: Nestor Riverar Positlon, _SVP and Deputy Generol Covunsel, Trvst
onol Privoey

The personal information handler and Hhe overseas recipient shhall condunet cross -
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border transfer of personal nformation i accordance witiv iy Contract: lnterms
of any commercial activities relating thereto, botiv Parties [lhave entered uinto]/
[agreed to- enter unto] a commercial contract, Le., [the name of the commercial
contrach if any] ow [Year], [Month], [Date].

The text of Hhis Contract W dramn up Unv accordance witiv the provisions of the
Measwres for Standard Contract for Personal Informafion Cross-Border Transfer.
If there b any other agreement between the two- parties, o will be deseribed un
detoil, Uf needed, un an Anneyw, wiricihe wouwld constitute an infegral paat of tHhuis
Contract on the condition that they do not conflict withe Hhe content of Hhis
Controct:

Article 1 Definition

In Hails Contract, except ay otiverwise provided un Hie context:

(1) “Personal information handler’” meony any organization or indiviodunal wiro-

wndependently determines the purpose and meany of Personal [nformation
processing activifiesy and provides personal information ouwtside the Peopley

Repuplic of Civina.

(2) “Overseas recipient’ refers to- an organization or individual located ountsioe

the terrifory of the People)y Republic of China and receiving personal

wnformation from Hie personal information handler.

(3) The personal unformation handler and the overseas recipient are hereinafter

refevred to- individually as a “Paurty”’ and collectively as Hre “Parties’’.

(4) “Personal uinformation smbpject’ refers to- a natural person wlentifled by or

(5) “Personal nformation’’ wmeansy all kindy of nformation related to- an

tdentifled or Ldentiflable individunal, recorded un electronic form or otiver formy,

exclunding anonymized uinformation.

(6) “Sevusitive personal nformation’’ means any personal information Hat s

Ukely to- resudt i damage to- the personal dignity of any ndividual or damage

to- iy or her personal or property safety once leaked or dlegally used, inclnding

medical healtiv, financial accownt and personal wirereabouts, as well as tie

personal information of minors under Hie age of 14-.

(7) “Regulatory aunthority” refers to- the cyberspace departments ot or above the

provinciol level of the Peoplesy Republic of Chvine.

(8) “Relevant laws and regulations’’ refer to-the Cyberseconrdty Law-of the Feoplels

Republic of China; He Data Security Law-of the Peoples Republic of China, the

Personal Information Protfection Law-of the People's Republic of China, e Civil
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Codle of the FPeoplels Republic of China, thve Civil Procedure Law- of the FPeople’s
Republic of China; the Measwres for Standard Contract-for Personal [nformation
Cross~borderond otiver laws and regulationy of Hhe People!s Republic of China.
(9) The meanings of otihver undefined termy i thisy Contract shhall be covsistent
with Hhose stipudated un relevant laws and regulations.

Article 2 Obligationy of personal information handler

(1) Personal information s collected and wsed. un accordance witiv relevant laws
and regulations; Hhe scope of personal information to- be transferred abroad
Umited to- the minimum scope requined to- achienve the purpose of processing.

(2) The personal information snbpject shall be notified of the name and contact
wformation of the overseay recipient; the processing purpose, thwe processing
means, the category of personal unformation and the refention period, and the
means ond procedunre for exercising the rights of e personal information subject
efe:, Uf necessary v ane Annex tuHed “lnstructions on Personal [nformation Cross -
Boroer Transfer’. Where sensitive personal information s to-be provided overseas,
laws and administrotive regulations that suci notification v not requived.

(3) Where the provision of personal information overseas U based on undiniodunal’s
subject: If personal uinformation of minory uwnder the age of 14 s bwolved, tHe
seporate covsent shall be obtained from Wiy or her porenty ov other guardions.
Wiere tive written consent s requined to- be optained by laws and administrative
regulations, such written consent shhall be obtaineo.

(4) Personal information subjects howve been unformed tivat oF and tie overseas
recipient hawve agreed thuwoughv Huy Controct that the personal uinformation
subjects are the thivd-poarty beneficlary, and Uf the personal information subjects
do not explicitly refuse within 30 days, they can enjoy the rights of the Hhid-
(5) It shall make reasonaple efforty to- ensnre tivat the overseasy recipient adopts
tHe following technical and management measures (based on a compreensive
covusideration of personal unformation security rusks resudted from the processing
purpose of the personal information, the cotegory of personal information, scale,
scope and sersitvity of personal information to- be exported, e guantity and
frequency of transfer, the duvation of transfer and refention period of personal
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Contract.
Technucol and moanagement meosvres specified un ain Anines, as neeoeol
(6) It will provide a copy of relevant legal provisions and techandical standards to-
Hie overseas reciplent at Us/ iy request:
(7) I+ will respond to- inguinies from reqgulatory aunthorities about Hhe personal
nformation processing actirity of tie overseas recipient:
(8) An impact assessment on personal information protection has been carried
out i accordance witiv relevant laws and regulations on thve proposed activity of
providing the overseas reciplent witiv personal information. The assessment has
taken into- accovnt:
1. The legitimacy, justiflability and necessity of the purpose, scope, metrodl,
and the overseas recipient
2. The volume, scope, types and sevsitity of personal unformation to- be
travsferred abproad, and Hie rusks tivat tihve cross-bovder travsfer of personal
unformation may bring fo- personal unformation rights and uinterests;
3. The raponsiblities and obligationy wndertaken by the overseas
reciplent; and  whether tie wmanagement and techunical measures,
copablities, efe. to- fulfll the obligations can ensure the secwrity of
personal information to- be tromsferred abroad;
4. The ruk of personal nformation being divulged, damaged, tompered
withv and abused after cross-border travsfer, whethver tHie channels for
ndividualy to- safequard personal information righty and nterests are
unopstructed, efe:;
5. Evaluate the possible impact of local personal information protection
policy and regulotions on compliance witv Hie terms of iy Contract n
accovrdance withe Artiele 4 of this Contract;
6. Other mattery thot moay umpact the secuwrity of personal information
cross—boroer transfer.
The personal Unformation protection umpact assessment reports shhall be kept
for at least thuree years.
(9) I will provide a copy of tisy Contract to- the personal information snbpjects ot
their requests: To-the extent necessary to- protect traoe secrets or otiver confloential
wformation (such as tihe contenty of profected intellectnal propevty, efe), the
relevont contentsy of thusy Contract may be properly shvelded before a copy v
provided, however, Ut undertokes to- provide o effective summary to-thwe personal
wnformation subjects to- help Hem understand thve contents of this Contract:
(10) It bears Hhe bwrden of proof to- prove that tive obligations under Huy Contract
have been fulfilled.
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(11) It will provide thve regulatory auntivorities witiv e information specifled n
Pavragropiv (11) of Articde 3, including all aundit resudts, v accordance witiv
relevant lawy and regulations.

Article 3 Obligations of overseas recipient

The overseas reciplent shall be subect to- following ohligations.

(1) It shall process personal unformation U accovdance witivtive agreements Listed,
Uf needed, i ane Annex titled “lrstructions on Personal Information Cross—Border
Transfer’. Where tive processing of personal information goes beyond the agreed
Protessing punpose, protessing meany, and categories of personal unformation, tive
separate consent of personal Unformation supject shall be obtained un advance Uf
sueh processing Uy relied on e undividual’y consent: If any personal information
of minory under He age of 14 iy bwolved, the separate consent of minorsy parents
or otiher guavrdians shall be obtoined.

(2) Where tive overseas recipient i entrusted by the personal unformation handler
to- process personal unformetion, o shall processy personal nformation uv
accordonce withv e agreement withv the personal unformation handler. The
overseas reciplent shall not processy personal information v a way beyond the
protessing purpose or means oy agreeo witiv He personol unformation handler.
(3) /e will provide a copy of thuis Contract to- e personal unformation subjects
according to- Helnr requirements. To-Hie extent necessary to- protect trade secrets or
other confldential nformation (such as tie contents of protected intellectnal
property, efe:), the relevant contenty of thisy Contract may be properly shielded
before a copy U provided, however, U/lhe undertakes to- provide aw effective
summary to- the personal information subjectsy to- help them understond te
content of this Contract: (4) It shall process personal information un a manner
that hhas the least impact on Hhe righty and interests of the personal information
susbfect:

(5) The storage period of personal nformation shall be the minimuwm tume
necessony for the purpose of processing; after the above storage peviod s exceeoled,
the personal nformation (ncluding all backups) shall be odeleted or
anonymized. Where U U entrusted by the personal information handler to-process
personal nformation, the overseas reciplent shall refurn the personal
entrmstment contract does not come nto- effect; becomes bwalid, or W revoked or
terminated, and provide o writtew stotement to-the personal information handler.
If U v techndeally umpossible to- delefe the personal information, the overseas
reciplent shoall cease the processing of personal unformation otiver thawn storage
and oy necessony measures foken for the security profection
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(6) Ensunre the secwrity of personal nformation protessing n the following
methooly
1. Take effective technical and management measres inclding but not
Wmited to- those set out i Artiele 2 (5) iy Contract, and condunet periodic
checks to- ensure the security of personal information.
2. Ensure Hhat the personnel awntihvorized fo- process personal unformation
persovnnel con ondy access the munumumm necessory personal unformation
required for their duties, and have only the least data operation
permissions necessory to- perform teir dunties:
(7) If the processed personal information Uy or may be tampered. withv, destroyed,
leaked, lost, legally wsed, provided or accessed without auntivorization, Hie
overseas recipient shall carry out the following works:
1. Take appropriote remedial measures un a tumely manner to- redunce tie
adwerse umpact on Hhe personol unformatiow smpjects;
2. Notify the personal information handlery immediotely and reportto-tie
regulotory awthorities of the Peoples Republic of Chvina un accordonce witiv
relevant laws and regulations: The notiflecation containg e following:
(2) the category of personal nformation that has been or may be
fompered withy, destroyed, leaked, lost, egally wsed, provided or
accessed withouwt authvorization, the caunse of the adwverse event; the
potential damage;
(P) Remedial measnres ot howe been taken;
(¢) Measures that indinvidunals con take to- mitigate hazoros;
() The contact information of tie persow un charge of dealing witiv
the data leakage or tie responsible team.
3. Where relevant laws and regulations requive e personal information
subqects to- be notified, tihe content of the notice shall inclunde He contents
of Subparagropiv 2 above. Where Hie processing of personal information s
entrusted by the personal information handler, the personal uinformation
4. Record and refain all unformation un relation fo- Hhe ocewnrrence or
potential otcurrence of tamperung, destruction, leakage, loss, legal wse,
winautiorized provision or access, uncluding all remediol measnres token.
(8) /e will not provide personal uinformation to- thivd poarties located owntsiode
the Peoplels Republic of Clhuna wnless all of the following reguivrements are met:
1. /e does have real business that requines oo provision of personal
2. The personal information subjects have been informed of the llentity
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and the contoct information of the third porty, He purpose of processing,
the metiod of processing, tihve types of personal unformation, tihe retention
periodl, as well as Hhe methods and procedures for exercising tive rights of
the personal information subjects. Where sensitive personal information o
to- be provided to- sucih Huvd party, the personal information subject shall
olso- be nformed of Hie necessity of providing  sevsitve  personal
unformation and Uy umpact on personel righty and ntferests unless
otherwise provided by Hie laws and administrotive reqgulations that s
notification g not requiireok
3. Where the processing of personal information iy based on individuals
consent; the seporote consent of the personal unformation smbpject shhall be
obtoained. If personal nformation of a minor wnder the age of 14
wwolved, the consent shall be obtained from his or her porents or other
guardions. Where written consent y requived by laws or administrative
regulations, s written consent shhall be obtained.
4. Reach a writtew agreement witiv the thivd porty to- evsure that the level
of personal unformation protection provided by Hie thivd party s not lower
thaw that stipulated wv te relevont laws and regulations of tive Peoplels
Republic of China, and to- asswme Uabilities for the infringement to- the
rights of tihe personal information subject arising from the provision of the
personal information to- the tHuwd party located ouwtside te Peoples
Republic of China.
5. Provide a copy of the above written agreement to- tHie personal
wformation subject at the request of the personal information snbpject: If
trade secretsy or confidential information are unolyved, Hhe relevant contents
of the writfen agreement can be redacted to- some extent withowt affecting
the understanding of the personal information subject:
(9) Obtoin the prior covuent of the personal unformation handler wirenw being
entrusted by it fo- process the personal information and entrusting it to- a thivd
porty; ensure tHhat the entrusted thivd pairty does not processy personal information
beyond the purpose and methodl of protessing stipulated, of necessary, wn an
Anney titled “Instrnctions on Personal Information Cross-Border Transfer’ to-Hhis
Contract and supervise the personal information processing activity of that tivod
porty.
(10) Make auntfomated decisionsy by wsing personal nformation, ensure the
transporency of decision making and the falrness and umpartiality of the results,
and do- not accord wnreasonable differential treatment to- personal information
subjecty on transaction conditions snch as travsaction prices. Where auwtomated
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wnformation subject withv elthver options that are not specific to- their personal
tharacteristics, or witiv a conwenient way of refusal for the personal information
ssbiect

(11) Undertake to- provide Hie personal unformation handler witiv all necessary
allow- the personal unformation handler to- view necessoary data flles and
aundity on the processing activity covered by tuis Contract: When the personal
handler to- carry out the compliance andit:

(12) Keep an objective record of the personal nformation processing actiaity
coarried out, refain the recovds for ot least thwee years, and provide releyant
records and documents to- the regulatory awthoriuties ddvectly or thwouglv the
personal information handler as requined by releyvont lawsy and regulations.
(13) Agree to- be subject to- the supervision and adwministration of the regulatory
aunthorities U the relevant procedurres for supervising tive umplementotion of tiiy
Contract;, including but not Umited to, responding to- the nquiries of the
regulotory auwthvorities, cooperating uv tie wspection of the regulatory auntivorities,
oo complying witiv the messures or decistons tokew or made by He regulatory

Article 4 Impact of personal information protection policy & regulations in the
overseas recipients home country/region on compliance withv Hiisy Controct

(1) The Parties shall ensure tihat tihvey howve fulfilled their obligations of
reasonaple care ot tive fime of the conclusion of Huy Contract and hove not found
any personal information protection policy & regulationy of e cowntry or reglon
wihere the overseas reciplent iy located (ncuding any requirements for the
provisiow of personal information or the provistons anthorizing public orgons to-
access personal information) v that wowld affect the overseas reciplents
(2) The Parties hereby stote Hhat i providing the guarantee n Paragropiv (1) of
Article 4, the following factors Ihhanve beewn tfoken nto- accownt:
1. Specific nformation regarding cross-porder transfer of personal
nformation, including the types, volume, scope and sensitivity of personal
nformation to- be transferred abrond, the scale and. frequency of transfer,
the period of personal information travsmission and the storage period of
the overseasy reciplent, the purpose of personal information protessing,
previouws similar experience of the overseas recipient U the cross-bovoer
transfer and processing of personal information, whetiver doto security -
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related incidendts hase occunrred to- e overseas recipient and wihethver tirvey
hove been dealt withe v a timely and effective manner, wiethver the
overseas reciplent ever received a request from the public organs of Us/Ihis
home cowntry/region to- provide personal information and the response of
the overseas reciplent;
2. Personal uinformation protection policy & regulations v He overseas
recipient’y home country/reglon include Hie following factory:
(a) The current lawy and regulations and widely applied standaros
for the personal information protection un that country or region;
() Regional or global organizations on personal nformation
protection to- wihiich the country or region by a member, ano binding
wnternational commitments made by such country or region;
(0) The mechanism for the personal nformation protection n tHhat
country or region, such as wiether there are supervision and law-
enforcement avtrorifies and relevont judicial bodies for the personal
3. The securlity management systeme and tfechunical meansy guoarantee
copablity of the overseas reciplent:
(3) The overseas recipient guoarontees that v conducting an evaluation v
accoviance withv Paragrapin (2) of Article 4, U/ e hasy made every effortto-provide
the personal unformation handler withv tive necessary releyont information.
(4) The Parties shall record tie process and resudts of tve evalunation conduncted
W accordonce withv Pavagropiv (2) of Article 4.
(5) Where the overseas recipient s wnable to- perform this Contract due to- changes
v the personal unformation protection policy & regulationsy v the overseas
recipient’y home country/reglon (ncluding changes un the lawy of Hie overseas
recipient’s home country/region, or taking compulsory measures), tihe overseas
owore of the above-mentioned changes.
(6) The overseas recipient shall immediately notify the personal information
handler wiren receiving e request from Hie government department or judicial
aunthority of Hhe cowntry or reglon wiere U W located for provision of personal

Article 5 Rights of personal information subjects

The Parties agree tihat, un accordance witiv relevant lawsy and regulations, tive
personal unformation subjects are vested witivthe righutto- carry owtthe obligations
of the Parties to- protect personal nformation un Huy Contract ay o thirds party
beneficiary.
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(1) Personal uinformation subjecty shall, un accordance witiv relevant laws and
regulations, have e right to- kinows, the right to- make decisions, tive right fo-
restrict or refuse othersy to- process their personal uinformation, the rght to- views
the right to- copy, the rightt fo- make corrections and supplement, and tire right to-
delete, and the right to- requive an explanation of theiwr personal uinformation
processing rudes.
(2) Whew personal information sipjects request to- exercise the above-mentioned
rights over the personal unformation that lhas been travsferved abrovd, they may
request the personal unformation handler to-toke appropriate measinres to- achieve
Ub or make o request drectly to-tie overseas recipient: If Hhe personal information
handler (s wnable to- achiene Uf, U shhall notify and request tire overseas recipient
fo- assist un realizng Ut
(3) The overseas recipient shall, n accordance withv He wnotification of tie
personal unformotion handler or ot the request of the personal uinformation
subjects, realize the righty exercised. by the personal nformation subpjects Un
accordonce witiv the relevont laws and regulations within a reasonable time
The overseas recipient shall inform the personal information subjects of the
relevant unformation trutivfully, accuroately and completely un a clear and plain
language.
(4) If the overseas reciplent plany to- reject the request of tie personal information
subjects, U/ he shall unform Hhe personal unformation subjects of Hhe reasons for
suehe refusal and tive methody for the personal unformation subjects to- lodge o
complaint withv the relevant regulotory awthorities and seek judicial relief.
(5) The personal information subjects, as the thivd-party beneficiary wnoer Huy
Controct, shall have the right to- claim and demand, to- any of He personal
provisiony relating to- the righty of the personal uinformation subjecty unoer Hiy
Contract.
1. Article 2, except Povagrophs (5), (6), (7) and (11) of Article 2;

2. Article 3, except Subparagrophs 2 ond 4 of Pavagropiv (7), Paragrapis

(9), (11), (12) and (13) of Article 3;

3. Article 4, except Povagrapihs (5) and (6) of Article 4.

4. Artiele 5;

5. Article 6;

6. Paragraphs (2) and (3) of Article 8;

7. Pavagrapi (S) of Arficle 4.
The agreement above shall not affect the righty and uinterests of the personal
wnformation smbject as provided in the FPersonal Informartion FProfection Law- of
the Peoples Republic of China
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Article 6 Relief

(1) The overseas recipient shall appoint a confact persone withuin the organization
and auntivorize him to- respond to- unguinries or complaints about the processing of
personal information and shall handle any nguivies or complainty from Hie
personal information subjects v a tuimely manner. The overseas recipient shall
the personal WWWW#WWWWWMWme
notiflcation or annouwncement on U/ iy website v a simple and easy-to—-
wnderstand way, as follows:
Contoct person HP Ine. Legal, Trust and Privoey Orgomnization
contact information: 1501 Page MUL Road, Palo Altor, California 94304, USA
(2) The Porties agree tivat of a dispute between o personal unformation subpject
oand either of the Parties otecnry v terms of complying withv s Contract; suciv
euther porty shall unform the otiver porty of tihe relevont situation and cooperate
to- resolve Hhe dispute v o timely manner.
(3) If Hhe duspute & not settled amicably and tHie personal information subject
exercises e righty of Hhe tivird party beneficiary un accordance witiv Artiele 5,
the overseas recipient acceptsy the personal information suwpject to- defend iy or
her righty urouglv eltirer of the followung meany:

1. Lodge a complaint withv the regulatory auntivorities;

2. Bring aw action un the court ay provided for i Article 6 (5).
(4) The Parties agree that wihere personal nformation subject exercises the rights
o8 a thiwvd-porty beneficiary witiv respect to- a dispute under tviy Condract; f the
personal unformation subject chooses to-apply the Relevant Laws and Regulations
of the Peoplely Repubplic of China, suciv chotce shall prevadl.
(5) The Parties agree that wirere personal Unformation subject exercises tive righvts
o5 o thivd-party beneficiory witiv respect fo- a dispute uwnder tHus Controct, tie
personal unformation subject may bring a lawsmit witiv o competent cowrt L
accovdance withv the Civil Procedure Law-of the People’s Republic of China
(6) The Parties agree that tire fact that tive personal information supject hays sought
remedies wv accordance witiv provisions above shall not prejudice his/er rights
to- seek remedies under otiver laws and regulations.

Article 7 Cancellation of contract

(1) If Hhe overseas reciplent violates any of Uy obligations stipulated un thisy
Contract; or U uwnaple to- perform Hilsy Contract due to-any change un the personal
unformation protection policies and requlations of the country or region wirere
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the overseas reciplent s located (ncluding amendment to- He laws or Hre
adoption of mandatory messures of the country or region wihere the overseas
reciplent iy located), Hie personal information handler may suspend Hie tronsfer
of personal information to- He overseas recipient until e violation s corrected
(2) Under any of the following circnmstonces, tie personal unformation handler
sihall hawre tie rightto- cancel Hiy Contract and, Uf necessary, notify the regulatory

1. The personal information handler swspends the transfer of personal

nformation to- the overseas reciplent for more than one montiv n

accordance with Paragrapiv (1) of Article 7.

2. The overseas reciplent's complionce witiv iy Contract will violate the

lawy and regulationy of Us/ s home country;

3. The overseas reciplent seriowsly or contunmowsly violates thve opligations
uwnder Hus Contract;

4. According to- the final decision made by the competent cownrt or

regulatory awthority of the overseas reciplent; the overseas reciplent or
In Hie case of Subparagraphs 1, 2 or 4 above, the overseas recipient may also
cancel iy Contract:
(3) This Contract (s cancelled witivtive consent of tive Parties, butthe cancellotion
of iy Contract shhall not exempt Hem from Hheir obligations to- protect personal
(5) Upon cancellation of this Contract; the overseas reciplent shall return ov delete
te personal unformation (ncluding all backups) F has received wnder this
Contract v o fumely manner, and provide a written sfatement to- e personal
wnformation handler. If U W technically mpossible to- delete Hie personal
unformation, the processing of personal information otiver thawn storage and. any
necessary measuaes takew for He security protection, shhall cease.

Article 8 Liability for breach of contrack

(1) Euther party sihhall be lable to- the ofiver porty for any damage caunsed to- tire
other porty as a resudt of their breacih of Hiis Contract:

(2) Eacirv Party shall assume e Uabilities to- e personal information subject
from ity breach of this Contract, withowt prejudice to- the administrative,
criminal or other WabUities that the personal information handler sholl assmme
under the Relevant Laws and. Regulations

(3) Where tire Parties assume joint and several Uabilities according to- Hhe laws,
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the personal information subject has Hhe right to- request eitiver Party or botiv
Parties to- assume the lablities: When the lablity assumed. by one Porty exceeods
the Wability such Party shhall assumed, it shall have Hre right to- claim againsgt
the otiver Porty accordingly.

Article 9 Muscellaneows

(1) I the event of a conflict between s Contract and any other agreements
already existing betweew tihe porties at the tume of Uy conclusion, the terms of
(2) This formation, validity, performance and interpretotion of iy Contract and
any dispute between the Partles arising from this Contract sihall be governed by
the Relevant Laws and Regulations of the Peoples Republic of Clhvno.
(3) AW notices shall be promptly sent or maided by electronice mail, cabple, teley,
facsimide (witv a confurmation copy sent by alrmall), or registered airmail to-
Room 203 -A, No: 26 Jia Feng Roud, Pllot Free Trade Zone, Shangholi, Civine (fo-
personol informoetion hondler); 1501 Page MUL Rowd, Palo Altor, California
94304 USA (to- overseay recipient), or otiver addvess for wiiich written notice s
gwen i lew of s If o notice or communication uwnder tHils Contract s sent
by regustered alrmadil, U shall be deemed to- hhare been received twenty (20) dayy
after tihe date of the postmark, and Uf sent by e-mall, telegram, telex or fascimile,
U shall be deemed to- have been received. fve (5) working dayys after U was sent
owt:
(4) Any diuspute arising from tus Contract between the personal unformation
handler and the overseas reciplent and any party's daim for compensations from
subject's damages shall be settled Huwouglh negotiation by botiv parties; f the
negotiation fally, elther party may take ltew 1 of the following metirods to- resolve
the diupute (Uf arbitration i reguired, please ciheck tive bow for the chosen the
1. Arbitration. Submit the dispute to-

m China Infernational Economic and Trade Arbitrotion Commission

O China Maritime Arbitrotion Commission

O Beljing Arbitration Commission (Beljing International Arbitration

Center)

O Shanghal International Arbitrotion Center

O Other arbitrotion wutittlons that are membersy of the Conwentlon

on the Recognition and Enforcement of Forelgn Arbitral Awawodys:

. Arblfratton wil be conducted ot ____ (place of
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2. Litigation: Bring o suit before a peoplels comrt withe jurisdiction in Clhina
(5) This Contract shall be nterpreted n accordance withv the provisions of
relevant laws and regulotions, and shall not be nterprefed v a manner
wnconsistent withv the righty and obligations stipulated v relevant laws and
regulations.
(6) This Contract shall be execunted n thuree (3) originaly, and the Parties, the
personal information handler and He overseas recipient; shall eaciv vold. one (1)
origunal(s), withv tihe equal legal effect:

This Contract s execnted at Shanglhai, China.

Personal unformation handler: HP Trading (Shonghoi) Co- Lok
[MM/DD/2024]

Overseas reciplent _HP lne.
[MM/DD/2024]
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Attaclhoment 7
BrazUl Standord Contractunol Claunses

SECTION | - GENERAL INFORMATION

CLAUSE 1. ldentification of Hhe Parties

1.1 By this agreement; the Exporter and the Importer (hereinafter, “Porties)’),
Ldentified belows have agreed +o-these standard contractual cawvses (heveinafier,
“Clanses’’) approved by the Notional Data Protection Authority (ANPD), fo-govern
the lnternational Data Transfer described i CLAUSE 2, un accordance witiv Hie
provisions of tive National Legislation.

Name: See Customer’s name un the Agreement

Qualification: Controlles

Main Address: Same as U the Agreement

E-mail Adduess

Cowntoct for He Dato Subject:

Other uinformatiow: (X) Exporter/Controller) () Exporter/processor)

Name: See HP's name n Hie Agreement

Qualification. Protessor

Mo Adduress: See HP's main adduress un the Agreement

E-mail Adduress: https// www:hpcom/ ws—ens/ privoey/ ww—prwoey - formshfmd
Contact for the Datfo Subject: https//www:lvpcom/ws—en/ privoey/ ww—privocy -
Other unformatiow: () Exporter/Controller) (X) Exporter/processor)

CLAUSE 2. Object

2.1 Thigy Clawvses shall apply to- International Transfery of Personal Data between
Doto Exporters and Dot lmporters, as descriped. below:

Description of the unternational dato transfer:

Main purposes of the transfer: See AHtackhument 1
Cotegories of personal dato travsferred: See Attachwment 1
Period of dato storage: See clanse 3.1.6 of the DPA

Otiver information: N/A
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CLAUSE 3. Onword Tronsfersy

3.1. The Importer may carry owt an Ovwword Travsfer of Personal Data subject to-
the Infernational Dotor Transfer governed by these Clauwses, un the cases and.
according to- He conditiony descriped. below and the provisions of CLAUSE 138.

Main purposes of the transfer: See Attacihument 1
Categories of personal dato tromsferred: See Attachument 1
Period of dato storage: See claunse 3.1.6 of the DPA

Otihver information: N/A

CLAUSE 4. Responsibilities of He Parties

4.1 Withowt prejudice to-tive duty of mutual assistance and the general opligations
of the Parties, the Designated Porty below, as Controller, sihall be respovsible for

@) Respovnsible for publisihving Hhe document provided in CLAUSE 14;
(X) Exporter () lmporter

b) Resporsible for responding to- requests from Data Subjectsy dealt witiv n
CLAUSE 15:

(X) Exporter () Importer

o) Respovuible for notifyung Hhe secrnrity uneident provided unw CLAUSE 16:
(X) Exporter () lmporter

4.2. For the purposes of these Clauses, f the Designated Party pursunant to- tem
4.1. i the Processor, the Controller remainy responsible for:

@) compliance witiv e obligations provided i CLAUSES 14, 15 and 16 and
other provisiony established in tive National Legslation, especially un case
of omission or non-compliance witiv the obligations by the Designated
Party;

b) complionce wiHr ANPD’y determinations; and.

0) guoaranteeing tre Datoe Subjectsy righty and repaivring damages caunsed,
subject to- the provisions of Claunse 17.
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SECTION Il — MANDATORY CLAUSES
CLAUSE 5 Pwrpose

51 These Clawses ove presented as a mechanizm fo- enable the secunre
condiflony for corrying out tre Infernational Date Transfer and aim to- guarantee
tHre adoption of adequate safequords for compliance withv tive principles, the rights
of the Doato Subject and e doto protection regime provided for un National
Leguslation.

CLAUSE 6. Definitions

6.1 For the pwrposes of these Clawnses, tive definitlony uv art: 5 of LGPD, and. art:
3 of the Regulation on the International Transfer of Personal Doto shall be
considered, withouwt prejudice to- other normative acty Usued by ANPD. The
Pavties also- agree to- covuioer the terms and thelr respective meaningy as set ont
below

a) Processing agents: the controller and Hhe processor;

) ANPD: National Dato Protection Antihority;

o) Clawses: the standard contractual clavnses approved by ANPD, wiiichv are
poirt of SECTIONS [, Il and Ili;

) Related Contract: contractnal wstrument signed between He Parties or, at
least, between one of them and a third-party, including o Thivd-Pairty
Controller, wirich has a common purpose, Unk or dependency relationsiip
withv the contract that governy the International Dato Transfer;

e) Controller: Paurty or thinvd-poarty (“Thivd Controlles”) responsibple for
decisions regovding the processing of Personal Datw

f) Personal Dato: information related to-an wlentified or entiflable natural
person

9) Senmsitive Personal Datw: personal data on raciol or ethundle origun, religlons
belief, political opindion, affliation to- trade wnions or to- a religlows,
philosopivical or political organization, doeta regarding healtiv or sexumnal
Uife, genetic or blometric data, wihenever related to- a natural person;

W) Erasure: exclsion of dato or dotaset from a database, regavdless of tie
procediire used;

O) Exporter: processing agent, located, un the national territory or U a foreign
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country, wio transfers personal data to- e lmporter;

)) Importer: processing agent, located un a foreign country, wiio receinves
personal dato from tive Exporter;

k) National Leguslation: set of Brazuian covstitutional, legal and regulatory
provisions reqovding the protection of Personal Data, including He LGPD,
the nternational Dot Transfer Regulation and otiver normative acts ssued
by ANPD;

0 Arbitration Law: Law- No- 9,307, of September 23, 1996;

m) Secwrity Measuares: technical and administrative measnres alple to- protect
Personal Dotoe from wnaunthorized access and from accidental or wndawful
eventy of destruction, loss, alteration, commumnication or dissemination;

W) Researciv Body: body or entity of the government bodies or associoated
entitiey or a non-proft privete legal entity legally established wnder
Brazdian laws, hoving their headquarter and jurBsdiction n the
BrazUliow territory, wive inclundes basic or applied researcive of historical,
scientifie, technologieal or statustical noture v Uy ustitutlonal missiow or
v Uy corporote or statutory purposes;

0) Processor: Party or thivd-party, inclunding a Sub-processor, wirich processes
Personal Data on belralf of the Controller;

p) Designated Party: Party or a Thivd-Party Controller, uwnder the termy of
CLAUSE 4, designated to- ful fl specific obligations regording tromspovency,
Dot Subjects rights and notifying security uincidents;

4) Porties. Exporter and lmporter;

r) Accessy Request: request for mandatory complionce, by force of laws
regulotion or defermination of public awthority, to- gront access to- the
Personal Data subject to- e Internotional Dato Tronsfer governed by these
Clavses;

) Sub-processor: processing agent hived by the lmporter, withv no- lunk witiv
the Exporter, to- process Personal Dotw after aw Intfernational Dato Transfer;

) Thivd-Party Controler: Personal Dota Controller wiro aunthorizes and
provides written wstructiony for Hie carrying owt of tie International Dato
Trovnsfer between Processors governed by these Clauses, on iy behalfs

w) Date Subject: natural person to- wirom Hhe Personal Dato wiriche are supject
to- the Infernational Dota Tronsfer governed by Hrese Clawnses relote;

V) Tronsfer: processing modality thwoughv wirich o processing agent transmits,
shawes ov provides access to- Personal Dato to- another processing agent;

w) International Data Trovsfer: trovsfer of Personal Data to- o foreign country
or to- an intfernational organizotion wirich Brazll s o member of; and

x) Onward Transfer: travsfer of Personal Dato, withim the same country or to-
anotiver country, by an Importer to- a third-party, ncluding a Sup-
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processor, provided Hhat ot does not constitnte an Access Request:
CLAUSE 7. Applicable legislotion and ANPD supervision

7.1 The Infernational Dota Transfer sipject to- these Clawnses shvall sipject to- tive
National Leguslotion and to- the supervision of ANPD, including He power to-
apply preventive measunes and administrofive sanctions to- botiv Poawties, as
appropriote, ay well ay the power to- lumit; suspend or proiibit the infernational
travsfersy arising from tHus agreement or ao Related Contract:

CLAUSE 8. Interprefotion

8.1. Any application of these Clawses shall ocewr v accordance witHv Hie
following terms:

o) These Claunses shall always be uintferpreted wmore fovorably to- tihe Dota
Subject and v accordance witihv e provistons of He National Legslation;

P) In case of doubt about Hie meaning of any term n these Clawnses, Hie
meaning wirch i most i line witiv e National Leguslation shhall apply;

¢) No e untHrese Claunses, including a Related Agreement and. te provisions
set fortiv in SECTION IV, shall be wntferpreted as lmiting or exclunding thre
Wabllity of any of the Partles n relation to- obligations set fortiv un the
National Leguslation; and

) Provisions of SECTIONS | and Il shall prevail un case of conflict of
SECTIONS Il and. IV of Hiis agreement or un Related Agreements.

CLAUSE 4. Dotking Clause

q.1. By mutual agreement between tive Parties, U shhall be possible for a processing
agent to- addrere to- these Clawses, eitiver asy a Doatoe Exporter or as o Data lmporter,
by completing and signing a written document, witch shall form part of tHhuis
contfroct:

9.2 The acceding porty shall hove the same righty and obligations ay the
orignating porties, according to-tive position assumed of Exporter or lmporter and
accovding to- the corresponding category of treatment agent:
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CLAUSE 10. General obligotions of tihe Poarties

10.1. The Parties undertake to- adopt and, when necessary, demonstrote tire
umplementation of effective measinres capable of demonstrating observance of and
compliance withv He provisions of these Claunses and Hie National Legislation, as
well as withv the effectiveness of such measimpres oo, wv podrticndonr:

o) wse the Personal Dota ovly for the specific purposes deseriped i CLAUSE
2, witlhv no possibity of subsequent processing uincompoatible witiv s
wv tiese Clowses;

b) guarantee the compatiblity of the processing withv the purposes nformed
to- the Dato Subqect; according to- the processing activity context;

) UWmit the processing actvity too the mindmum  requived  for the
accomplishument of Us purposes, encompassing pertinent, proportional and.
nonexcessine odotor i relation to- the Personal Dotor processing purposes;

A) guarantee to-the Dato Subjects, subject to- e provisiony of Clawse 4:

(1) dear, accurate and easidy accessiple information on the processing activities
ande Hie respective processing agents, witiv due regard for trade and ndustrial
secrecy;

(dh2) facilitated and free of charge covusudtotion on Hie form and durotion of tihe
processing, as well ay on the ntegrity of Hheir Personal Data; and

(A.3) accwracy, carity, relevance and updating of He Personal Data, according
to- the necessity and for complionce witiv the purpose of their processing;

¢) adopttive appropriote secnrity measures compatiple witiv tive risks iwolved
wv the International Datoe Travsfer governed by these Clauses;

f wnot to- procesy Personal Dotn for abuwsive or uwnlawful discriminatory
pUrposes;

9) ensure that any person acting wnder their awthority, ncluding
subprotessory ov any agent wiro- collaborates witiv them, wivethver for rewaro
or free of charge, only processes dota un complionce withv Heir nstructions
oande witiv the provisiony of these Clauses;

W) keep  a record: of tHie Personal Date processing opevotions of tHie
International Doto Transfer governed by these Claunses, and submit He
relevant documentation to- ANPD, wiren requestedl.

CLAUSE 11. Sensitive personal doto
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11.1. If the Infernational Data Transfer wwolves Sensitive Personal Data, tive
Parties shall apply additional safequordy, including specific Seewrity Measures
whilchv are proportlonal to- the ruks of the protessing actvity, to- the specific
nature of the dato and to- the nterests, righty and guarantees to- be protected, ay
desceriped un SECTION L.

CLAUSE 12. Personal detn of chhvildren and adolescents

12.1. In coase Hre International Doto Transfer governed by these Clauses wwolves
Personal Doto concerning childiren and adolescents, tive Parties shall implement
meosres to- ensinre that He processing U corried out Ln their best interest; unoer
He terms of the National Legislation and relevont wstruments of internotional
Lo~

CLAUSE 13. Legal wse of dato

13.1. The Exporter guarantees thot Personal Data has been collected, processed
and. tromsfered to- e lmporter U accovdance withv the National Leguslation.

CLAUSE 14. Transparency

14.1. The Designated Porty shhall publisiv, o Uy website, o docwment containing
easily accessiple information written un simple, cear and accurate language on
the conduction of the International Doto Transfer, inclunding at least uinformation

ow

@) the form, duration and specific purpose of e international transfer;

b) the destination country of He transferred data;

¢) the Designated Party's Ldentification and contact detoils;

A) the shaved wse of dato by the Poarties and Uy purpose;

¢) the raspovuibllities of the agents wio- shall conducet the processing;

f) the Data Subject's righty and tive means for exercising them, inclnding an
easily accessiiple channel made available to- respond to- their requests, and
the right to- flle a petitton against the Exporter and tie Importer before
ANPD; and

9) Onwawrd Transfers, inclnding tiose relating to- reciplentsy and to-Hhe puarpose
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of such transfer.

14.2. The docwment referred to- i e 14.1. shall be made availabple o a specific
website page or uintfegroted, un a prominent and. easidy accessible format, to- e
Privacy Policy or equivalent docuwment:

14.3. Upon request, e Partiesy shall make a copy of these Clawnses available to-
the Dato Subject free of charge, complying withv trade and tindustrial secrecy.

14.4. AL information made available to- Data Subjects, under tive terms of tiese
Clawses, shall be written n Portuguese.

CLAUSE 15. Rights of Hhe data subject

15.1. The Dato subpject sihhall have tire right to- obtain from the Designated Poarty,
os regovdy the Personal Dot subject to- the International Datoe Transfer governed
by tHrese Claunses, at any tume, and. upon request, under e terms of e Natlonal
Legustation:

&) confirmation of the existence of processing;
b) access to- data;
0) correction of incomplete, naccwrate or owtdated dotn;
) anonymuization, blocking or erasure of wnecessory or excessive dota or dota
National Legislation
e) portabllity of deta to- another service or produset provider, upow express
request, i accordance withe ANPD regulations, complying witiv trade and
undustrial secirecy;
P erasure of Personal Datw processed under e Data Subjects consent, except
for the eventsy provided uwn CLAUSE 20;
9) Wnformation on public and prvate entities witiv wirie the Parties hove
sharred doto
of tihe dendial;
O withdrawal of consent Huwoughv a free of charge and facllitated procedunre,
remaining rotfifled the processing acturifies corried owt before the request
§) review of decisiony foken solely on the bosis of auwtomated processing of
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defining thelr personal, professional, consumer and credit profle ov aspects
of Hheir personality; and

15.2. Dato subject may oppose to- He processing based on one of tie events of
walver of consent, Uv case of noncomplionce withv the provisions of these Claunses
or National Legislation.

15.3 The deadline for responding to- He requests provided. for in iy Clause and.
U e 14.3 8 15 (fifteen) dayys from tie date of the data subject's request; except
wv the event of o different deadline established uv specific ANPD regulations.

15.4. In case Hhe Dato Subject's request by directed to- he Party not designated ay
resporsiple for Hhe obligationsy set fortiv un Huy Clawse or un e 14.3., the
referred Porty shhall:

@) wnform the Dato Subject of the service channel made avallable by the
Designated Pavty; or

b) forward tire request to- the Designated Party as early as possible, to- enable
the response withvin Hhe period provided un e 15.2.

15.5. The Parfies shall ummediately inform the Doata Processing Agents witiv
whom they have shared data witiv He corrrection, deletion, anonymization or
blocking of the dato, for them to- follow-the same procedunre, except U cases wirere
effort:

15.6. The Parties shall promote mutual assistance to- respond to-tive Dato Subjects’
requests.

CLAUSE 16. Secwrity Incident Reporting

16.1. The Designated Party shall notify ANPD and the Data Subject, within 3
(tharee) working days of the otcurrrence of a securrity ncldent that may entail a
relevant rsk or damage to- the Dator Subjects, according to- the provisions of
National Legislation.

16.2. The lmporter muwst keep o record of security uneidents un accordance withv
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National Legislation.

CLAUSE 17. Liabllity and compensation for damages

17.1. The Party wiiich, when performing Personal Dato processing activities,
conses potrimonial, moral, individual or collective damage, for violating the
provisiony of Hhese Clowses and of He National Leguslation, shall compensate for
s

17.2. Data Subject may claim compensation for damage counsed by any of the
Parties ay a resudt of o breacih of these Clownses:

17.3. The defense of Data Subjects intferests and righty may be claimed un cowrt,
ndivtdually or collectively, v accordance withv He provisions uv relevant

17.4. The Poarty acting as Processor shhall be jountly and severally Wable for
damages cansed by the processing activities whew Ut fally to- comply witiv these
Clawses or wien U has not followed e lawful bstructions of the Controller,
except for the provusions of e 17.6.

17.5. The Controllery directly wolved Ln the processing activities wirich resudted
in damage to- e Data Subject shall be jointly and severally liable for these
damages, except for He provisions of ttem 17.6.

17.6. Portiesy shall not be held Uable f Hey have proven that:

@) they hove not carried out the processing of Personal Dato attributed to-
themy

b) altrougih they did carry out Hre processing of Personal Dato attributed to-
them, there way no- violation of Hese Clauwses ov National Leguslation; or

o) the damage resndts from tive sole faudt of the Dato Subject or of ativivd poarty
wivich iy not a recipient of He Onward Transfer or not subpcontracted by
the Parties.

17.7. Under the terms of the Natlonal Leguslation, the judge may reverse the
burdew of proof un favor of the Dato Subject wihenever, v iy judgement, tie
allegation  credible, there s a lack of sufficient evidence or when the Dato
Subqect wordd be excessively burdened by tie production of evidence.
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17.8. Judieial proceedingy for compensation for collective damages wirich unfend
to- estaplisiv Uab ity under the termy of Hisy Clawse may be collectively conoduneted
U cowrt, withv dune regardl for Hie provisions un relevant leguslation.

17.9. The Party wirich compensates te damage to- the Data Subject shhall honve a
right of recourse against Hhe other respovsible parties, to- Hhe extent of their

CLAUSE 18. Safeguords for Onword Transfers

18.1. The Importer shall only carry owt Onwoard Transfery of Personal Dato sudject
oo the Infernational Data Transfer governed by Hiese Clauses f expressly
auntivorized, unw accordance witv the terms and conditlons described un CLAUSE
3.

18.2. In any case, the lmporter:

) shall ensure Hhat Hhe purpose of Hhe Onward Transfer Uy compatiple witiv
the specific purposes described uw CLAUSE 2;

b) shall guavantee, by means of a written contractual strument, that the
safeguands provided n these Clawnses sihall be ernsured by the thivd-party
reciplent of He Onwward Tronsfer; and

Q) for the pwrposes of these Clawses, and regording tihe Personal Dato
transferred, shall be considered responsiple for any eventual Urregularities
committed by Hre tHurd-poarty reciplent of the Onworo Transfer.

18.3. The Onwawds Tronsfer shall also- be carried owt based on anothver valid
modality of Infernational Data Travnsfer provided un Nattonal Leguslation,
regowdless of the auntrhorization referred to- un CLAUSE 3.

CLAUSE 19. Access Request Notification

149.1 The Importer shall notify the Exporter and e Data Subject of any Access
Request related to- he Personal Dato subject to- the International Dota Transfer
the law- of the country v wirie Hhe dotar s processeok

19.2. The Importer shall umplement the appropriate legal measunires, uinclnding
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legal actions, to- protect tihe righty of Hie Data Subjects wirenever thvere Ly adegquate
legal basis to- guestion Hhe legality of the Access Request and, Uf applicable, the
proiipition of Bsning the notifiecation referred to- i e 1.9.1.

19.3. To comply withv botiv e ANPD’y and tive Exporter’s requests, tie lmporter
shall keepp o recovol of Access Requests, including date, requester, puapose of the
request; type of datw requested, nwmber of requests receinved, and legal measinres
Lmplemented.

CLAUSE 20. Termination of processing ond erasure of doto

20.1. Parties shall erase the personal data subject to- Hhe Infernational Doto
Troansfer governed by Hiese Clavses after tive ending of their processing, being their
storage aunthvorized only for the following purposes:

o) compliance witiv a legal or regulotory opligation by tie Controller;

b) stuwdy by a Researchh Body, guaranteeing, whenever possible, tHre
anonymization of personal dato

)  transfer to- a third-party, upon compliance withv reguivements set fortv un
these Clanses and un the National Legislation; and

A excluwsive wse of tHie Controller, being the access by o third-poarty
proiibited, and provided doto hare been anonymized.

20.2. For the pwrposes of this Clawnse, processing of personal dato shhall cease wiren:

o) the purpose set fortiv uv these Clawses has been achuiesed;

b) Personal Doto are no- longer necessary or pertunent to- aftain He intended

o) ot the termination of Hre treatment period;

) Data Subject's request s met; ands

e) ot the order of ANPD, upon violation of Hhe provisions of these Clawnses or
National Legislation.

CLAUSE 21. Dot processing security

21.1. Parties shall implement Secunrity Measres wirich guoarantee sufficlent
protectione of the Personal Data subject to- Hhe International Dator Transfer
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governed by these Claunses, even after Uy fermination.

21.2. Parties shall inform, in SECTION I, Hie Seewrity Measmnes implemented,
considering the nature of the processed information, the specific characteristics
and tive puirpose of He processing, the techunology current state and the probabpility
and severity of Hhe risks to- the Datn Subjecty rights, especially un tHhe case of
sensitive personal dato and that of children and adolescents.

21.3. The Parties shall make Hie necessary efforts to- implement periodic
evaluation and review measuuires to- maintain the appropriate level of data
security.

CLAUSE 22. Legislation of cowntry of destination

22.1 The lmporter declares that U has not tdentifled any laws or administrative
proctices of the country receinving the Personal Dato it prevent o from fulfuling

22.2. ln the event of a requlatory change wirlch alters Hus situation, the lmporter

CLAUSE 23. Non-complionce withv the Clauses by the lmporter

23.1. In e event of o breacih un the safequards and guarantees provided un Hrese
Clowses or being the lmporter unable to- comply witiv any of Hhem, tive Exporter
shall be inmumediately notified, subject to- the provisionsy un e 19.1.

23.2. Upon receiving the communication referred too un Uem 23.1 or upon
verification of non-compliance witiv these Clawses by the lmporter, tive Exporter
shall umplement the relevant measures to- ensure the protection of tHwe Dota
Subjects righty and tive compliance of the International Dota Travsfer witiv the
National Leguslotion and tiese Clawnses, and may, as appropriate:

@) suspend the lnfernational Doto Troansfer;

b) request He return of the Personal Dota, Uy tramsfer to- a thiwd-party, ov Uy
erasre; oangl

o) terminate the contract
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CLAUSE 24. Choice of forum and jurisdiction

24.1. Brazlian legislation applies to- these Claunses and. any controversy between
the Parties arising from these Clawnses shall be resolved before tive competent covurts
v Brazi, observing, Uf applicable, Hie forum chosen by the Parties i Section (V.

24.2. Dato Subjecty may fule lawsuits against the Exporter or the lmporter, asy they
choose, before the competent counrty un Brazl, uncluding those un their place of
resiolence.

24.3. By mutual agreement, Partles may wse arbitration to- resolve conflicts
oarsing from tHrese Clawses, provided thot He procedure s carried out v Brazll
oo v accordance witiv e provistons of the Arbitration Laws

SECTION Il - Secwrity Measures

To- protect Cwstomer data, HP abldes by o robust set of information security
controly including policies, proctices, procedinres, and organizational strctures
to- safequard He confldentiality, integrity, and availabpility of Uy own and iUy
cwstomery information (ncluding Personal Data ay defined i HP'y Customer
ande Dotor Processing Addendad). The following sety fortiv an overview of HP'y
techunical/ organizotional secvnrity measuares thwoughowt the company.

1. Seewrity Policy

HP maintaing globally applicable policies, standards, and procedires intendeo
to- protect HP and Cwstomer doto. The defail of HP'y secwrity policies
confldential to- protect tive integrity of HP's data and systems: However, suummaries
of ouwr key policies are included belows:

2. Information Secwrity Organization

HP’s Information Secwrity program s designed to- diveet and maintain the
orgamnizoflons unformation security strategy and controlsy: This system ensures
enterprise-wide complionce withv HP'y security policies and controly, as well as
adrerence to- the security requivements of Uy customers. Struwctured, uv alignument
withv indwstry -stamdaro cybersecurity frameworks, laws, and regulations, tie
Framework (s reviewed annumally to- adapt to- HP's evolving Huread landscape.

3. Cyberseewrity Rusk Management

HP's cybersecwrity risk management program U odesigned. to- preserve the

confldentiality, infegrity, and availability of Uy information assets: The progrom
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provides a consistent approaciv to- dentifying, assessing, priovitizing, treating,
remedying, tracking, and reporting cybersecurity rusks: HP defines sy Riusk
Appetite as the acceptable level of Loss exposure and Rk Tolerance as tive degree
of variance from this appetite. Risks are evalnated wsing a defined methodology,
enabling HP fo- mitigate uinformation secwrity risks to- on acceptable level. Thisy
program oigns witiv HP'y Enterprise Risk Management process.

4. HR Security

HP Human Resource Secnrity policy ensinres information security thwoughout the
systems, and ofiver assets: This uncludes obtaining written acknowledgments
thwrouglv confldentlality and non-disclosure agreements, ay well ay condureting
backgrownd sereening procedures. AU candidates for employment witihv HP must
complete a background verification check v accordance witiv relevant laws,
regulationy, and etrics

s. Asset Management

HP lhas a process for dentifying techunical unformation assety, cotegorizing critical
assets, anol mainfaining docmwmented handling procedures for eacih uinformation
dassificotion type, including tivose containing Personal Dato. These procedunres
cover storage, travmsgmission,  comumumnication,  access,  loggung,  refention,
destruction, disposal, incldent management; and breacih notification: HP security
policies and standaroy also- mandate Hie secunare disposal of media.

6. Doto Secwrity

HP’s Dato Secunrity program ouwtlines Hhe security proctices and technical controls
that must be mplemented fo- protect the confldenflality, awthentficity, and
untegrity of data. Legal requivements, value, crificality, and sensitwity to-
unautihorized disclosire or modification are o few of the factors tivat detfermine
how information s classified under HP'y Date Security policy. In addition to-

7. Accessy Control

HP employs the principle of least privilege for logical access control, providing
wser access tharoughv wnigue wser Dy and passworos: The password policy defines
complexity, strengtin, validity, and password-lhistory controls: Access righty are
periodically reviewed and revoked wupon personnel departure. Agreed-upon
procedures for user accouwnt creation and. deletlon are umplemented. to- grant ano
revoke accessy to- cient systems during engagements.
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8.  Cryptography

HP has defined a set of robwst processes for cryptography fo- evsure the
confldentiality, ntegrity, and avaidablity of nformation assets: Approved
protocoly requive encryption for certoin assets, ncluding tHiose that contain
personal doto. Owr Cryptographwy program uwolves the wse of mathematical
fechmigues to- secunre nformation and communications, ensuring that only
auvnthhorized parties can access tie datoa. A critical component of HP's unformation
secnrity programn Uy protecting datfo from wnauntivorized access and fompering.

q. Physical and Enarironmental Security

HP facllities are securred using variows physical and electronic access controls,
unclinding security guards, electronic access control, and closed-cirenit television
(CCTV). Faclities are also equipped withv necessory unfrastructure support,
ncluding temperature control and power backuwps, wsing UPS and/or diesel
generoatory to- support critieal services: AL HP personnel are regustered and
requived fo- carry appropriote Lentificotion badges.

10. Operationsy Management

HP has established wminimum hardening  requivements for techunology
nfrostructure, including workstotions, servers, and network equipment: These
desices wse pre—havdened operating system images, witn reguirements varyung by
operating system ande implemented controly. Additionally, HP hasy deployed
Network ntrusion Detection/ Prevention Systems (NIDS/NIPS) that are monitfored
and, managed 24/7.

11. Communications Security

Communications Securty ensures the protection of unformation within corporate
networks. This includes He wstallation and management of network security
componenty (eg., furewalls), segregation of networks, as well ay welp fllferung and
emall handling controls. Addittonally, U bwolves moniforing and managing
communication channely to- detect and prevent wnaunthorized access ov dato
breacies

12. Systems Security

HP's policy mandates a securre development metivodology for systems and software
Huwoughowt Helr Ufecycle: The Software Development Lifecycle covers initiation,
development/ acquisition, implementation, operations, and disposal. AW system
components are evalunated for their umpact on overadl secunrity. HP has estabplishec
controly for application service tramsactiony, wncluding wser credential
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valldation, digutol signatures, encryption, secunre commumnicotion protocols, and
storing trovmsaction defalls within the appropriote network secvnity zone. Regulor
unternal vudneropility scans ave also- performecl.

13. Thiurd Parties and Subcontractors

HP has processes i place to- seleet subp-contractory who comply witiv
compreensive contractual secmrity requivements. For applicable suppliery
handling HP or customer dato, or accessing the HP network, HP Cybersecurity
condunetsy o rusk assessment to- verlfy an information security program withv
physical, tfechnical, and administrotive safeguords: This assessment s reguived
before the supplier con accessy HP unformation.

14. Information Secwrity Incident Management

HP has a comprehensive Cyber Incident Management Process that owtlines
purpose, scope, roles, respovsipilities, management commitment, organizotional
coordination, implementotion procedinres, and compliance checking. Thisy process
W reviewed and updated annmally. The Cyber ncident Response Team, unclnding
HP Cybersecunrity persorunel trained. un uncldent response ands crisis management,
conducty regular topletor reviews of the process and any ncldents or exvents.

15. Bwsiness Contunumity Management

HP's global Continuity of Operations progrom ensures end~fo—end continunity
thurouglv collaborative, stamdardized, and docuwmented planining processes. The
company periodically exercises Uy business contunmnity plany to ensure
effectiveness, testing and updating ol plany ot least yearly. Additionally, all
persovunel bwolved v e business continulty plan receive proper troining.

16. Compliance

Compliance shapes HP's approacih to- meeting legal, contractual, and unternal
expectotiony for an effective information secunrity progrom: Regulor information
seerity  reviews ensune protocoly ave nfegroted. info- each business groupls
operations. The review process also- keeps docuwments updated to- reflect current
legal obligations as requirements evolve.

17. Payment Card Industry

The Payment Cord Industry (PC) framework guides HP's approaciv to- aciieving
PC Complionce, outlining business responsibilities and security controls aligneod
witv PCl DSS. By wustalling and maintaining network secwrity controls like
furewally, HP ensnres i meets PCL Compliance requivements:
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18. HP Produet Secwrity

HP Product Secunrity encompasses essential proctices to- secvre HP Produets, suciv
oy code signing, managing product seewrity vudnerabilities, suwing secunrity
bulleting, and reporting product security Bsunes: These measares ensure tat HP
produrcts remain seciurre and reliable for wsers. Produet security U of porawmonnt
umportance at HP, as f helps maintain customer trust and protects against
potential tHhureats.

19. HP Service Secwnrity

HP Service Secunrity encompasses essentlal practices to- secune He services provideo
to- HP cwstomers: This policy adduresses vorlows aveas of service security, inclunding
HP infrastructure hosted, thivd-porty hosted, partner hosted, and customer
hosted enwvironments. These measures ensure that HP services remain secimre and
reliable for wsery: By implementing robust secunrity proctices, HP ernsures the safety
and ntegrity of Us producty and services, fostering a secunre and trustwortivy
evwrovument for all wsers:

Place and date.

Suynatures

Attachoment 8
Saundi Arabio Stondaord Contractual Clanses (Dator Controller to- Data Processor)

1.Processing lnstructions

The Personal Data Importer shall only process Hie travsfered. Personal Doato
based on written utructions from the Personal Dato Exporter. Accordingly, f
the Personal Dato lmporter (s uwnable to- follow the Unstructions, o shall nform
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the Personal Dota Exporter un writing withvout unoue oelay.

2.Protessing Restrictions

The Personal Dato lmporter shall process the transferred Personal Dot un
accoriance withv the purposes specifled un Appendin (2), wnless otiverwise directeo
wv writing by tive Personal Dota Exporter, provided that tive Personal Doto shall
be processed i accordance witiv e provisions of the Law- and Uy Implementing
Regulationsy un all cases.

3.Compliance witiv e Requestsy of tve Competent Awthority

A. lw order for the Competent Awthority fo- exercise Uy powers uwnder the Law- ano
the Implementing Regulationy, the parties shall provide a copy of these Clawnses
to- the Competent Awthority upon request and withouwt wndue delay. The
Competent Auwtivority may request any additional nformation un relation to-
travyfers of Personal Doto.

B. Eacihv porty agrees to- comply witiv any requests made by the Competent
Authority n relation to- these Clawses or the processing of the Transferred
Personal Dato.

C. Upon request; the Personal Date Importer (either divecHy or Hwoughv tire
Personal Dota Exporter) shhall disclose uty wlentity and contact details and the
categories of Personal Dato being processed to- the Personal Dato Subject and
provide a copy of these dems.

4. Accrrocy and Quality of Personal Doto

If The Personal Date Importer realizes that any Personal Date transferred iy
naccnrate or not wp~to-date, Ut shall inform Hie Personal Data Exporter Un
writing without wndue delay, n wiich case the Personal Data lmporter shall
destroy the Personal Dot and notify the Personal Dota Exporter accoviingly,
unless the Personal Data Exporter U wstructed not to- destroy the data becaunse o
wishes to- corvect the transferred Personal Data.
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5.Duration of Personal Dato Processing and Destruction or Recovery

A. The protessing shall be corried out by the Personal Data lmporter only for the
periodl specifled un Appendin (2). After completion of the pwrpose of the
processing, The Personal Doto Importer sivall destroy all Personal Dato processed
on behalf of the Personal Dator Exporter and notify tive Personal Daotar Exporter
accordingly wnlesy otiverwise wstrueted by tive Personal Dator Exporter un tire
following cases.

1. Retwrw ol processed Personal Dato to- ive Personal Dator Exporter and delete
the copiesy held by tire Data lmporter;

2. If the applicable regulations v the Kingdom requive the refention of the
trovsferred Personal Data for an additional period of tume;

B. The Personal Dot Importer remaing bound by these Clanses until the Personal
Dot s deleted or recovereo

6.Personal Doto Secwrity and Personal Dotor Breach Notifications

A The Parties shall emsuwre that the organizational, administrative, and
techumical measures specified in Appendin (3) provide o sfficient level of
protfection for He tromsferred Personal Dato fo- comply witiv the requirements of
Article (19) of the Law- and Article (23) of Hie Implementing Regulation.

B. The Personal Data lmporter shall implement the secunrity measures specified
v Appendin (3) and apply tihose measures to- all transferred Personal Dato to-
eusure the secnrity and protection of Personal Dota agaivut any violation that
may resudt v damage to- the Personal Data Subject; wndawful action, loss,
alteration, disclosire, or wnautivorized access to- Personal Doto.

C. The Personal Dotoe Importer must periodically review the security meosunires
stipwlated un Appendin (3) to- ensure that Hiey are umplemented as required. and.
update them ay needed to- ervsure compliance witiv Artiele (19) of tive Law and
Article (23) of the Implementing Regulation.

D. If The Personal Data lmporter becomes aware of a Personal Data Breach
wneldent that affects e tronsferred Personal Dota or s Likely fo- canse damage to-
the righty and interests of Personal Datfoe Subjects, the Personal Doto lmporter
must bmmediately take appropriote and necessory wmeoasuaes to- confain tHe
uneident to- minimize any risks or negatwe consequences onds ensure that b iy
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prevented from reoccunring. The Personal Data Exporter must be notifled withvin
(24) howry from Hre Hme of otcwnrrence or knowledge of Hhe breacih uncident,
the measires tokew or planned to- be taken to- contain Hhe uncident and prevent
Uy reotcnrrence, un additlon to-the contact detaily for follow—wp by tive Personal
Dato Expovter. If the Personal Data Exporter realizes that tive uneldent may canse
damage to- Personal Dotoe o Personal Datoe Subjects or contradict their rights or
wterests, U shall notify the Competent Autivority within (48) howry and n
accordance witiv the requirements set out i Article (24) of the Law’s
Implementing Regulation.

E. Ay soon as the Personal Dot Exporter receines e Data Importer's notification
of a Personal Dato breacih incident and e uncident would harm the Personal
Date or the Personal Data Supject or contradict hWis/Iher rights or inferests, tie
Personal Dato Exporter muwst provide immediate notification un simple and cleor
language v accordance withv e provistons of Article (24) of the Implementing
Regulation to- the Personal Dato Subjects affected by e data breaci ncident,
provided that tie notiflcation inclundes the potential ruks and their nature, tire
measudres token or plavuned. to- be taken to- contain the incident, and the contact
wnformatiow of the Personal Dota Exporter, Doto Importer, and the respectie
Personal Dato Protection Officer of botiv entities, along witr recommendationy or
corsultations to- ald Hie Data Subject Un preventing or minimizing the tmpact of
the owtlined risks.

7.Sevusitue Dot

Withouwt prejudice to- any restrictions related to- sensitive dato stipudated n e
Law and Hie Implementing Regulations of the Laws tHhe Personal Data Exporter
shall evsure that the Personal Dator Importer adopty additional means of
protection commensurate withv the nature of tive sevsitive dota and guarantees ity
protection from any risks wihen processing of, wirde ensuring that tive restrictions
ond additlonal guorontees described in Appendin (2) are applied.

8.Subsequent Tronsfer

A. The Personal Daoto Importer shall not tranmsfer ov disclose tive tromsferred
Personal Data to- o tivd pairty owtside tive Kiungoom wnless Hat porty has acceded
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provisiony of Clause (7) above.

B. Withowt prejudice to- the provisions of Articles (8) and (15) of the Law and
(17) of the Implementing Regulation of the Low, He provisions of the Law- and
Regulations sihall apply to- Personal Dota that lhvasy been previowsly tromsferred or
Adisclosed to- an entity outside Hie Kingoom.

q9.Compliance witiv Hese Clavnses

A. The Personal Dot Importer shhall respond to-all unguiries of the Personal Dato
Exporter within the specified period and provide ol information requested by
the Personal Data Exporter, U addition to- providing the Personal Data Exporter
witv all information U may request regording tie processing of e tranmsferrred
Personal Data, including any information necessary to- enable Hie Personal Dato
Exporter to- prove Uy compliance witihv the requirements condoined un these Clounses
or the provisiony stipudated un the Law-and Uy Implementing Regulotions.

B. Eaclv party shall be respovsible for demonstrating to- tive Competent Anthority,
upon request, that adl obligations wnder these Clauvses lhave been fulfilled.

C. The Personal Datw lmporter allows He Personal Doto Exporter or Uy appointed
representotives to- andit the Dotoe Importer's processing of Personal Dotor withowt
wndue delay upon Personal Doto Exporter's request:

D. The Personal Dato Exporter muwst provide the uinformation revealed by the
oundit when requested. by te Competent Anthority

E. The right of auwdit does not grant the Personal Dota Exporter or Uy
representotives access too any confldenfial information of tHwe Personal Doatoo
Importer as long as Hisy unformation sy not closely related to-tive processing of tie
trowsferred Personal Doto.

10. Rights of Personal Data Subjects

A. The Personal Dato Importer shall notify Hive Personal Data Exporter within
(48) howry from the time of receipt of Hhe request of any request receinved from the
Personal Data Subject; and the Personal Data lmporter shall not have Hhe right
fo- respond to- suche requests undess thve Personal Datar Exporter antivorizes U to- do-
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B. The Personal Data Importer shall take all necessory measmnres n cooperation
withv the Personal Dato Exporter to- respond to- e requests of Personal Doato
Subjects and enable them fo- exercise thelr righty uwnder the provisions of tive Law-
and, Regulations.

C. The Personal Dato lmporter (s obligated to- follow- all instrnctions Bsued by the
Personal Data Exporter regarding the processing of the transferred. Personal Doto.

D. AW statements made to- Hie Personal Dotor Subject must be presented uv a clear,
legible, and accessiiple format:

Atftechiment 9
Saundi Arabia Standaord Contractual Clawses (Data Processor to- Data Processor)

1. lnstruetions Processing.

A. The Personal Data Exporter has clarified to- Hhe Personal Data lmporter Hhat
Ut processes Personal Data asy o Processor based ow the wnstructiony of, and ow
behalf of Uy Controller. The Personal Datn Exporter confirms that tHhese
wstruetions are compatiple and consistent withv e wstructions provided to- it by
tie Controller.

B. The Personal Dato Importer s obliged to- process tve transfevred Personal Daota
only upon written wutructions from the Personal Dota Exporter. The Personal
Date lmporter Ly obliged to- inform the Personal Data Exporter f F s wnable fo-
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C. The Personal Date Importer shall notify the Personal Data Exporter Uf it is
unable to- comply withv The Personal Dator Exporter's wstructions within (24)
howry from the tume U becomes aware of this, provided that the Personal Dato
Exporter shall notify tie Controller withim (48) howry from the ttme U receinves
the Dota Importer's notification

D. The Personal Dato Exporter confurms that UF has imposed obligationsy on He
Personal Dato Importer equivalent fo- those umposed on the Personal Datfo
Exporter by Hie Controller witn respect to- the processing of tramsferred Personal
Dato.

2. Protessing Restrictions

The Personal Dato lmporter shall processy tive transferred Personal Datn un
accordance withvthe purrposes specifled i Appendix (2), wndess othverwise divecteo.
wv writing by thve Personal Data Exporter, provided that tihve Personal Dota shall
be processed i accordance witiv He provisions of He Law and Uy lmplementing
Regulationy un all cases:

3. Compliance witiv the Requests of the Competent Anthority

A. I order for the Competent Authority to- exercise Uy powers wnoer the Law and
the Implementing Regulationy, the parties shall provide a copy of these Clawnses
to- the Competent Authority wpon request and without wndue delay. The
Competent Authority may request any additlonal unformation regarding transfers
of Personal Doto.

B. Eacihv porty agrees to- comply witiv any requests made by the Competent
Authority unv relation to- these Clawsey or the processing of the tronsferved data.

C. Upon request; the Personal Date Importer (eithver divecHy or Hwoughv tire
Personal Dator Exporter ov tie Controller) shall disclose Uy ldentity, contact
nformation, and the categories of Personal Data being processed to- the Personal
Data Subject and provide a copy of these Clawnses.

4. Accwracy and Quality of Personal Dator
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If The Personal Data Impovter realizes that any travsferred Personal Dot s
naccurate or not wp~to-date, Ut shall inform the Personal Date Exporter un
writing without undue delay, provided Hiat the Personal Doator Exporter sihall
unform tive Controller withvin (48) Ihhowry from tire fime the Personal Data lmporter
notifiesy the Personal Doto Exporter to- request a written divective requesting e
destruction or correction of the Personal Dato.

5. Dwration of Personal Dofe Processing and Destrnction or Recovery

A. The processing shall be carried owt by the Personal Dot lmporter only for the
period specified in Appendin (2). After completion of He puupose of Hie
processing, the Personol Dot Importer shvall destroy all Personal Doto processed
on behalf of tive Personal Dato Exporter and notify the Personal Datoa Exporter
accordingly, wnless otverwise divected by tHie Personal Data Exporter un tHie
following cases:

1. Return all processed Personal Doto to- the Personal Data Exporter and delete
the copiesy held by tive Data lmporter;

2. If the regulations v force in He Kingdom requive the retention of the
transferred Personal Dota for an additional period of fme;

3. To refain Hhe mindmuwm amount of Personal Data necessory for the
estaplishwnent; prosecution, or defense of legal proceedings;

4. Refoun Hhe munimumm amount of transferred Personal Data necessory to- protect
the Data Subject's Uife or viual unferesty or to- prevent; examine, or treat an

B. The Personal Dato Importer remaing bound by these Claunses until the Personal
Dato s deleted or recoverec

6. Personal Dato Secwrity and Personal Daotor Breach Notifications

A. The Partles shall enwsure that Hie organdizational, administrotive, and
fechmical measmres specifiedd un Appendix (3) provide a sufficient level of
protection for the transferred Personal Dato to- comply witiv Hie requivements of
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Article (19) of the Law-and Article (23) of the Regulation.

B. The Personal Data Importer shall implement the secunrity measuaes specified.
v Appendiy (3) and apply Hiose measurres to- all travsferred Personal Doto to-
evsre the security and protection of Personal Dato agoivust ony violatiow tirat
may reswdt un damage to- Hhe Personal Dot Subject; wndawful action, Lloss,
alterotion, disclosue, or uwnawthorized access:

C. The Personal Doto Importer must periodically review the security meosuares
stipmlated. v Appendin (3) too ensure that Hiey are being umplemented ag
requinred, and wpdate them asy needed to- ensure compliance witiv Artiele (1.9) of
the Law- and Arficle (23) of the Regulation.

If Personal Dot lmporter becomes aware of a data breacih incident Hrat coudd
harm e transferred personal doto or tive dato subjects, or conflict witiv their
rights or intferests, the Personal Datw lmporter must lmmediately take oppropriote
ande necessonry meosnires to- contain the uineldent to- minimize any risks or negotive
consequences onds ensure tiot ot doey not recur. The Personal Dato Exporter must
be notified within 24 howry of Hre breachh or upon becoming aware of U This
notification shall uinclude a description of the incident;, Uy caunses, the measures
faken or planned to- contain the uncldent and prevent Uy recurrrence, and contoct
detoily for follow—up by the Personal Doto Exporter. The Personal Data Exporter
must notify the controller withviin 24 howry of receining the notification from e
Date Importer. The controller must then notify the competent authority un
accordance witiv the requivements set fortiv uv "Article 24" of the Implementing
Regulationy of the Laws

7. Sevsitve Dato

Withowt prejudice to- any restrictions related to- sensitive data ay stipudated un tire
Low- and Uty Implementing Regulationy, the Personal Dato Exporter must evsire
that Hhe Data Exporter adopty additional protection measnies appropriate to- the
nature of the sevsitive dotor and ensures Uy protection from any risks during
processing, wirile also- ensuring tive application of the restrictions and additional
safeguaros outlined un Appendix (2).

8. Subsequent Transfer
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A. The Datw lmporter shall not transfer or disclose the transferred Personal Dato
to- a Huivd party oukide the Kingdom wnless that party hasy acceded. to- Hiese
Clowses and v accordance witiv e appropriate template and the provusions of
Clowse (7)) above.

B. Withowt prejudice to- the provisions of Articles (8) and (15) of the Law and
(17) of the Implementing Regulation of the Low, He provisions of tihe Law- and
Regulations sihall apply to- Personal Dota that lhvasy been previowsly tromsfevred or
Adlsclosed to- an entity owtside He Kingoom.

C. The Controller shall be responsiiple for verifying that the Personal Dato
Exporter and Dato Importer comply withv tive above ohligationy, and Hre

Controller may appoint an independent Hiivd party +o- review and verify
compliance on Uy belhalf. In all cases, f He Personal Data Exporter and Doto
Importer violate e wustructions sued by the Controller or Hie agreement
conclunded withv f regavding tive processing of tie travsferved Personal Dotw, tire
Personal Doto Exporter and Doto Importer shall be consiodered as thhe Controller
and shall be respovsible for violating tive Standard Contractual Clawses and tire
provisions of the Law- and the [mplementing Regulationsy before thve Competent
Authority.

9. Sub~Processor Appointment

A. If there b a need. for the Personal Data Importer to- appount a Sub-Processor,
the Personal Dato Exporter s requived to- obtoin priov writtenw consent from te
Controller at least [specify time period] before appounting any SupProcessor.

B. If a Sup~Processor by appounted, this shall be done Hurougle o written agreement
that Umposes the same obhligations as ow the Personal Datw Importer wnder tirese
Stondard Contractual Clavses: e Personal Data lmporter shall, at the request of
the Personal Data Exporter, provide a copy of Hisy writtew agreement and any
subsequent amendiments thereto to- the Personal Data Exporter.

10. Compliance witiv These Clounses

A. The Personal Data lmporter shall respond to- all tinguinies and requests of He
Personal Dot Exporter or the Controller witivun Hie specified period and provide
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ol information requested: by tie Personal Dato Exporter and Controller, wn
addiflon to- providing the Personal Dota Exporter or Hhe Controller witiv all
unformation F may request regaroing Hre processing of Hhe transferred Personal
Dato, unclunding any unformation necessary to- enable the Controller to- prove Uy
stipulated v the Law and Uy Implementing Regulations before the Competent
Autivority.

B. Eachv party W respovsible for proving that all obligations under tivese Claunses
hove been fulfilled before the Competent Authority wpow request; and v all
cases, f the Personal Doata Exporter and Dato Importer violate the nstructions
usued by the Controller or the agreement concluded. witiv F regawding the
processing of the transferred Personal Doto, thve Personal Dato Exporter and Dato
Importer shall be considered ay the Controller and dhall be responsiple for tie
violation of Hre Standard Contractual Clawses and Hre provisions of the Law- and
the Implementing Regulations before the Competent Antivority.

C. The Personal Doata lmporter shall allows without undue delay, Hie Personal
Dato Exporter or the Controller or their appointed representatives to- andit e
Dato lmporter's processing of Personal Date at the request of tive Personal Dato
Exporter or He Controller.

D. The Controler muwst provide Hie unformation revealed by tHrie aundit wiren
requested by tie Competent Awtivority.

E. The right of audit dots not grant tive Personal Data Exporter or the Controller
or their representativey accessy to- any confloential information of The Personal
Dato mporter as long asy Hiis Unformation s not closely related to- e processing
of the transferred Personal Data.

11.Rights of Personal Data Subjects

A. The Personal Dota Importer shall notify the Personal Data Exporter witivin
(24) howry of receipt of any request received from the Personal Dato Subject,
provided tihat tive Personal Data Exporter sihhall notify tihe Controller within (24)
howry of receipt of the Dato Importer's nofification, provided Hat Hie Personal
Datw lmporter and the Personal Datoe Exporter shall not respond to- tie request
wnless thve Controller auwtivorizesy Ut to-do- so-
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B. The Personal Data Importer shhall take all necessary measunares, un cooperation
witihv The Personal Dato Exporter and tive Controller, to- respond to- the requests
of Personal Dato Subjects to- exercise their righty under the provisions of the Law-
and. Regulations.

C. The Personal Data Importer v obliged to- follow- all wustructions issuned by tre
Personal Dato Exporter and the Controller un all mattery relating to-tHre processing
of the travsferred Personal Dato.

D. AW statements made to- Hie Personal Dator Subpject must be presented uv a clear,
legible, and accessible format
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