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 ملحق معالجة بيانات العملاء 

______________________________________________________________________________
_______ 

البيانات الشخصية للعميل من أجل توفير الخدمات   HP والمرفقات السارية عندما تعالج ( "DPA") يسري هذا الملحق لمعالجة البيانات 

ا  يكون للمصطلحات التي لم يتم تعريفها تحديد   .("اتفاقية الخدمات") والعميل   HP المعمول بها بين (الاتفاقيات) الاتفاقيةفي  المتفق عليها

في حالة وجود تعارض بين شروط اتفاقية الخدمات من حيث صلتها بمعالجة البيانات   .المبين في اتفاقية الخدمات المعنى الاتفاقيةفي هذه 

 .هذا، يسود ملحق معالجة البيانات " DPA" الشخصية وملحق معالجة البيانات

 التعريفات  1

1-1  "CCPA" بصيغته المعدلة بموجب قانون حقوق الخصوصية  ، 2018 صد به قانون خصوصية المستهلك في كاليفورنيا لعاميق

صلة، بحيث يتم تعديل كل منها    ، وأي لوائح ذاتيليه وما ،1798.100 المدني كاليفورنياقانون  . )"CPRAفي كاليفورنيا )"

 خر؛ إلى آ واستكمالها من وقت 

 ؛ HP قصد به العميل المستخدم النهائي لخدمات" العميل" 2-1

كمعالج   HP قصد بها البيانات الشخصية التي يكون العميل هو مراقب البيانات بشأنها والتي تعالجها "بيانات العميل الشخصية" 3-1

 معالجات فرعية لها في سياق تقديم الخدمات؛ بيانات أو

أو السلطة العامة أو الوكالة أو أي هيئة أخرى تحدد بمفردها أو   الاعتباريقصد به الشخص الطبيعي أو  "جهة مراقبة البيانات" 4-1

على النحو المحدد بموجب اتفاقية   "التجارية الأعمال " أغراض ووسائل معالجة البيانات الشخصية وتشمل الآخرينمع  بالاشتراك

 .  CCPA مكافحة الجريمة

قصد به أي شخص طبيعي أو اعتباري أو سلطة عامة أو وكالة أو أي هيئة أخرى تقوم بمعالجة البيانات   "جهة معالجة البيانات" 5-1

 على تعليمات من معالج بيانات آخر يعمل نيابة عن مراقب البيانات؛ نيابة عن مراقب البيانات أو بناء   الشخصية 

صد بها جميع القوانين واللوائح السارية الحالية والمستقبلية المتعلقة بمعالجة البيانات  يق "قوانين حماية البيانات والخصوصية" 6-1

يات القضائية ذات الصلة، بما في ذلك،  لابها والتي قد تكون موجودة في الو والاحتفاظوالخصوصية وأمانها وحمايتها  الشخصية 

قانون  و ، )GDPR( ، والقانون العام لحماية البيانات)CCPA( الحصر، قانون حماية خصوصية المستهلك لاعلى سبيل المثال 

في جمهورية  للأفراد  والمعايير الوطنية لحماية المعلومات الشخصية   أو أي لائحة معمول بها( PIPL)حماية المعلومات الشخصية  
،  2018حماية البيانات في المملكة المتحدة، وقانون حماية البيانات في المملكة المتحدة لعام العامة ل لائحة الالصين الشعبية، و

، وأي  الإلكترونية الاتصالات بشأن معالجة البيانات الشخصية وحماية الخصوصية في قطاع   EC/2002/58 والتوجيه

  تعديلاتلحماية البيانات في النرويج وأيسلندا وليختنشتاين وسويسرا وأي  قوانين أو لوائح وطنية تنفذ التوجيهات السابقة، وأي قوانين
 أو بدائل لهذه القوانين واللوائح؛

بموجب قوانين حماية البيانات والخصوصية المعمول   "صاحب البيانات" يكون له المعنى المخصص لمصطلح "صاحب البيانات" 7-1

 حددين أو الذين يمكن التعرف عليهم والذين تتعلق بهم البيانات الشخصية؛ م  الطبيعيين ال الأشخاص ، الأقلعلى  بها، ويشمل،

عملية تحول البيانات الشخصية إلى بيانات لا يمكن استخدامها بشكل معقول لاستنتاج معلومات حول فرد أو أسرة  "إزالة الهوية"  8-1

معينة أو جهاز مرتبط بفرد أو أسرة أو تحديد هويته أو تحديد موقعه أو الاتصال به أو الارتباط به أو وصفه أو القدرة على الارتباط  
 شر أو غير مباشر، بفرد أو أسرة معينة؛ به أو ربطه بطريقة أخرى، بشكل مبا

بشكل جماعي؛ الاتحادفي ذلك   الأعضاءوالبلدان  الأوروبي الاتحادقصد به ي " الأوروبي الاتحاد" 9-1
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 والنرويج وأيسلندا وليختنشتاين وسويسرا؛   الأوروبي الاتحادقصد به دولة عضو في ي  "الأوروبيالبلد " 10-1

بها أي آلية كفاية معتمدة بموجب قوانين حماية البيانات والخصوصية   يقصد  "وأمريكا  الأوروبيةآلية الكفاية المعتمدة من الدول  " 11-1

 ؛يات المتحدةلابها لنقل البيانات الشخصية من بلد أوروبي إلى الو المعمول

من مراقبي   لنقل البيانات الشخصية الأوروبي  للاتحادبها البنود التعاقدية القياسية  يقصد "التعاقدية القياسية الأوروبي الاتحادبنود " 12-1

 من جهات معالجة البيانات إلى جهات معالجة البيانات المنصوص عليها في قرار المفوضية للتنفيذوالبيانات إلى معالجي البيانات  

EU "(الأوروبي الاتحاد") ؛ مع أي تعديلات ضرورية خاصة بسويسرا أو ما يليه 2021 يونيو 4 المؤرخ 2021/914   

13-1 "GDPR" 2016/679 يقصد بها القانون العام لحماية البيانات (EU)  الطبيعيين فيما يتعلق   الأشخاصبشأن حماية

 وحرية حركة هذه البيانات؛ بمعالجة البيانات الشخصية 

 Page Mill Road, Palo Alto, CA 1501)" إتش بي" HP بها شركة  يقصد " HP  مجموعة" 14-1

 ؛ تمتلك أغلبيتها وتسيطر عليها بغض النظر عن اختصاص التأسيس أو التشغيل وجميع الشركات التابعة لها إذ  (94304

ف ذلك بموجب قوانين  بها أي معلومات تتعلق بفرد محدد أو يمكن التعرف عليه أو كما هو محدد بخلا يقصد "البيانات الشخصية"  15-1

الشخص الذي يمكن التعرف عليه هو الشخص الذي يمكن التعرف عليه، بشكل مباشر أو   .البيانات والخصوصية المعمول بها حماية

أو عامل أو أكثر خاص   الإنترنتف ر  الهوية أو بيانات الموقع أو مع أو رقم  الاسم ف مثل ر  إلى مع بالإشارة سيما   لاغير مباشر، و
 ؛الاجتماعيةأو الثقافية أو  الاقتصادية الفسيولوجية أو الوراثية أو العقلية أو  بهويته البدنية أو

حادث  " يكون له المعنى المع ين من قوانين حماية البيانات والخصوصية المعمول بها لمصطلحات "حادث البيانات الشخصية" 16-1

على علم بأن بيانات شخصية العميل   HP ولكن يشمل أي حالة تصبح فيها "خرق البيانات الشخصية" أو "أمني خرق" أو "أمني

ا أو استخدامها من أشخاص  قد تم أو من المحتمل أن يكون قد حدث الوصول إليها أو الكشف عنها أو تغييرها أو فقدانها أو تدميره
 بها؛ حر  ح لهم، بطريقة غير مص ر  غير مص

17-1 "PIPL "  .ي قصد بهذا الاختصار "قانون حماية المعلومات الشخصية" لجمهورية الصين الشعبية 

قصد بها أي عملية أو مجموعة من العمليات التي يتم تنفيذها على البيانات ي   "عملية"، أو "عمليات"، أو "معالجة" أو " مُعالجة" 18-1

الحصر، الوصول، أو الجمع، أو التسجيل، أو التنظيم، أو   لا ، بما في ذلك، على سبيل المثال لا الشخصية سواء بوسائل تلقائية أم 
، أو الكشف عن طريق  الاستخدام، أو الاستشارات، أو الاسترجاع ، أو التخزين، أو التكيف أو التغيير، أو الاحتفاظالهيكلة، أو 

، أو النشر أو توفير أي شيء آخر، أو المحاذاة، أو الجمع، أو الحجب، أو تقييد، أو محو وتدمير البيانات الشخصية وأي  الإرسال
هذا  به والخصوصية المعمول بها إلى الحد الذي ينبغي أن تتجاوز هذه التعريفات  تعريفات مكافئة في قوانين حماية البيانات

 التعريف؛

قصد بها قواعد الشركة الملزمة لجهة معالجة البيانات المعتمدة لدى بعض سلطات الخصوصية  ي   "قواعد الشركة الملزمة للمعالج" 19-1

 ؛الأوروبي الاتحاد في 

  45يعني كل البلدان بخلاف البلدان الأوروبية والبلدان الأخرى التي يوجد بشأنها استنتاج كفاية بموجب المادة "البلد ذو الصلة"  20-1

 أو ما يعادلها بموجب القوانين المعمول بها؛ ( GDPR) من اللائحة العامة لحماية البيانات  

 ؛(CCPA)" يكون لها المعنى المنصوص عليه في قانون حماية خصوصية المستهلك  أسعار البيع" و"البيع " 21-1

 ؛ (CCPAلها المعنى المنصوص عليه في قانون حماية خصوصية المستهلك )يكون  "المشاركة" 22-1

 بموجب اتفاقية الخدمات؛  HP بها الخدمات، بما يشمل المنتجات والدعم، والتي تقدمها يقصد  "الخدمات" 23-1

 ؛ HP والعميل لشراء الخدمات من HP بين الاتفاقصد بها ي ق "اتفاقية الخدمات" 24-1
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يقصد بها أي شخص طبيعي أو اعتباري أو سلطة عامة أو وكالة أو أي هيئة أخرى تعالج البيانات   "جهة المعالجة الفرعية" 25-1

 .عن جهة مراقبة البيانات بالإنابةعن جهة معالجة البيانات التي تعمل  بالإنابةالشخصية 

 للقانون  والامتثالالنطاق   2

للخدمات   HP فيما يتعلق بتوفير، وذلك HPبواسطة على معالجة بيانات العميل الشخصية " DPAيسري ملحق معالجة البيانات " 1-2

جميع قوانين حماية  يلتزم كل الأطراف بالامتثال لعن العميل كجهة مراقبة بيانات.  بالإنابةكجهة معالجة بيانات   HPوعندما تعمل 

ما يعدل أي قيود تسري على حقوق أي من الطرفين في استخدام   2.1يوجد في هذا القسم   لاالبيانات والخصوصية المعمول بها. 

 . المبرمة بين الطرفين  الاتفاقية  البيانات الشخصية أو معالجتها بطريقة أخرى بموجب 

من ملحق   1من المعالجة في المرفق  والأغراض يتم تحديد فئات أصحاب البيانات وأنواع البيانات الشخصية للعميل المعالجة  2-2

معالجة بيانات العميل الشخصية طوال مدة اتفاقية الخدمات )أو لفترة أطول   HPالمذكور. يتعين على " DPA"  معالجة البيانات
 يقتضيه القانون المعمول به.(  بحيث تصل إلى الحد الذي 

لجميع قوانين حماية البيانات والخصوصية المعمول بها   الامتثالالمسؤولية الكاملة عن ، HPيتحمل العميل، في استخدامه لخدمات  3-2

ا من أن  فيما يتعلق بالخدمات. كما يتأكد العميل أيض   HPبدقة وجودة وقانونية البيانات الشخصية للعميل التي ستعالجها  فيما يتعلق
فيما يتعلق بمعالجة بيانات العميل الشخصية ستمتثل لجميع قوانين حماية البيانات والخصوصية    HPإلى  التعليمات التي يقدمها

في موقف يفضي إلى مخالفة التزاماتها بموجب قوانين حماية البيانات والخصوصية المعمول   HPيجوز أن يضع  لاالمعمول بها و
 بها.

إذا كان العميل يستخدم الخدمات لمعالجة أي فئات من البيانات الشخصية غير المشمولة صراحة  بموجب ملحق معالجة البيانات، فإن   4-2

 . الاستخدام تتعلق بهذا  الامتثالمسؤولة عن أي عيوب محتملة في  HPيتصرف على مسؤوليته الخاصة ولن تكون  العميل

بيانات شخصية مباشرة إلى العميل،   HPللعميل أو يقدم أحد موظفي  HPعن أي بيانات شخصية لموظفي  HPعندما تفصح  5-2

استخدامه للخدمات، فعلى العميل معالجة تلك البيانات الشخصية وفق ا لسياسات الخصوصية وقوانين حماية   لإدارة العميل  يعالجها
إدارة العقود أو   لأغراضإذا كانت قانونية   إلابمثل عمليات الكشف المذكورة  HPتقوم  لا والخصوصية المعمول بها. و البيانات

 أمنية.  لأغراض من الخلفية المعقول للعميل أو  إدارة الخدمة أو التحقق 

 التزامات جهة معالجة البيانات  3

 : HPبصرف النظر عن أي شيء يتعارض مع اتفاقية الخدمات، فيما يتعلق بالبيانات الشخصية للعميل، يتعين على  1-3

عالج البيانات الشخصية للعميل فقط وفق ا لتعليمات العميل الموثقة )التي قد تكون محددة أو عامة بطبيعتها كما هو موضح   1-1-3

في اتفاقية الخدمات أو كما تم الاتفاق عليه بين الطرفين(. دون تقييد لعمومية ما تقدم، وبقدر ما ينطبق قانون خصوصية  

بطريقة لا تتفق مع قانون   HP( على البيانات الشخصية للعميل، يجب ألا تقوم شركة  CCPAالمستهلك في كاليفورنيا ) 

( بما يلي: بيع أو مشاركة البيانات الشخصية للعميل؛ أو الاحتفاظ بها أو  CCPAخصوصية المستهلك في كاليفورنيا )

استخدامها أو الكشف عنها لأي غرض آخر غير الأغراض التجارية المحددة لأداء الخدمات أو أداء الالتزامات بموجب  
ات الشخصية للعميل مع البيانات الاتفاقية، والتي تندرج في سياق العلاقة التجارية المباشرة بين الطرفين؛ أو دمج البيان 

ببيانات العميل الشخصية ولا بيانات العميل الشخصية التي تمت إزالة   HPالشخصية من أي مصدر آخر. لن تحتفظ  

هويها ولن تستخدمها لأي غرض آخر، بما في ذلك على سبيل المثال لا الحصر، أغراضها الخاصة أو إعادة التعريف أو  

. إلى الحد الذي ينطبق فيه قانون خصوصية المستهلك في كاليفورنيا HPالاستخدامات المستقلة عن التزامات 

(CCPA  على البيانات الشخصية للعميل، يجب على )HP   إخطار العميل إذا لم تتمكن من الوفاء بالتزاماتها بموجب

( فيما يتعلق بالبيانات الشخصية للعميل. وعلى الرغم مما سبق،  CCPAقانون خصوصية المستهلك في كاليفورنيا )

معالجة البيانات الشخصية للعميل حسبما يقتضيه القانون المعمول به. وفي هذه الحالة، ستتخذ شركة   HPيجوز لشركة 

HP   خطوات معقولة لإبلاغ العميل بمثل هذا المطلب قبل أن تقومHP بمعالجة البيانات، ما لم يحظر القانون هذا؛ 

بد   لا ضمان أن الموظفين المخولين فقط الذين خضعوا للتدريب المناسب في حماية البيانات الشخصية ومعالجتها والذين  2-1-3

 هم الذين يحق لهم الوصول إليها؛  للعملاءباحترام سرية البيانات الشخصية  أن يلتزموا
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لبيانات غير المصرح به أو غير القانوني أو الفقدان أو التغيير  اتدمير التنظيمية المناسبة للحماية من تنفيذ التدابير التقنية و 3-1-3

تكون هذه التدابير مناسبة للضرر الذي قد   .أو الكشف غير المصرح به عن البيانات الشخصية للعميل أو الوصول إليها

ينجم عن أي معالجة غير مصرح بها أو غير قانونية، أو الفقد العرضي، أو التدمير، أو التلف، أو سرقة بيانات العميل  

 .طبيعة البيانات الشخصية الخاصة به التي يجب حمايتها  الشخصية، مع مراعاة

مبرر له، وإلى الحد الذي يسمح به القانون، بأي طلبات من أصحاب البيانات الذين يسعون   لا ، دون تأخير العملاءإخطار  4-1-3

على طلب مكتوب من العميل   ء  إلى ممارسة حقوقهم بموجب قوانين حماية البيانات والخصوصية المعمول بها، وبنا
،  الإمكانتنفيذ التدابير الفنية والتنظيمية المناسبة، بقدر  خلال من  العملاء والتكلفة، مع مراعاة طبيعة المعالجة، ومساعدة 

 .لمثل هذه الطلبات بالاستجابة العملاءللمساعدة على التزام 

على طلب مكتوب من العميل وعلى نفقته، ساعد العميل على الوفاء بالتزاماته، مع مراعاة طبيعة المعالجة  ء  بنا 5-1-3

أو   ( GDPR)  من القانون العام لحماية البيانات  36 إلى 32 بموجب المواد من،  HP والمعلومات المتاحة لشركة

بموجب   همساعدة العميل على الوفاء بالتزامات ، لالخصوصية وحماية البيانات المعمول بها المماثلة بموجب قوانين الأحكام

 (؛ CPRAقانون حماية خصوصية المستهلك ) والالتزامات بموجب  ؛(PIPL) قانون حماية المعلومات الشخصية 

على طلب مكتوب من العميل، يتم حذف أو إعادة أي بيانات شخصية للعميل بعد انتهاء توفير الخدمات، ما لم   ء  وبنا 6-1-3

بين حذف أو إرجاع البيانات   HPوبناءً على اختيار ، المعمول به تخزين البيانات الشخصية للعميل يتطلب القانون

 الشخصية للعميل. 

 المعالجة الفرعية  4

  HP مجموعة لأعضاءلنقل البيانات الشخصية للعميل أو منح حق الوصول إلى بيانات العميل الشخصية  HP يفوض العميل 1-4

توفير   لأغراض  (4.1 والسماح لجهات المعالجة الفرعية بالقيام بذلك وفق ا للبند) الخارجية كجهات معالجة فرعية والأطراف 

مسؤولة عن امتثال جهة المعالجة   HP وتظل 1 في المرفق "أنشطة المعالجة" المحددة في قسم الأخرى الأغراضالخدمات أو 

بنقل بيانات العميل الشخصية   HP أن أي جهات معالجة فرعية تقوم HP تضمن .ملحق معالجة البيانات هذا لتزامات لاالفرعية 

تقل حماية عن تلك المنصوص عليها   لا بشروط  الالتزامتتطلب من جهات المعالجة الفرعية  HP إليها، تبرم اتفاقيات مكتوبة مع

الحالية لجهات المعالجة الفرعية للخدمات التي تغطيها اتفاقية   للعميل القائمة HP توفر شركة .في ملحق معالجة البيانات هذا

 https://www.hp.com/us-en/privacy/sub-processor.html .الخدمة

 في أي وقت وبدون مبرر تعيين جهة معالجة فرعية جديدة بشرط أن يتم إعطاء العميل إشعارا مسبق ا قبل عشرة HP يمكن لشركة 2-4

بد أن تحتوي    لا .الزمني الإطارهذا  خلاليعترض العميل من الناحية القانونية على مثل هذه التغييرات  وألا أيام  ( 10)

المشروعة على أسباب معقولة وموثقة تتعلق بعدم امتثال جهة المعالجة الفرعية لقوانين حماية البيانات والخصوصية   الاعتراضات

عن استخدام جهة المعالجة    الامتناع HP معقولة، فعلى HP المشروعة، في رأي شركة  الاعتراضات إذا كانت هذه  .المعمول بها

إتاحة   (1): ا معقولة من أجلجهود   HP ، تبذلالحالاتفي مثل هذه   .الفرعية المذكورة في سياق معالجة البيانات الشخصية للعميل

التوصية بتغيير تكوين العميل أو استخدام الخدمات لتجنب معالجة البيانات الشخصية للعميل   (2)  للعميل أو  HP تغيير في خدمات 

 تتجاوز تسعين لا فترة زمنية معقولة،  خلال من إتاحة هذا التغيير  HP إذا لم تتمكن .عترض عليهام  ن قِبل جهة المعالجة الفرعية الم

دون استخدام   HP يمكن أن تقدمهالا إنهاء الخدمة التي ، HP تقديم إشعار مكتوب إلى خلالا، فيجوز للعميل، من يوم   ( 90)

  حماية المعلومات الشخصيةينطبق قانون حيثما  .تقديم إشعار مكتوب إليها خلال عترض عليها من م  الجهة المعالجة الفرعية 

(PIPL)  ، على يتعينHP  .على العميل الرد على طلب وأن تطلب الإذن المسبق من العميل لتعيين معالج فرعي جديدHP   في

الامتناع عن استخدام هذا المعالج الفرعي في سياق   HPعلى  يتعين( أيام. إذا اعترض العميل على التغيير، ف10غضون عشرة ) 

في  الحادث  تغيير ال( إتاحة 1جهوداً معقولة من أجل ) HPفي مثل هذه الحالات، يجب أن تبذل و . للعميل بيانات الشخصيةالمعالجة 

بل إلى  ( التوصية بتغيير تكوين العميل أو استخدام الخدمات لتجنب معالجة البيانات الشخصية للعميل من ق  2للعميل أو ) HPخدمات  

من توفير هذا التغيير في غضون فترة زمنية معقولة، والتي لا تتجاوز تسعين  HP. إذا لم تتمكن المعترَض عليه المعالج الفرعي

لاستعانة  دون ا HP، إنهاء الخدمة التي لا يمكن أن تقدمها HPللعميل، من خلال تقديم إشعار كتابي إلى  سيحق( يومًا، ف 90)
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 .HPمن خلال تقديم إشعار كتابي إلى المعترَض عليه المعالج الفرعي ب 

 حوادث البيانات الشخصية  5

على علم بأي حادث بيانات شخصية متعلق ببيانات العميل   HP مبرر له، إذا أصبحت  لا العميل، دون تأخير  HP ت خطر 1-5

، لمعالجة حادث البيانات الشخصية  فترة زمنية معقولةالشخصية وتتخذ الخطوات التي قد يطلبها العميل بشكل معقول، في غضون  

  قدمةم  رض رسوم إدارية على المساعدة البحق ف HP تحتفظ  .وتقديم المزيد من المعلومات التي قد يطلبها العميل بشكل معقول

 .بملحق معالجة البيانات المذكور HP هذا ما لم يثبت العميل أن هذه المساعدة مطلوبة بسبب عدم التزام 5.1 بموجب البند

 عمليات النقل الدولية لبيانات العميل الشخصية  6

ا  بشرط أن يكون هذا النقل مطلوب   الأصلنقل البيانات الشخصية للعميل خارج البلد الذي تم جمع البيانات منه في  HP يجوز لشركة  1-6

على سبيل المثال  - بما يشمل ، بالخدمات وأن تتم عمليات النقل هذه وفق ا لقوانين حماية البيانات والخصوصية المعمول بها فيما يتعلق

 سابقة مطلوبة بموجب قوانين حماية البيانات والخصوصية  تقييماتإكمال أي  - لا الحصر 

 الأحكام الخاصة بالاتحاد الأوروبي  2-6

آليات النقل   HP بقدر ما يتم نقل البيانات الشخصية للعميل من بلد أوروبي إلى بلد ذي صلة، توفر  إذا كان قابلا للتطبيق 1-2-6

، على أي عمليات نقل من هذا القبيل  6-2-2 كما هو مبين في البند الأسبقيةالتي تنطبق، حسب ترتيب المذكورة أدناه 

 :المعمول بها وفق ا لقوانين حماية البيانات والخصوصية 

قواعد الشركة الملزمة لجهة    HP اعتمدت :HP لزمة لجهة معالجة بياناتقواعد الشركة الم   1-1-2-6

على قواعد الشركة الملزمة لجهة   HPتحافظ . البيانات الشخصية للعميل التي تعالجها المعالجة التي تغطي
ا في حال لم تعد قواعد الشركة الملزمة لجهة معالجة بيانات   HPمعالجة بيانات  هذه وتخطر العميل فور 

HP  آلية نقل صالحة. تتوفر قواعد الشركة الملزمة لجهة معالجة بياناتHP   :على هذا الرابط
-en/bcr-https://www.hp.com/uk
-central/binding-pages.html?jumpid=in_R11928_/us/en/corp/privacy

rules-orporatec . 

تتم أي عملية نقل بموجب آلية الكفاءة المعتمدة  :وأمريكا الأوروبيةآلية الكفاية المعتمدة من الدول  2-1-2-6

 ، تسجيل أو اعتماد الشركة الاقتضاء بما في ذلك، عند  الآليةأمريكي وفق ا لقواعد  من نظام أوروبي

، والتي ستقوم بمعالجة البيانات  الأمريكيةيات المتحدة لافي الو  الموجودة  HP التابعة لشركة (الشركات)

 .الخدمات لأغراض الشخصية للعميل 

البنود التعاقدية القياسية للاتحاد الأوروبي، سواء جهة مراقبة بيانات إلى جهة معالجة بيانات  3-1-2-6

 (، حسبما مقتضى الحال. 3( أو جهة معالجة بيانات إلى جهة معالجة بيانات )الملحق 2)الملحق 

نقل واحدة وفق ا لترتيب   لآليةفي حالة تغطية الخدمات بأكثر من آلية نقل واحدة، يخضع نقل البيانات الشخصية للعميل  2-2-6

  الأوروبيةآلية الكفاية المعتمدة من الدول  (2 ؛HP قواعد الشركة الملزمة لجهة المعالجة من  (1: التالي الأسبقية

 .البنود التعاقدية القياسية للاتحاد الأوروبي( 3؛ وأمريكا

 الأحكام الخاصة بالمملكة المتحدة  3-6

إلى الحد الذي يتم فيه نقل البيانات الشخصية للعميل من المملكة المتحدة إلى بلد ذي صلة، يجب تطبيق آلية النقل المذكورة   1-3-6

 . 4في الملحق 

 الأحكام الخاصة بالأرجنتين 4-6

https://protect.checkpoint.com/v2/___https:/www.hp.com/uk-en/bcr-pages.html?jumpid=in_R11928_/us/en/corp/privacy-central/binding-corporate-rules___.YzJ1Omxpb25icmlkZ2U6YzpvOjU4YTNkMzQyZDgxYTMwZmRkMzkxNmQyMGUxZTM2MGIwOjY6MTg2MDphY2E5YWJjZmFkYjdiNjdlMzUzYTIzOTIyOGU1OTZlMjkxNzUwMzcyYTY3MmM5M2EyNTZkYmQ4NGE3NWYzOGM0OnA6VDpO
https://protect.checkpoint.com/v2/___https:/www.hp.com/uk-en/bcr-pages.html?jumpid=in_R11928_/us/en/corp/privacy-central/binding-corporate-rules___.YzJ1Omxpb25icmlkZ2U6YzpvOjU4YTNkMzQyZDgxYTMwZmRkMzkxNmQyMGUxZTM2MGIwOjY6MTg2MDphY2E5YWJjZmFkYjdiNjdlMzUzYTIzOTIyOGU1OTZlMjkxNzUwMzcyYTY3MmM5M2EyNTZkYmQ4NGE3NWYzOGM0OnA6VDpO
https://protect.checkpoint.com/v2/___https:/www.hp.com/uk-en/bcr-pages.html?jumpid=in_R11928_/us/en/corp/privacy-central/binding-corporate-rules___.YzJ1Omxpb25icmlkZ2U6YzpvOjU4YTNkMzQyZDgxYTMwZmRkMzkxNmQyMGUxZTM2MGIwOjY6MTg2MDphY2E5YWJjZmFkYjdiNjdlMzUzYTIzOTIyOGU1OTZlMjkxNzUwMzcyYTY3MmM5M2EyNTZkYmQ4NGE3NWYzOGM0OnA6VDpO
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شار إليها   1-4-6 إلى الحد الذي يتم فيه نقل البيانات الشخصية للعميل من الأرجنتين إلى بلد ذي صلة، يجب تطبيق آلية النقل الم 

   . 5في الملحق 

 أحكام خاصة بالصين 5-6

إلى الحد الذي يتم فيه نقل أي بيانات شخصية خاصة بالعميل يتم جمعها أو إنشاؤها داخل الصين من جمهورية الصين   1-5-6

 آلية النقل المذكورة أدناه:  HPإلى دولة أو منطقة خارج الصين، توفر شركة   HPالشعبية بواسطة شركة  

(: يجب على العميل إبرام عقد قياسي منشور من قِبل مركز التحكم في الوصول، مع 6العقد القياسي )الملحق  1-1-5-6

 مستلم البيانات الشخصية للعميل. 

عندما تقوم وحدة التحكم في البيانات بنقل البيانات الشخصية من جمهورية الصين الشعبية إلى معالج البيانات في بلد أو   2-5-6

ذلك  منطقة خارج الصين، تكون وحدة التحكم في البيانات مسؤولة عن الحصول على موافقة أصحاب البيانات على 
 النقل. 

   الأحكام الخاصة بالبرازيل 6-6

إلى الحد الذي يتم فيه نقل البيانات الشخصية للعميل من البرازيل إلى بلد ذي صلة، يجب أن تتم عمليات النقل هذه فقط   1-6-6

   وفق ا لإحدى الآليات المذكورة أدناه حسب ترتيب الأولوية:

قواعد شركة ملزمة    HP: اعتمدت شركة  HPإن أمكن، فيما يلي قواعد الشركة الملزمة لمعالج   1-1-6-6

الحفاظ على قواعد الشركة الملزمة    HPللمعالج تغطي بيانات العملاء الشخصية التي تعالجها. يجب على شركة  

 آلية نقل صالحة.   HPوإخطار العميل على الفور في حالة عدم كون قواعد الشركة الملزمة لمعالج    HPلمعالج  

   (.7البنود التعاقدية القياسية البرازيلية )الملحق  2-1-6-6

 الأحكام الخاصة بالمملكة العربية السعودية  7-6

إلى الحد الذي يتم فيه نقل البيانات الشخصية للعميل من المملكة العربية السعودية إلى بلد ذي صلة، يجب تطبيق آليات   1-7-6

شار إليها في الملحق  )من معالج البيانات إلى معالج   9)من مسؤول البيانات إلى معالج البيانات( أو الملحق  8النقل الم 

   البيانات(.

 عمليات المراجعة  7

المنصوص   للالتزامات الامتثال لإثبات  اللازمةللعميل جميع المعلومات  HP بد أن توفر على طلب مكتوب من العميل، لا بناء   1-7

أي التزام بتقديم معلومات سرية من   HP يكون على ألا عليها بموجب قوانين حماية البيانات والخصوصية المعمول بها، شريطة 

بالسماح بالمزيد من عمليات التدقيق والتفتيش   HP على أساس سنوي كحد أقصى وعلى نفقة العميل، تلتزم .الناحية التجارية

يتفق الطرفان على نطاق أي عمليات تدقيق من هذا   .HP الذي لا يكون منافس ا ل ـ الآخر ومساهمة العميل فيها أو مدقق الطرف 

أي  ومعالجة لضمان أن يكون للعميل الحق في اتخاذ خطوات معقولة ومناسبة لوقف  .البدء فيهاالقبيل، ومن بينها شروط السرية، قبل 

، سيؤكد الطرفان ويطوران خطة معالجة معتمدة بشكل متبادل عند HPلعميل من قبل الشخصية لبيانات لاستخدام غير مصرح به ل

 . للعمي الشخصية لبيانات لغير المصرح به لهذا الاستخدام الضرورة لمعالجة أي نتائج تدقيق تشير إلى 
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 1 المرفق

 تفاصيل عملية المعالجة

 .ا لتعكس التغييرات في أنشطة المعالجةي  دور 1 تحديث هذا المرفق  HP يجوز لشركة 

 فئات أصحاب البيانات 

 .والمقاولون من الباطن العملاء ووكلاء موظفو العميل   •

 أنواع البيانات الشخصية 

للخدمات وتحكم العميل فيها بصفته جهة مراقبة بيانات ووفق ا   HP فيما يتعلق بتوفير  HP ت حدد البيانات الشخصية للعميل والتي تعالجها

 :يليما التغيير المعمول بها، ولكن يمكن أن تتضمن أمثلة  /أو أوامر الشراء /لبيان العمل و

المهني أو الشخصي وعنوان المكتب   الإلكترونيأو رقم الهاتف المهني أو الشخصي أو عنوان البريد  الاسممثل  - الاتصال بيانات •

 المهني؛ 

 مثل تعريف الموظف أو رقم الشارة؛  – الأمان اعتماد بيانات •

التي بدأت مهام الطباعة، ووضع الطباعة، والوسائط المستخدمة،   الأجهزةمثل الصفحات المطبوعة، وأنواع  - المنتج استخدام بيانات •

  Word ، والتطبيق المستخدم للطباعة (وما إلى ذلك، jpg). pdf. مة التجارية للحبر، ونوع الملف المطبوعلاأو الع والحبر

، وحجم الملف، والطابع الزمني،  (، وما إلى ذلك "أدوبي فوتوشوب" Photoshop Adobe  ،"إكسل" Excel ،"وورد)"

 واستخدام لوازم الطابعة وحالتها؛

واستخدام بطاقات    "مستوى الحبر السائل منخفض" والميزات والتنبيهات المستخدمة مثل تحذيرات  الأحداثطباعة   - الأداء بيانات •

 التي تختلف حسب المنتج؛  الإضافيةوالفاكس والمسح الضوئي وخادم الويب المضمن والمعلومات الفنية  الصور 

مثل نظام التشغيل، ومقدار الذاكرة، والمنطقة، واللغة،   الأجهزةأو  /معلومات حول أجهزة الكمبيوتر والطابعات و - الجهاز بيانات •

، وعمر الجهاز، وتاريخ تصنيع الجهاز، وإصدار المتصفح، والشركة المصنعة  الأولالزمنية، ورقم الطراز، وتاريخ البدء  والمنطقة 
التي تختلف   الإضافيةوالمعلومات التقنية   الإعلانات، وحالة الضمان، ومعرفات الجهاز الفريدة، ومعرفات الاتصال للكمبيوتر، ومنفذ
 حسب المنتج؛

مثل الموقع واللغة وإصدارات البرامج وخيارات مشاركة البيانات وتفاصيل   HP متعلقة بتطبيقاتالمعلومات ال - التطبيق بيانات •

 التحديث؛ و 

أو عبر الهاتف أو البريد مع مراكز   الإنترنتا أو عبر ي  صاحب البيانات عندما يتفاعل شخصالتي يقدمها  الأخرى البيانات الشخصية  •

أو صاحب   /والرد على استفسارات العميل و  HP لتسهيل تقديم خدمات  الأخرى  العملاءمكاتب المساعدة أو قنوات دعم  الخدمة أو 

 HP. التي تسلمتها شركة  الأجهزة  على ( 2) البيانات؛ أو

البيانات الشخصية للعميل لأغراض الإعلان لجهات خارجية أو التسويق المباشر أو إنشاء الملفات الشخصية أو البحث   HPلن تعالج شركة 

التي يطلبها   HPإلا في الحالات التي تكون فيها هذه المعالجة )أ( ضرورية للامتثال لتعليمات العميل أو )ب( جزءًا من منتجات وخدمات  

 العميل.

 أنشطة عملية المعالجة 

يجوز   .مع العميل وتقديم الخدمات له العلاقة لإدارة البيانات الشخصية للعميل التي تتم معالجتها فيما يتعلق باتفاقية الخدمات  HP تستخدم

 :معالجة البيانات الشخصية للعميل من أجل HP لشركة

 كخدمة؛ والأجهزةمثل إدارة خدمات الطباعة  الأسطول تقديم خدمات إدارة  •

موسع للضمانات  في ذلك حزمة الرعاية والدعم ال الحفاظ على بيانات اتصال وتسجيل دقيقة لتقديم خدمات دعم وصيانة شاملة، بما •
 ؛والإرجاع الإصلاح عمليات  وتسهيل
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إدارة   لأغراض، وطلب وإكمال الطلبات للمنتجات أو الخدمات، الأجهزةتسهيل الوصول إلى بوابات عرض وإدارة البيانات، وإدارة  •
 وترتيب الشحنات والتسليمات؛ الحسابات

تحسين أداء وتشغيل المنتجات والحلول والخدمات والدعم، بما في ذلك دعم الضمان وتحديثات البرامج الثابتة والبرمجيات في الوقت   •
 والتنبيهات لضمان استمرار تشغيل الجهاز أو الخدمة؛  المناسب

أو طلباتهم، أو   العملاءالردود على استفسارات  الإدارية الاتصالاتقد تتضمن أمثلة  .إدارية للعميل حول الخدمات اتصالاتتوفير  •

، أو تحديثات الشركات  الأمانالمتعلقة بالضمان، أو إشعارات استدعاء  الاتصالات ، أو إكمال الخدمة أو الأداءالمنتج أو تقارير  استخدام
 ؛ الأصولأو بيع  الاستحواذأو  الاندماجالمتعلقة بعمليات  المعمول بها

أو أي نشاط إجرامي أو   الاحتيالأو  الأمنية ومنتجاتها وميزاتها وخدماتها ومنع وكشف التهديدات  HP مة وأمان مواقعلاالحفاظ على س •

 آخر قد يعرض معلومات العميل للخطر؛  ضار

 ؛ HP منب عد التحقق من هوية العميل، بما في ذلك طلب اسم المتصل وتحديد هوية الموظف أو رقم الشارة لتسليم خدمات الصيانة عن  •

وحل    الآخرين والعملاءللقوانين واللوائح وأوامر المحاكم وطلبات الحكومة وإنفاذ القوانين السارية وحماية الموظفين   الامتثال •
  النزاعات؛

 توصيات الووضع   والاتصالات،وتخصيص الخدمات    ،مخصصة وتقديم تجربة •

 . HP التي تم إرجاعها إلى الأجهزةومسح البيانات من  •
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Attachment 2 

EU STANDARD CONTRACTUAL CLAUSES (DATA CONTROLLER TO DATA 

PROCESSOR) 

SECTION I 

Clause 1 

Purpose and scope 

(a) The purpose of these standard contractual clauses is to ensure compliance with the 

requirements of Regulation (EU) 2016/679 of the European Parliament and of the Council 

of 27 April 2016 on the protection of natural persons with regard to the processing of 

personal data and on the free movement of such data (General Data Protection 

Regulation) for the transfer of personal data to a third country. 

(b) The Parties: 

(i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies 

(hereinafter ‘entity/ies’) transferring the personal data, as listed in Annex I.A (hereinafter 

each ‘data exporter’), and 
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(ii) the entity/ies in a third country receiving the personal data from the data exporter, 

directly or indirectly via another entity also Party to these Clauses, as listed in Annex 

I.A (hereinafter each ‘data importer’) 

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’). 

(c) These Clauses apply with respect to the transfer of personal data as specified in Annex I.B. 

(d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral 

part of these Clauses. 

Clause 2 

Effect and invariability of the Clauses 

(a) These Clauses set out appropriate safeguards, including enforceable data subject rights 

and effective legal remedies, pursuant to Article 46(1) and Article 46(2)(c) of 

Regulation (EU) 2016/679 and, with respect to data transfers from controllers to 

processors and/or processors to processors, standard contractual clauses pursuant to 

Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to 

select the appropriate Module(s) or to add or update information in the Appendix. This 

does not prevent the Parties from including the standard contractual clauses laid down 

in these Clauses in a wider contract and/or to add other clauses or additional 

safeguards, provided that they do not contradict, directly or indirectly, these Clauses or 

prejudice the fundamental rights or freedoms of data subjects. 

(b) These Clauses are without prejudice to obligations to which the data exporter is subject 

by virtue of Regulation (EU) 2016/679. 

Clause 3 

Third-party beneficiaries 

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, 

against the data exporter and/or data importer, with the following exceptions: 

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; 

(ii) Clause 8 – Clause 8.1(b), 8.9(a), (c), (d) and (e); 

(iii) Clause 9 – Clause 9(a), (c), (d) and (e); 

(iv) Clause 12 – Clause 12(a), (d) and (f); 

(v) Clause 13; 

(vi) Clause 15.1(c), (d) and (e); 

(vii) Clause 16(e); 
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(viii) Clause 18 – Clause 18(a) and (b). 
 

(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 

2016/679. 

Clause 4 

Interpretation 

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those 

terms shall have the same meaning as in that Regulation. 

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation 

(EU) 2016/679. 

(c) These Clauses shall not be interpreted in a way that conflicts with rights and 

obligations provided for in Regulation (EU) 2016/679. 

Clause 5 

Hierarchy 

In the event of a contradiction between these Clauses and the provisions of related 

agreements between the Parties, existing at the time these Clauses are agreed or entered 

into thereafter, these Clauses shall prevail. 

Clause 6 

Description of the transfer(s) 

The details of the transfer(s), and in particular the categories of personal data that are 

transferred and the purpose(s) for which they are transferred, are specified in Annex I.B. 

SECTION II – OBLIGATIONS OF THE PARTIES 

Clause 8 

Data protection safeguards 

The data exporter warrants that it has used reasonable efforts to determine that the data 

importer is able, through the implementation of appropriate technical and 

organisational measures, to satisfy its obligations under these Clauses. 

8.1   Instructions 

(a) The data importer shall process the personal data only on documented instructions 

from the data exporter. The data exporter may give such instructions throughout the 

duration of the contract. 
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(b) The data importer shall immediately inform the data exporter if it is unable to follow 

those instructions. 

8.2   Purpose limitation 

The data importer shall process the personal data only for the specific purpose(s) of the 

transfer, as set out in Annex I.B, unless on further instructions from the data exporter. 

8.3   Transparency 

On request, the data exporter shall make a copy of these Clauses, including the Appendix 

as completed by the Parties, available to the data subject free of charge. To the extent 

necessary to protect business secrets or other confidential information, including the 

measures described in Annex II and personal data, the data exporter may redact part of 

the text of the Appendix to these Clauses prior to sharing a copy, but shall provide a 

meaningful summary where the data subject would otherwise not be able to understand 

the its content or exercise his/her rights. On request, the Parties shall provide the data 

subject with the reasons for the redactions, to the extent possible without revealing the 

redacted information. This Clause is without prejudice to the obligations of the data 

exporter under Articles 13 and 14 of Regulation (EU) 2016/679. 

8.4   Accuracy 

If the data importer becomes aware that the personal data it has received is inaccurate, 

or has become outdated, it shall inform the data exporter without undue delay. In this 

case, the data importer shall cooperate with the data exporter to erase or rectify the data. 

8.5   Duration of processing and erasure or return of data 

Processing by the data importer shall only take place for the duration specified in Annex 

I.B. After the end of the provision of the processing services, the data importer shall, at 

the choice of the data exporter, delete all personal data processed on behalf of the data 

exporter and certify to the data exporter that it has done so, or return to the data exporter 

all personal data processed on its behalf and delete existing copies. Until the data is 

deleted or returned, the data importer shall continue to ensure compliance with these 

Clauses. In case of local laws applicable to the data importer that prohibit return or 

deletion of the personal data, the data importer warrants that it will continue to ensure 

compliance with these Clauses and will only process it to the extent and for as long as 

required under that local law. This is without prejudice to Clause 14, in particular the 

requirement for the data importer under Clause 14(e) to notify the data exporter 

throughout the duration of the contract if it has reason to believe that it is or has become 

subject to laws or practices not in line with the requirements under Clause 14(a). 

8.6   Security of processing 
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(a) The data importer and, during transmission, also the data exporter shall implement 

appropriate technical and organisational measures to ensure the security of the data, 

including protection against a breach of security leading to accidental or unlawful 

destruction, loss, alteration, unauthorised disclosure or access to that data 

(hereinafter ‘personal data breach’). In assessing the appropriate level of security, the 

Parties shall take due account of the state of the art, the costs of implementation, the 

nature, scope, context and purpose(s) of processing and the risks involved in the 

processing for the data subjects. The Parties shall in particular consider having 

recourse to encryption or pseudonymisation, including during transmission, where 

the purpose of processing can be fulfilled in that manner. In case of 

pseudonymisation, the additional information for attributing the personal data to a 

specific data subject shall, where possible, remain under the exclusive control of the 

data exporter. In complying with its obligations under this paragraph, the data 

importer shall at least implement the technical and organisational measures 

specified in Annex II. The data importer shall carry out regular checks to ensure that 

these measures continue to provide an appropriate level of security. 

(b) The data importer shall grant access to the personal data to members of its personnel 

only to the extent strictly necessary for the implementation, management and 

monitoring of the contract. It shall ensure that persons authorised to process the 

personal data have committed themselves to confidentiality or are under an 

appropriate statutory obligation of confidentiality. 

(c) In the event of a personal data breach concerning personal data processed by the data 

importer under these Clauses, the data importer shall take appropriate measures to 

address the breach, including measures to mitigate its adverse effects. The data 

importer shall also notify the data exporter without undue delay after having become 

aware of the breach. Such notification shall contain the details of a contact point 

where more information can be obtained, a description of the nature of the breach 

(including, where possible, categories and approximate number of data subjects and 

personal data records concerned), its likely consequences and the measures taken or 

proposed to address the breach including, where appropriate, measures to mitigate its 

possible adverse effects. Where, and in so far as, it is not possible to provide all 

information at the same time, the initial notification shall contain the information 

then available and further information shall, as it becomes available, subsequently 

be provided without undue delay. 

(d) The data importer shall cooperate with and assist the data exporter to enable the 

data exporter to comply with its obligations under Regulation (EU) 2016/679, in 

particular to notify the competent supervisory authority and the affected data 

subjects, taking into account the nature of processing and the information available 

to the data importer. 
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8.7   Sensitive data 

Where the transfer involves personal data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade union membership, genetic data, or 

biometric data for the purpose of uniquely identifying a natural person, data concerning 

health or a person’s sex life or sexual orientation, or data relating to criminal convictions 

and offences )hereinafter ‘sensitive data’(, the data importer shall apply the specific 

restrictions and/or additional safeguards described in Annex I.B. 

8.8   Onward transfers 

The data importer shall only disclose the personal data to a third party on documented 

instructions from the data exporter. In addition, the data may only be disclosed to a third 

party located outside the European Union (in the same country as the data importer or 

in another third country, hereinafter ‘onward transfer’( if the third party is or agrees to 

be bound by these Clauses, under the appropriate Module, or if: 

(a) the onward transfer is to a country benefitting from an adequacy decision pursuant 

to Article 45 of Regulation (EU) 2016/679 that covers the onward transfer; 

(b) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 

47 Regulation of (EU) 2016/679 with respect to the processing in question; 

(c) the onward transfer is necessary for the establishment, exercise or defence of legal 

claims in the context of specific administrative, regulatory or judicial proceedings; or 

(d) the onward transfer is necessary in order to protect the vital interests of the data 

subject or of another natural person. 

Any onward transfer is subject to compliance by the data importer with all the other 

safeguards under these Clauses, in particular purpose limitation. 

8.9   Documentation and compliance 

(a) The data importer shall promptly and adequately deal with enquiries from the data 

exporter that relate to the processing under these Clauses. 

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, 

the data importer shall keep appropriate documentation on the processing activities 

carried out on behalf of the data exporter. 

(c) The data importer shall make available to the data exporter all information necessary 

to demonstrate compliance with the obligations set out in these Clauses and at the 

data exporter’s request, allow for and contribute to audits of the processing activities 

covered by these Clauses, at reasonable intervals or if there are indications of non-

compliance. In deciding on a review or audit, the data exporter may take into account 

relevant certifications held by the data importer. 
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(d) The data exporter may choose to conduct the audit by itself or mandate an 

independent auditor. Audits may include inspections at the premises or physical 

facilities of the data importer and shall, where appropriate, be carried out with 

reasonable notice. 

(e) The Parties shall make the information referred to in paragraphs (b) and (c), 

including the results of any audits, available to the competent supervisory authority 

on request. 

Clause 9 

Use of sub-processors 

(a) GENERAL WRITTEN AUTHORISATION The data importer has the data exporter’s 

general authorisation for the engagement of sub-processor(s) from an agreed list. The 

data importer shall specifically inform the data exporter in writing of any intended 

changes to that list through the addition or replacement of sub-processors at least 90 

days in advance, thereby giving the data exporter sufficient time to be able to object 

to such changes prior to the engagement of the sub-processor(s). The data importer 

shall provide the data exporter with the information necessary to enable the data 

exporter to exercise its right to object. 

(b) Where the data importer engages a sub-processor to carry out specific processing 

activities (on behalf of the data exporter), it shall do so by way of a written contract 

that provides for, in substance, the same data protection obligations as those binding 

the data importer under these Clauses, including in terms of third-party beneficiary 

rights for data subjects. The Parties agree that, by complying with this Clause, the 

data importer fulfils its obligations under Clause 8.8. The data importer shall ensure 

that the sub-processor complies with the obligations to which the data importer is 

subject pursuant to these Clauses. 

(c) The data importer shall provide, at the data exporter’s request, a copy of such a sub-

processor agreement and any subsequent amendments to the data exporter. To the 

extent necessary to protect business secrets or other confidential information, 

including personal data, the data importer may redact the text of the agreement prior 

to sharing a copy. 

(d) The data importer shall remain fully responsible to the data exporter for the 

performance of the sub-processor’s obligations under its contract with the data 

importer. The data importer shall notify the data exporter of any failure by the sub-

processor to fulfil its obligations under that contract. 

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor 

whereby – in the event the data importer has factually disappeared, ceased to exist 

in law or has become insolvent – the data exporter shall have the right to terminate 
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the sub-processor contract and to instruct the sub-processor to erase or return the 

personal data. 

Clause 10 

Data subject rights 

(a) The data importer shall promptly notify the data exporter of any request it has 

received from a data subject. It shall not respond to that request itself unless it has 

been authorised to do so by the data exporter. 

(b) The data importer shall assist the data exporter in fulfilling its obligations to respond 

to data subjects’ requests for the exercise of their rights under Regulation (EU) 

2016/679. In this regard, the Parties shall set out in Annex II the appropriate 

technical and organisational measures, taking into account the nature of the 

processing, by which the assistance shall be provided, as well as the scope and the 

extent of the assistance required. 

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall 

comply with the instructions from the data exporter. 

Clause 11 

Redress 

(a) The data importer shall inform data subjects in a transparent and easily accessible 

format, through individual notice or on its website, of a contact point authorised to 

handle complaints. It shall deal promptly with any complaints it receives from a data 

subject. 

(b) In case of a dispute between a data subject and one of the Parties as regards compliance 

with these Clauses, that Party shall use its best efforts to resolve the issue amicably in 

a timely fashion. The Parties shall keep each other informed about such disputes and, 

where appropriate, cooperate in resolving them. 

(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, 

the data importer shall accept the decision of the data subject to: 

(i) lodge a complaint with the supervisory authority in the Member State of his/her 

habitual residence or place of work, or the competent supervisory authority 

pursuant to Clause 13; 

(ii) refer the dispute to the competent courts within the meaning of Clause 18. 
 

(d) The Parties accept that the data subject may be represented by a not-for-profit body, 

organisation or association under the conditions set out in Article 80(1) of Regulation 

(EU) 2016/679. 
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(e) The data importer shall abide by a decision that is binding under the applicable EU 

or Member State law. 

(f) The data importer agrees that the choice made by the data subject will not prejudice 

his/her substantive and procedural rights to seek remedies in accordance with 

applicable laws. 

Clause 12 

Liability 

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other 

Party/ies by any breach of these Clauses. 

(b) The data importer shall be liable to the data subject, and the data subject shall be 

entitled to receive compensation, for any material or non-material damages the data 

importer or its sub-processor causes the data subject by breaching the third-party 

beneficiary rights under these Clauses. 

(c) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, 

and the data subject shall be entitled to receive compensation, for any material or 

non-material damages the data exporter or the data importer (or its sub-processor) 

causes the data subject by breaching the third-party beneficiary rights under these 

Clauses. This is without prejudice to the liability of the data exporter and, where the 

data exporter is a processor acting on behalf of a controller, to the liability of the 

controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as 

applicable. 

(d) The Parties agree that if the data exporter is held liable under paragraph (c) for 

damages caused by the data importer (or its sub-processor), it shall be entitled to 

claim back from the data importer that part of the compensation corresponding to 

the data importer’s responsibility for the damage. 

(e) Where more than one Party is responsible for any damage caused to the data subject 

as a result of a breach of these Clauses, all responsible Parties shall be jointly and 

severally liable and the data subject is entitled to bring an action in court against 

any of these Parties. 

(f) The Parties agree that if one Party is held liable under paragraph (e), it shall be 

entitled to claim back from the other Party/ies that part of the compensation 

corresponding to its/their responsibility for the damage. 

(g) The data importer may not invoke the conduct of a sub-processor to avoid its own 

liability. 

Clause 13 
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Supervision 

(a) Where the data exporter is established in an EU Member State: The supervisory 

authority with responsibility for ensuring compliance by the data exporter with 

Regulation (EU) 2016/679 as regards the data transfer, as indicated in Annex I.C, 

shall act as competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within 

the territorial scope of application of Regulation (EU) 2016/679 in accordance with 

its Article 3(2) and has appointed a representative pursuant to Article 27(1) of 

Regulation (EU) 2016/679: The supervisory authority of the Member State in which 

the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679 

is established, as indicated in Annex I.C, shall act as competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within 

the territorial scope of application of Regulation (EU) 2016/679 in accordance with 

its Article 3(2) without however having to appoint a representative pursuant to 

Article 27(2) of Regulation (EU) 2016/679: The supervisory authority of one of the 

Member States in which the data subjects whose personal data is transferred under 

these Clauses in relation to the offering of goods or services to them, or whose 

behaviour is monitored, are located, as indicated in Annex I.C, shall act as competent 

supervisory authority. 

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the 

competent supervisory authority in any procedures aimed at ensuring compliance 

with these Clauses. In particular, the data importer agrees to respond to enquiries, 

submit to audits and comply with the measures adopted by the supervisory authority, 

including remedial and compensatory measures. It shall provide the supervisory 

authority with written confirmation that the necessary actions have been taken. 

SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY 

PUBLIC AUTHORITIES 

Clause 14 

Local laws and practices affecting compliance with the Clauses 

(a) The Parties warrant that they have no reason to believe that the laws and practices 

in the third country of destination applicable to the processing of the personal data 

by the data importer, including any requirements to disclose personal data or 

measures authorising access by public authorities, prevent the data importer from 

fulfilling its obligations under these Clauses. This is based on the understanding that 

laws and practices that respect the essence of the fundamental rights and freedoms 

and do not exceed what is necessary and proportionate in a democratic society to 
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safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, 

are not in contradiction with these Clauses. 

(b) The Parties declare that in providing the warranty in paragraph (a), they have taken 

due account in particular of the following elements: 

(i) the specific circumstances of the transfer, including the length of the processing 

chain, the number of actors involved and the transmission channels used; 

intended onward transfers; the type of recipient; the purpose of processing; the 

categories and format of the transferred personal data; the economic sector in 

which the transfer occurs; the storage location of the data transferred; 

(ii) the laws and practices of the third country of destination– including those 

requiring the disclosure of data to public authorities or authorising access by 

such authorities – relevant in light of the specific circumstances of the transfer, 

and the applicable limitations and safeguards; 

(iii) any relevant contractual, technical or organisational safeguards put in place to 

supplement the safeguards under these Clauses, including measures applied 

during transmission and to the processing of the personal data in the country of 

destination. 
 

(c) The data importer warrants that, in carrying out the assessment under paragraph (b), 

it has made its best efforts to provide the data exporter with relevant information and 

agrees that it will continue to cooperate with the data exporter in ensuring 

compliance with these Clauses. 

(d) The Parties agree to document the assessment under paragraph (b) and make it 

available to the competent supervisory authority on request. 

(e) The data importer agrees to notify the data exporter promptly if, after having agreed 

to these Clauses and for the duration of the contract, it has reason to believe that it 

is or has become subject to laws or practices not in line with the requirements under 

paragraph (a), including following a change in the laws of the third country or a 

measure (such as a disclosure request) indicating an application of such laws in 

practice that is not in line with the requirements in paragraph (a). 

(f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise 

has reason to believe that the data importer can no longer fulfil its obligations under 

these Clauses, the data exporter shall promptly identify appropriate measures (e.g. 

technical or organisational measures to ensure security and confidentiality) to be 

adopted by the data exporter and/or data importer to address the situation. The data 

exporter shall suspend the data transfer if it considers that no appropriate safeguards 

for such transfer can be ensured, or if instructed by the competent supervisory 

authority to do so. In this case, the data exporter shall be entitled to terminate the 

contract, insofar as it concerns the processing of personal data under these Clauses. If 
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the contract involves more than two Parties, the data exporter may exercise this right 

to termination only with respect to the relevant Party, unless the Parties have agreed 

otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d) and 

(e) shall apply. 

Clause 15 

Obligations of the data importer in case of access by public authorities 

15.1   Notification 

(a) The data importer agrees to notify the data exporter and, where possible, the data subject 

promptly (if necessary, with the help of the data exporter) if it: 

(i) receives a legally binding request from a public authority, including judicial 

authorities, under the laws of the country of destination for the disclosure of personal 

data transferred pursuant to these Clauses; such notification shall include information 

about the personal data requested, the requesting authority, the legal basis for the 

request and the response provided; or 

(ii) becomes aware of any direct access by public authorities to personal data transferred 

pursuant to these Clauses in accordance with the laws of the country of destination; 

such notification shall include all information available to the importer. 
 

(b) If the data importer is prohibited from notifying the data exporter and/or the data subject 

under the laws of the country of destination, the data importer agrees to use its best efforts 

to obtain a waiver of the prohibition, with a view to communicating as much information 

as possible, as soon as possible. The data importer agrees to document its best efforts in order 

to be able to demonstrate them on request of the data exporter. 

(c) Where permissible under the laws of the country of destination, the data importer agrees to 

provide the data exporter, at regular intervals for the duration of the contract, with as much 

relevant information as possible on the requests received (in particular, number of requests, 

type of data requested, requesting authority/ies, whether requests have been challenged and 

the outcome of such challenges, etc.). 

(d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for 

the duration of the contract and make it available to the competent supervisory authority 

on request. 

(e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer 

pursuant to Clause 14(e) and Clause 16 to inform the data exporter promptly where 

it is unable to comply with these Clauses. 

15.2   Review of legality and data minimisation 
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(a) The data importer agrees to review the legality of the request for disclosure, in 

particular whether it remains within the powers granted to the requesting public 

authority, and to challenge the request if, after careful assessment, it concludes that 

there are reasonable grounds to consider that the request is unlawful under the laws 

of the country of destination, applicable obligations under international law and 

principles of international comity. The data importer shall, under the same 

conditions, pursue possibilities of appeal. When challenging a request, the data 

importer shall seek interim measures with a view to suspending the effects of the 

request until the competent judicial authority has decided on its merits. It shall not 

disclose the personal data requested until required to do so under the applicable 

procedural rules. These requirements are without prejudice to the obligations of the 

data importer under Clause 14(e). 

(b) The data importer agrees to document its legal assessment and any challenge to the 

request for disclosure and, to the extent permissible under the laws of the country of 

destination, make the documentation available to the data exporter. It shall also 

make it available to the competent supervisory authority on request. 

(c) The data importer agrees to provide the minimum amount of information 

permissible when responding to a request for disclosure, based on a reasonable 

interpretation of the request. 

SECTION IV – FINAL PROVISIONS 

Clause 16 

Non-compliance with the Clauses and termination 

(a) The data importer shall promptly inform the data exporter if it is unable to comply 

with these Clauses, for whatever reason. 

(b) In the event that the data importer is in breach of these Clauses or unable to comply 

with these Clauses, the data exporter shall suspend the transfer of personal data to 

the data importer until compliance is again ensured or the contract is terminated. 

This is without prejudice to Clause 14(f). 

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns 

the processing of personal data under these Clauses, where: 

(i) the data exporter has suspended the transfer of personal data to the data 

importer pursuant to paragraph (b) and compliance with these Clauses is not 

restored within a reasonable time and in any event within one month of 

suspension; 

(ii) the data importer is in substantial or persistent breach of these Clauses; or 
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(iii) the data importer fails to comply with a binding decision of a competent court 

or supervisory authority regarding its obligations under these Clauses. 

In these cases, it shall inform the competent supervisory authority of such non-

compliance. Where the contract involves more than two Parties, the data exporter 

may exercise this right to termination only with respect to the relevant Party, unless 

the Parties have agreed otherwise. 

(d)  Personal data that has been transferred prior to the termination of the contract 

pursuant to paragraph (c) shall at the choice of the data exporter immediately be 

returned to the data exporter or deleted in its entirety. The same shall apply to any 

copies of the data. The data importer shall certify the deletion of the data to the 

data exporter. Until the data is deleted or returned, the data importer shall continue 

to ensure compliance with these Clauses. In case of local laws applicable to the data 

importer that prohibit the return or deletion of the transferred personal data, the 

data importer warrants that it will continue to ensure compliance with these Clauses 

and will only process the data to the extent and for as long as required under that 

local law. 

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the 

European Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 

2016/679 that covers the transfer of personal data to which these Clauses apply; or 

(ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country 

to which the personal data is transferred. This is without prejudice to other 

obligations applying to the processing in question under Regulation (EU) 2016/679. 

Clause 17 

Governing law 

These Clauses shall be governed by the law of one of the EU Member States, provided such 

law allows for third-party beneficiary rights. The Parties agree that this shall be the law 

of France.  

Clause 18 

Choice of forum and jurisdiction 

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU 

Member State. 

(b) The Parties agree that those shall be the courts of France. 

(c) A data subject may also bring legal proceedings against the data exporter and/or data 

importer before the courts of the Member State in which he/she has his/her habitual 

residence. 
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(d) The Parties agree to submit themselves to the jurisdiction of such courts. 

 

 

 

 

 

 

 

 

 

 

 

APPENDIX 

ANNEX I 

A.   LIST OF PARTIES 

Data exporter(s): [Identity and contact details of the data exporter(s) and, where 

applicable, of its/their data protection officer and/or representative in the 

European Union] 

 

Name: See Customer’s name in the Agreement 

Address: See Customer’s address in the Agreement 

Contact person’s name, position and contact details: See Customer’s contact 

person’s name, position and contact details in the Agreement 

Activities relevant to the data transferred under these Clauses:  Same as the 

Agreement 

Signature and date: Same as the Agreement 

Role (controller/processor): Controller 
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Data importer(s): [Identity and contact details of the data importer(s), including 

any contact person with responsibility for data protection] 

   
Name:  See HP’s name in the Agreement 

Address: See HP’s address in the Agreement  

Contact person’s name, position and contact details: Nestor Rivera, SVP and 

Deputy General Counsel, Trust and Privacy, https://www.hp.com/us-

en/privacy/ww-privacy-form.html 

Activities relevant to the data transferred under these Clauses: Same as the 

Agreement 

Signature and date: Same as the Agreement 

Role (controller/processor): Processor 

B.   DESCRIPTION OF TRANSFER 

Categories of data subjects whose personal data is transferred 

See Attachment 1.   

Categories of personal data transferred 

See Attachment 1. 

Sensitive data transferred (if applicable) and applied restrictions or safeguards 

that fully take into consideration the nature of the data and the risks involved, 

such as for instance strict purpose limitation, access restrictions (including access 

only for staff having followed specialised training), keeping a record of access to 

the data, restrictions for onward transfers or additional security measures. 

See attachment 1.  

The frequency of the transfer (e.g. whether the data is transferred on a one-off or 

continuous basis). 

See attachment 1.  

Nature of the processing 

See attachment 1. 

Purpose(s) of the data transfer and further processing 

See attachment 1.  

The period for which the personal data will be retained, or, if that is not possible, 
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the criteria used to determine that period 

See Agreement and DPA.  

For transfers to (sub-) processors, also specify subject matter, nature and duration 

of the processing 

Subject matter: See Attachment 1.  

Nature: See Attachment 1.  

Duration of the processing: As long as the contract is in effect.  

C.   COMPETENT SUPERVISORY AUTHORITY 

Commission Nationale de l'informatique et des Libertés (CNIL) 
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ANNEX II 

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL 

AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF 

THE DATA 

 

To protect Customer data, HP abides by a robust set of information security 

controls including policies, practices, procedures, and organizational structures 

to safeguard the confidentiality, integrity, and availability of its own and its 

customers’ information )including Personal Data as defined in HP’s Customer 

and Data Processing Addenda). The following sets forth an overview of HP's 

technical/organizational security measures throughout the company. 

1. Security Policy 

HP maintains globally applicable policies, standards, and procedures intended 

to protect HP and Customer data. The detail of HP’s security policies is 

confidential to protect the integrity of HP’s data and systems. However, summaries 

of our key policies are included below. 

2. Information Security Organization 

HP’s Information Security program is designed to direct and maintain the 

organization’s information security strategy and controls. This system ensures 

enterprise-wide compliance with HP’s security policies and controls, as well as 

adherence to the security requirements of its customers. Structured in alignment 

with industry-standard cybersecurity frameworks, laws, and regulations, the 

Framework is reviewed annually to adapt to HP’s evolving thread landscape.  

3. Cybersecurity Risk Management 

HP’s cybersecurity risk management program is designed to preserve the 
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confidentiality, integrity, and availability of its information assets. The program 

provides a consistent approach to identifying, assessing, prioritizing, treating, 

remedying, tracking, and reporting cybersecurity risks. HP defines its Risk 

Appetite as the acceptable level of loss exposure and Risk Tolerance as the degree 

of variance from this appetite. Risks are evaluated using a defined methodology, 

enabling HP to mitigate information security risks to an acceptable level. This 

program aligns with HP’s Enterprise Risk Management process. 

4. HR Security 

HP Human Resource Security policy ensures information security throughout the 

employee lifecycle by establishing processes for access to facilities, information 

systems, and other assets. This includes obtaining written acknowledgments 

through confidentiality and non-disclosure agreements, as well as conducting 

background screening procedures. All candidates for employment with HP must 

complete a background verification check in accordance with relevant laws, 

regulations, and ethics. 

5. Asset Management 

HP has a process for identifying technical information assets, categorizing critical 

assets, and maintaining documented handling procedures for each information 

classification type, including those containing Personal Data. These procedures 

cover storage, transmission, communication, access, logging, retention, 

destruction, disposal, incident management, and breach notification. HP security 

policies and standards also mandate the secure disposal of media. 

6. Data Security 

HP’s Data Security program outlines the security practices and technical controls 

that must be implemented to protect the confidentiality, authenticity, and 

integrity of data. Legal requirements, value, criticality, and sensitivity to 

unauthorized disclosure or modification are a few of the factors that determine 

how information is classified under HP’s Data Security policy. In addition to 

data handling procedures, the policy outlines data encryption, deletion, 

collection and processing, retention, backup, and data loss prevention.  

7. Access Control 

HP employs the principle of least privilege for logical access control, providing 

user access through unique user IDs and passwords. The password policy defines 

complexity, strength, validity, and password-history controls. Access rights are 

periodically reviewed and revoked upon personnel departure. Agreed-upon 

procedures for user account creation and deletion are implemented to grant and 

revoke access to client systems during engagements. 

8. Cryptography 

HP has defined a set of robust processes for cryptography to ensure the 

confidentiality, integrity, and availability of information assets. Approved 
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protocols require encryption for certain assets, including those that contain 

personal data. Our Cryptography program involves the use of mathematical 

techniques to secure information and communications, ensuring that only 

authorized parties can access the data. A critical component of HP’s information 

security program is protecting data from unauthorized access and tampering.  

9. Physical and Environmental Security 

HP facilities are secured using various physical and electronic access controls, 

including security guards, electronic access control, and closed-circuit television 

(CCTV). Facilities are also equipped with necessary infrastructure support, 

including temperature control and power backups, using UPS and/or diesel 

generators to support critical services. All HP personnel are registered and 

required to carry appropriate identification badges.  

10. Operations Management 

HP has established minimum hardening requirements for technology 

infrastructure, including workstations, servers, and network equipment. These 

devices use pre-hardened operating system images, with requirements varying by 

operating system and implemented controls. Additionally, HP has deployed 

Network Intrusion Detection/Prevention Systems (NIDS/NIPS) that are monitored 

and managed 24/7. 

11. Communications Security 

Communications Security ensures the protection of information within corporate 

networks. This includes the installation and management of network security 

components (e.g., firewalls), segregation of networks, as well as web filtering and 

email handling controls. Additionally, it involves monitoring and managing 

communication channels to detect and prevent unauthorized access or data 

breaches. 

12. Systems Security 

HP's policy mandates a secure development methodology for systems and software 

throughout their lifecycle. The Software Development Lifecycle covers initiation, 

development/acquisition, implementation, operations, and disposal. All system 

components are evaluated for their impact on overall security. HP has established 

controls for application service transactions, including user credential 

validation, digital signatures, encryption, secure communication protocols, and 

storing transaction details within the appropriate network security zone. Regular 

internal vulnerability scans are also performed. 

13. Third Parties and Subcontractors 

HP has processes in place to select sub-contractors who comply with 

comprehensive contractual security requirements. For applicable suppliers 

handling HP or customer data, or accessing the HP network, HP Cybersecurity 

conducts a risk assessment to verify an information security program with 
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physical, technical, and administrative safeguards. This assessment is required 

before the supplier can access HP information. 

14. Information Security Incident Management 

HP has a comprehensive Cyber Incident Management Process that outlines 

purpose, scope, roles, responsibilities, management commitment, organizational 

coordination, implementation procedures, and compliance checking. This process 

is reviewed and updated annually. The Cyber Incident Response Team, including 

HP Cybersecurity personnel trained in incident response and crisis management, 

conducts regular tabletop reviews of the process and any incidents or events. 

15. Business Continuity Management 

HP's global Continuity of Operations program ensures end-to-end continuity 

through collaborative, standardized, and documented planning processes. The 

company periodically exercises its business continuity plans to ensure 

effectiveness, testing and updating all plans at least yearly. Additionally, all 

personnel involved in the business continuity plan receive proper training.  

16. Compliance 

Compliance shapes HP's approach to meeting legal, contractual, and internal 

expectations for an effective information security program. Regular information 

security reviews ensure protocols are integrated into each business group's 

operations. The review process also keeps documents updated to reflect current 

legal obligations as requirements evolve. 

17.  Payment Card Industry  

The Payment Card Industry (PCI) framework guides HP's approach to achieving 

PCI Compliance, outlining business responsibilities and security controls aligned 

with PCI DSS. By installing and maintaining network security controls like 

firewalls, HP ensures it meets PCI Compliance requirements.  

18. HP Product Security  

HP Product Security encompasses essential practices to secure HP Products, such 

as code signing, managing product security vulnerabilities, issuing security 

bulletins, and reporting product security issues. These measures ensure that HP 

products remain secure and reliable for users. Product security is of paramount 

importance at HP, as it helps maintain customer trust and protects against 

potential threats.  

19.  HP Service Security 

HP Service Security encompasses essential practices to secure the services provided 

to HP customers. This policy addresses various areas of service security, including 

HP infrastructure hosted, third-party hosted, partner hosted, and customer 

hosted environments. These measures ensure that HP services remain secure and 

reliable for users. By implementing robust security practices, HP ensures the safety 

and integrity of its products and services, fostering a secure and trustworthy 
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environment for all users. 

 

For transfers to (sub-) processors, also describe the specific technical and 

organisational measures to be taken by the (sub-) processor to be able to provide 

assistance to the controller and, for transfers from a processor to a sub-processor, 

to the data exporter 

 

Sub-processors only process: name, business email address, business phone 

number, business address. The purpose of transferring this data is to complete 

the contract.  

For HP all of the above technical and organizational measures are flowed down 

to the sub-processors through the partner code of conduct and contract terms. 

Sub-processors are required to commit to following HP’s requirements.   
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Attachment 3 

EU STANDARD CONTRACTUAL CLAUSES (DATA PROCESSOR TO DATA 

PROCESSORS) 

SECTION I 

Clause 1 

Purpose and scope 

(a) The purpose of these standard contractual clauses is to ensure compliance with the 

requirements of Regulation (EU) 2016/679 of the European Parliament and of the 

Council of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data (General Data 

Protection Regulation) https://eur-lex.europa.eu/legal-

content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN - ntr1-L_2021199EN.01003701-E0001for 

the transfer of personal data to a third country. 

(b) The Parties: 

(i)  the natural or legal person(s), public authority/ies, agency/ies or other body/ies 

(hereinafter ‘entity/ies’) transferring the personal data, as listed in Annex I.A 

(hereinafter each ‘data exporter’), and 

(ii) the entity/ies in a third country receiving the personal data from the data 

exporter, directly or indirectly via another entity also Party to these Clauses, as 

listed in Annex I.A (hereinafter each ‘data importer’) 

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’). 

(c) These Clauses apply with respect to the transfer of personal data as specified in Annex 

I.B. 

(d) The Appendix to these Clauses containing the Annexes referred to therein forms an 

integral part of these Clauses. 

https://protect.checkpoint.com/v2/___https:/eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN___.YzJ1Omxpb25icmlkZ2U6YzpvOjU4YTNkMzQyZDgxYTMwZmRkMzkxNmQyMGUxZTM2MGIwOjY6MGQwNzo1Y2ZjNTI5YmZlODFiNjA2ZTRkM2IyYzliYjgwNDgzM2RkY2QyYzkzNGQ4MDAxZDU3NjhhYzU5ODUzMDkxMGQyOnA6VDpO#ntr1-L_2021199EN.01003701-E0001
https://protect.checkpoint.com/v2/___https:/eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN___.YzJ1Omxpb25icmlkZ2U6YzpvOjU4YTNkMzQyZDgxYTMwZmRkMzkxNmQyMGUxZTM2MGIwOjY6MGQwNzo1Y2ZjNTI5YmZlODFiNjA2ZTRkM2IyYzliYjgwNDgzM2RkY2QyYzkzNGQ4MDAxZDU3NjhhYzU5ODUzMDkxMGQyOnA6VDpO#ntr1-L_2021199EN.01003701-E0001
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Clause 2 

Effect and invariability of the Clauses 

(a) These Clauses set out appropriate safeguards, including enforceable data subject rights 

and effective legal remedies, pursuant to Article 46(1) and Article 46(2)(c) of 

Regulation (EU) 2016/679 and, with respect to data transfers from controllers to 

processors and/or processors to processors, standard contractual clauses pursuant to 

Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except 

to select the appropriate Module(s) or to add or update information in the Appendix. 

This does not prevent the Parties from including the standard contractual clauses laid 

down in these Clauses in a wider contract and/or to add other clauses or additional 

safeguards, provided that they do not contradict, directly or indirectly, these Clauses 

or prejudice the fundamental rights or freedoms of data subjects. 

(b) These Clauses are without prejudice to obligations to which the data exporter is subject 

by virtue of Regulation (EU) 2016/679. 

Clause 3 

Third-party beneficiaries 

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, 

against the data exporter and/or data importer, with the following exceptions: 

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; 

(ii) Clause 8 – Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d), (e), (f) and (g); 

(iii) Clause 9 – Clause 9(a), (c), (d) and (e); 

(iv) Clause 12 – Clause 12(a), (d) and (f); 

(v) Clause 13; 

(vi) Clause 15.1(c), (d) and (e); 

(vii) Clause 16(e); 

(viii) Clause 18 – Clause 18(a) and (b). 
 

(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 

2016/679. 

Clause 4 

Interpretation 

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those 

terms shall have the same meaning as in that Regulation. 
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(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation 

(EU) 2016/679. 

(c) These Clauses shall not be interpreted in a way that conflicts with rights and 

obligations provided for in Regulation (EU) 2016/679. 

Clause 5 

Hierarchy 

In the event of a contradiction between these Clauses and the provisions of related 

agreements between the Parties, existing at the time these Clauses are agreed or entered 

into thereafter, these Clauses shall prevail. 

Clause 6 

Description of the transfer(s) 

The details of the transfer(s), and in particular the categories of personal data that are 

transferred and the purpose(s) for which they are transferred, are specified in Annex I.B. 

SECTION II – OBLIGATIONS OF THE PARTIES 

Clause 8 

Data protection safeguards 

The data exporter warrants that it has used reasonable efforts to determine that the data 

importer is able, through the implementation of appropriate technical and 

organisational measures, to satisfy its obligations under these Clauses. 

8.1   Instructions 

(a) The data exporter has informed the data importer that it acts as processor under the 

instructions of its controller(s), which the data exporter shall make available to the 

data importer prior to processing. 

(b) The data importer shall process the personal data only on documented instructions 

from the controller, as communicated to the data importer by the data exporter, and 

any additional documented instructions from the data exporter. Such additional 

instructions shall not conflict with the instructions from the controller. The controller 

or data exporter may give further documented instructions regarding the data processing 

throughout the duration of the contract. 

(c) The data importer shall immediately inform the data exporter if it is unable to 

follow those instructions. Where the data importer is unable to follow the instructions 

from the controller, the data exporter shall immediately notify the controller. 
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(d) The data exporter warrants that it has imposed the same data protection obligations 

on the data importer as set out in the contract or other legal act under Union or 

Member State law between the controller and the data exporter. 

8.2   Purpose limitation 

The data importer shall process the personal data only for the specific purpose(s) of the 

transfer, as set out in Annex I.B., unless on further instructions from the controller, as 

communicated to the data importer by the data exporter, or from the data exporter. 

8.3   Transparency 

On request, the data exporter shall make a copy of these Clauses, including the Appendix 

as completed by the Parties, available to the data subject free of charge. To the extent 

necessary to protect business secrets or other confidential information, including personal 

data, the data exporter may redact part of the text of the Appendix prior to sharing a 

copy, but shall provide a meaningful summary where the data subject would otherwise 

not be able to understand its content or exercise his/her rights. On request, the Parties 

shall provide the data subject with the reasons for the redactions, to the extent possible 

without revealing the redacted information. 

8.4   Accuracy 

If the data importer becomes aware that the personal data it has received is inaccurate, 

or has become outdated, it shall inform the data exporter without undue delay. In this 

case, the data importer shall cooperate with the data exporter to rectify or erase the data. 

8.5   Duration of processing and erasure or return of data 

Processing by the data importer shall only take place for the duration specified in Annex 

I.B. After the end of the provision of the processing services, the data importer shall, at 

the choice of the data exporter, delete all personal data processed on behalf of the 

controller and certify to the data exporter that it has done so, or return to the data 

exporter all personal data processed on its behalf and delete existing copies. Until the 

data is deleted or returned, the data importer shall continue to ensure compliance with 

these Clauses. In case of local laws applicable to the data importer that prohibit return 

or deletion of the personal data, the data importer warrants that it will continue to 

ensure compliance with these Clauses and will only process it to the extent and for as 

long as required under that local law. This is without prejudice to Clause 14, in 

particular the requirement for the data importer under Clause 14(e) to notify the data 

exporter throughout the duration of the contract if it has reason to believe that it is or 

has become subject to laws or practices not in line with the requirements under Clause 

14(a). 

8.6   Security of processing 
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(a) The data importer and, during transmission, also the data exporter shall implement 

appropriate technical and organisational measures to ensure the security of the data, 

including protection against a breach of security leading to accidental or unlawful 

destruction, loss, alteration, unauthorised disclosure or access to that data (hereinafter 

‘personal data breach’). In assessing the appropriate level of security, they shall take 

due account of the state of the art, the costs of implementation, the nature, scope, context 

and purpose(s) of processing and the risks involved in the processing for the data subject. 

The Parties shall in particular consider having recourse to encryption or 

pseudonymisation, including during transmission, where the purpose of processing can 

be fulfilled in that manner. In case of pseudonymisation, the additional information 

for attributing the personal data to a specific data subject shall, where possible, remain 

under the exclusive control of the data exporter or the controller. In complying with its 

obligations under this paragraph, the data importer shall at least implement the 

technical and organisational measures specified in Annex II. The data importer shall 

carry out regular checks to ensure that these measures continue to provide an 

appropriate level of security. 

(b) The data importer shall grant access to the data to members of its personnel only to the 

extent strictly necessary for the implementation, management and monitoring of the 

contract. It shall ensure that persons authorised to process the personal data have 

committed themselves to confidentiality or are under an appropriate statutory 

obligation of confidentiality. 

(c) In the event of a personal data breach concerning personal data processed by the data 

importer under these Clauses, the data importer shall take appropriate measures to 

address the breach, including measures to mitigate its adverse effects. The data importer 

shall also notify, without undue delay, the data exporter and, where appropriate and 

feasible, the controller after having become aware of the breach. Such notification shall 

contain the details of a contact point where more information can be obtained, a 

description of the nature of the breach (including, where possible, categories and 

approximate number of data subjects and personal data records concerned), its likely 

consequences and the measures taken or proposed to address the data breach, including 

measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible 

to provide all information at the same time, the initial notification shall contain the 

information then available and further information shall, as it becomes available, 

subsequently be provided without undue delay. 

(d) The data importer shall cooperate with and assist the data exporter to enable the data 

exporter to comply with its obligations under Regulation (EU) 2016/679, in particular 

to notify its controller so that the latter may in turn notify the competent supervisory 

authority and the affected data subjects, taking into account the nature of processing 

and the information available to the data importer. 
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8.7   Sensitive data 

Where the transfer involves personal data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade union membership, genetic data, or 

biometric data for the purpose of uniquely identifying a natural person, data concerning 

health or a person’s sex life or sexual orientation, or data relating to criminal convictions 

and offences )hereinafter ‘sensitive data’(, the data importer shall apply the specific 

restrictions and/or additional safeguards set out in Annex I.B. 

8.8   Onward transfers 

The data importer shall only disclose the personal data to a third party on documented 

instructions from the controller, as communicated to the data importer by the data 

exporter. In addition, the data may only be disclosed to a third party located outside the 

European Union https://eur-lex.europa.eu/legal-

content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN - ntr6-L_2021199EN.01003701-E0006 (in the 

same country as the data importer or in another third country, hereinafter ‘onward 

transfer’( if the third party is or agrees to be bound by these Clauses, under the 

appropriate Module, or if: 

(i) the onward transfer is to a country benefitting from an adequacy decision pursuant 

to Article 45 of Regulation (EU) 2016/679 that covers the onward transfer; 

(ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 

47 of Regulation (EU) 2016/679; 

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal 

claims in the context of specific administrative, regulatory or judicial proceedings; 

or 

(iv) the onward transfer is necessary in order to protect the vital interests of the data 

subject or of another natural person. 

Any onward transfer is subject to compliance by the data importer with all the other 

safeguards under these Clauses, in particular purpose limitation. 

8.9   Documentation and compliance 

(a) The data importer shall promptly and adequately deal with enquiries from the data 

exporter or the controller that relate to the processing under these Clauses. 

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, 

the data importer shall keep appropriate documentation on the processing activities 

carried out on behalf of the controller. 

(c) The data importer shall make all information necessary to demonstrate compliance 

with the obligations set out in these Clauses available to the data exporter, which 

shall provide it to the controller. 

https://protect.checkpoint.com/v2/___https:/eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN___.YzJ1Omxpb25icmlkZ2U6YzpvOjU4YTNkMzQyZDgxYTMwZmRkMzkxNmQyMGUxZTM2MGIwOjY6MGQwNzo1Y2ZjNTI5YmZlODFiNjA2ZTRkM2IyYzliYjgwNDgzM2RkY2QyYzkzNGQ4MDAxZDU3NjhhYzU5ODUzMDkxMGQyOnA6VDpO#ntr6-L_2021199EN.01003701-E0006
https://protect.checkpoint.com/v2/___https:/eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN___.YzJ1Omxpb25icmlkZ2U6YzpvOjU4YTNkMzQyZDgxYTMwZmRkMzkxNmQyMGUxZTM2MGIwOjY6MGQwNzo1Y2ZjNTI5YmZlODFiNjA2ZTRkM2IyYzliYjgwNDgzM2RkY2QyYzkzNGQ4MDAxZDU3NjhhYzU5ODUzMDkxMGQyOnA6VDpO#ntr6-L_2021199EN.01003701-E0006
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(d) The data importer shall allow for and contribute to audits by the data exporter of 

the processing activities covered by these Clauses, at reasonable intervals or if there 

are indications of non-compliance. The same shall apply where the data exporter 

requests an audit on instructions of the controller. In deciding on an audit, the data 

exporter may take into account relevant certifications held by the data importer. 

(e) Where the audit is carried out on the instructions of the controller, the data exporter 

shall make the results available to the controller. 

(f) The data exporter may choose to conduct the audit by itself or mandate an 

independent auditor. Audits may include inspections at the premises or physical 

facilities of the data importer and shall, where appropriate, be carried out with 

reasonable notice. 

(g) The Parties shall make the information referred to in paragraphs (b) and (c), 

including the results of any audits, available to the competent supervisory authority 

on request. 

Clause 9 

Use of sub-processors 

(a) GENERAL WRITTEN AUTHORISATION The data importer has the controller’s general 

authorisation for the engagement of sub-processor(s) from an agreed list. The data 

importer shall specifically inform the controller in writing of any intended changes 

to that list through the addition or replacement of sub-processors at least 10 days in 

advance, thereby giving the controller sufficient time to be able to object to such 

changes prior to the engagement of the sub-processor(s). The data importer shall 

provide the controller with the information necessary to enable the controller to 

exercise its right to object. The data importer shall inform the data exporter of the 

engagement of the sub-processor(s). 

(b) Where the data importer engages a sub-processor to carry out specific processing 

activities (on behalf of the controller), it shall do so by way of a written contract that 

provides for, in substance, the same data protection obligations as those binding the 

data importer under these Clauses, including in terms of third-party beneficiary 

rights for data subjects. The Parties agree that, by complying with this Clause, the 

data importer fulfils its obligations under Clause 8.8. The data importer shall ensure 

that the sub-processor complies with the obligations to which the data importer is 

subject pursuant to these Clauses. 

(c) The data importer shall provide, at the data exporter’s or controller’s request, a copy 

of such a sub-processor agreement and any subsequent amendments. To the extent 

necessary to protect business secrets or other confidential information, including 
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personal data, the data importer may redact the text of the agreement prior to sharing 

a copy. 

(d) The data importer shall remain fully responsible to the data exporter for the 

performance of the sub-processor’s obligations under its contract with the data 

importer. The data importer shall notify the data exporter of any failure by the sub-

processor to fulfil its obligations under that contract. 

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor 

whereby – in the event the data importer has factually disappeared, ceased to exist 

in law or has become insolvent – the data exporter shall have the right to terminate 

the sub-processor contract and to instruct the sub-processor to erase or return the 

personal data. 

Clause 10 

Data subject rights 

(a) The data importer shall promptly notify the data exporter and, where appropriate, 

the controller of any request it has received from a data subject, without responding 

to that request unless it has been authorised to do so by the controller. 

(b) The data importer shall assist, where appropriate in cooperation with the data 

exporter, the controller in fulfilling its obligations to respond to data subjects’ requests 

for the exercise of their rights under Regulation (EU) 2016/679 or Regulation (EU) 

2018/1725, as applicable. In this regard, the Parties shall set out in Annex II the 

appropriate technical and organisational measures, taking into account the nature 

of the processing, by which the assistance shall be provided, as well as the scope and 

the extent of the assistance required. 

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall 

comply with the instructions from the controller, as communicated by the data 

exporter. 

Clause 11 

Redress 

(a) The data importer shall inform data subjects in a transparent and easily accessible 

format, through individual notice or on its website, of a contact point authorised to 

handle complaints. It shall deal promptly with any complaints it receives from a 

data subject. 

(b) In case of a dispute between a data subject and one of the Parties as regards 

compliance with these Clauses, that Party shall use its best efforts to resolve the issue 
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amicably in a timely fashion. The Parties shall keep each other informed about such 

disputes and, where appropriate, cooperate in resolving them. 

(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, 

the data importer shall accept the decision of the data subject to: 

(i) lodge a complaint with the supervisory authority in the Member State of his/her 

habitual residence or place of work, or the competent supervisory authority 

pursuant to Clause 13; 

(ii) refer the dispute to the competent courts within the meaning of Clause 18. 
 

(d) The Parties accept that the data subject may be represented by a not-for-profit body, 

organisation or association under the conditions set out in Article 80(1) of Regulation 

(EU) 2016/679. 

(e) The data importer shall abide by a decision that is binding under the applicable 

EU or Member State law. 

(f) The data importer agrees that the choice made by the data subject will not prejudice 

his/her substantive and procedural rights to seek remedies in accordance with 

applicable laws. 

Clause 12 

Liability 

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other 

Party/ies by any breach of these Clauses. 

(b) The data importer shall be liable to the data subject, and the data subject shall be 

entitled to receive compensation, for any material or non-material damages the data 

importer or its sub-processor causes the data subject by breaching the third-party 

beneficiary rights under these Clauses. 

(c) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, 

and the data subject shall be entitled to receive compensation, for any material or 

non-material damages the data exporter or the data importer (or its sub-processor) 

causes the data subject by breaching the third-party beneficiary rights under these 

Clauses. This is without prejudice to the liability of the data exporter and, where the 

data exporter is a processor acting on behalf of a controller, to the liability of the 

controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as 

applicable. 

(d) The Parties agree that if the data exporter is held liable under paragraph (c) for 

damages caused by the data importer (or its sub-processor), it shall be entitled to 

claim back from the data importer that part of the compensation corresponding to 

the data importer’s responsibility for the damage. 
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(e) Where more than one Party is responsible for any damage caused to the data subject 

as a result of a breach of these Clauses, all responsible Parties shall be jointly and 

severally liable and the data subject is entitled to bring an action in court against 

any of these Parties. 

(f) The Parties agree that if one Party is held liable under paragraph (e), it shall be 

entitled to claim back from the other Party/ies that part of the compensation 

corresponding to its/their responsibility for the damage. 

(g) The data importer may not invoke the conduct of a sub-processor to avoid its own 

liability. 

Clause 13 

Supervision 

(a) Where the data exporter is established in an EU Member State: The supervisory 

authority with responsibility for ensuring compliance by the data exporter with 

Regulation (EU) 2016/679 as regards the data transfer, as indicated in Annex I.C, 

shall act as competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within 

the territorial scope of application of Regulation (EU) 2016/679 in accordance with 

its Article 3(2) and has appointed a representative pursuant to Article 27(1) of 

Regulation (EU) 2016/679: The supervisory authority of the Member State in which 

the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679 

is established, as indicated in Annex I.C, shall act as competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within 

the territorial scope of application of Regulation (EU) 2016/679 in accordance with 

its Article 3(2) without however having to appoint a representative pursuant to 

Article 27(2) of Regulation (EU) 2016/679: The supervisory authority of one of the 

Member States in which the data subjects whose personal data is transferred under 

these Clauses in relation to the offering of goods or services to them, or whose 

behaviour is monitored, are located, as indicated in Annex I.C, shall act as competent 

supervisory authority. 

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the 

competent supervisory authority in any procedures aimed at ensuring compliance 

with these Clauses. In particular, the data importer agrees to respond to enquiries, 

submit to audits and comply with the measures adopted by the supervisory authority, 

including remedial and compensatory measures. It shall provide the supervisory 

authority with written confirmation that the necessary actions have been taken. 
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SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY 

PUBLIC AUTHORITIES 

Clause 14 

Local laws and practices affecting compliance with the Clauses 

(a) The Parties warrant that they have no reason to believe that the laws and practices 

in the third country of destination applicable to the processing of the personal data 

by the data importer, including any requirements to disclose personal data or 

measures authorising access by public authorities, prevent the data importer from 

fulfilling its obligations under these Clauses. This is based on the understanding that 

laws and practices that respect the essence of the fundamental rights and freedoms 

and do not exceed what is necessary and proportionate in a democratic society to 

safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, 

are not in contradiction with these Clauses. 

(b) The Parties declare that in providing the warranty in paragraph (a), they have taken 

due account in particular of the following elements: 

(i) the specific circumstances of the transfer, including the length of the processing 

chain, the number of actors involved and the transmission channels used; 

intended onward transfers; the type of recipient; the purpose of processing; the 

categories and format of the transferred personal data; the economic sector in 

which the transfer occurs; the storage location of the data transferred; 

(ii) the laws and practices of the third country of destination– including those 

requiring the disclosure of data to public authorities or authorising access by 

such authorities – relevant in light of the specific circumstances of the transfer, 

and the applicable limitations and safeguards; 

(iii) any relevant contractual, technical or organisational safeguards put in place to 

supplement the safeguards under these Clauses, including measures applied 

during transmission and to the processing of the personal data in the country of 

destination. 
 

(c) The data importer warrants that, in carrying out the assessment under paragraph (b), 

it has made its best efforts to provide the data exporter with relevant information 

and agrees that it will continue to cooperate with the data exporter in ensuring 

compliance with these Clauses. 

(d) The Parties agree to document the assessment under paragraph (b) and make it 

available to the competent supervisory authority on request. 

(e) The data importer agrees to notify the data exporter promptly if, after having agreed 

to these Clauses and for the duration of the contract, it has reason to believe that it 
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is or has become subject to laws or practices not in line with the requirements under 

paragraph (a), including following a change in the laws of the third country or a 

measure (such as a disclosure request) indicating an application of such laws in 

practice that is not in line with the requirements in paragraph (a). The data exporter 

shall forward the notification to the controller. 

(f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise 

has reason to believe that the data importer can no longer fulfil its obligations under 

these Clauses, the data exporter shall promptly identify appropriate measures (e.g. 

technical or organisational measures to ensure security and confidentiality) to be 

adopted by the data exporter and/or data importer to address the situation, if 

appropriate in consultation with the controller. The data exporter shall suspend the 

data transfer if it considers that no appropriate safeguards for such transfer can be 

ensured, or if instructed by the controller or the competent supervisory authority to 

do so. In this case, the data exporter shall be entitled to terminate the contract, insofar 

as it concerns the processing of personal data under these Clauses. If the contract 

involves more than two Parties, the data exporter may exercise this right to 

termination only with respect to the relevant Party, unless the Parties have agreed 

otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d) 

and (e) shall apply. 

Clause 15 

Obligations of the data importer in case of access by public authorities 

15.1   Notification 

(a

) 

The data importer agrees to notify the data exporter and, where possible, the data 

subject promptly (if necessary with the help of the data exporter) if it: 

(i

) 

receives a legally binding request from a public authority, including judicial 

authorities, under the laws of the country of destination for the disclosure of personal 

data transferred pursuant to these Clauses; such notification shall include 

information about the personal data requested, the requesting authority, the legal 

basis for the request and the response provided; or 

(i

i) 

becomes aware of any direct access by public authorities to personal data transferred 

pursuant to these Clauses in accordance with the laws of the country of destination; 

such notification shall include all information available to the importer. 

The data exporter shall forward the notification to the controller. 

(b

) 

If the data importer is prohibited from notifying the data exporter and/or the data 

subject under the laws of the country of destination, the data importer agrees to use 

its best efforts to obtain a waiver of the prohibition, with a view to communicating as 
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much information as possible, as soon as possible. The data importer agrees to 

document its best efforts in order to be able to demonstrate them on request of the data 

exporter. 

(c

) 

Where permissible under the laws of the country of destination, the data importer 

agrees to provide the data exporter, at regular intervals for the duration of the contract, 

with as much relevant information as possible on the requests received (in particular, 

number of requests, type of data requested, requesting authority/ies, whether requests 

have been challenged and the outcome of such challenges, etc.). The data exporter 

shall forward the information to the controller. 

(

d) 

The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) 

for the duration of the contract and make it available to the competent supervisory 

authority on request. 

(e

) 

Paragraphs (a) to (c) are without prejudice to the obligation of the data importer 

pursuant to Clause 14(e) and Clause 16 to inform the data exporter promptly where 

it is unable to comply with these Clauses. 

15.2   Review of legality and data minimisation 

(a) The data importer agrees to review the legality of the request for disclosure, in 

particular whether it remains within the powers granted to the requesting public 

authority, and to challenge the request if, after careful assessment, it concludes that 

there are reasonable grounds to consider that the request is unlawful under the laws 

of the country of destination, applicable obligations under international law and 

principles of international comity. The data importer shall, under the same 

conditions, pursue possibilities of appeal. When challenging a request, the data 

importer shall seek interim measures with a view to suspending the effects of the 

request until the competent judicial authority has decided on its merits. It shall not 

disclose the personal data requested until required to do so under the applicable 

procedural rules. These requirements are without prejudice to the obligations of the 

data importer under Clause 14(e). 

(b) The data importer agrees to document its legal assessment and any challenge to the 

request for disclosure and, to the extent permissible under the laws of the country of 

destination, make the documentation available to the data exporter. It shall also 

make it available to the competent supervisory authority on request. The data 

exporter shall make the assessment available to the controller. 

(c) The data importer agrees to provide the minimum amount of information 

permissible when responding to a request for disclosure, based on a reasonable 

interpretation of the request. 

SECTION IV – FINAL PROVISIONS 
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Clause 16 

Non-compliance with the Clauses and termination 

(a) The data importer shall promptly inform the data exporter if it is unable to comply 

with these Clauses, for whatever reason. 

(b) In the event that the data importer is in breach of these Clauses or unable to comply 

with these Clauses, the data exporter shall suspend the transfer of personal data to 

the data importer until compliance is again ensured or the contract is terminated. 

This is without prejudice to Clause 14(f). 

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns 

the processing of personal data under these Clauses, where: 

(i) the data exporter has suspended the transfer of personal data to the data 

importer pursuant to paragraph (b) and compliance with these Clauses is not 

restored within a reasonable time and in any event within one month of 

suspension; 

(ii) the data importer is in substantial or persistent breach of these Clauses; or 

(iii) the data importer fails to comply with a binding decision of a competent court 

or supervisory authority regarding its obligations under these Clauses. 

In these cases, it shall inform the competent supervisory authority and the controller 

of such non-compliance. Where the contract involves more than two Parties, the 

data exporter may exercise this right to termination only with respect to the relevant 

Party, unless the Parties have agreed otherwise. 

(d) Personal data that has been transferred prior to the termination of the contract 

pursuant to paragraph (c) shall at the choice of the data exporter immediately be 

returned to the data exporter or deleted in its entirety. The same shall apply to any 

copies of the data. The data importer shall certify the deletion of the data to the data 

exporter. Until the data is deleted or returned, the data importer shall continue to 

ensure compliance with these Clauses. In case of local laws applicable to the data 

importer that prohibit the return or deletion of the transferred personal data, the 

data importer warrants that it will continue to ensure compliance with these Clauses 

and will only process the data to the extent and for as long as required under that 

local law. 

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the 

European Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 

2016/679 that covers the transfer of personal data to which these Clauses apply; or 

(ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country 

to which the personal data is transferred. This is without prejudice to other 

obligations applying to the processing in question under Regulation (EU) 2016/679. 
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Clause 17 

Governing law 

These Clauses shall be governed by the law of one of the EU Member States, provided such 

law allows for third-party beneficiary rights. The Parties agree that this shall be the law 

of France. 

Clause 18 

Choice of forum and jurisdiction 

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU 

Member State. 

(b) The Parties agree that those shall be the courts of France. 

(c) A data subject may also bring legal proceedings against the data exporter and/or data 

importer before the courts of the Member State in which he/she has his/her habitual 

residence. 

(d) The Parties agree to submit themselves to the jurisdiction of such courts. 

 

APPENDIX 

ANNEX I 

A.   LIST OF PARTIES 

Data exporter(s): [Identity and contact details of the data exporter(s) and, where 

applicable, of its/their data protection officer and/or representative in the 

European Union] 

 

Name: See Customer’s name in the Agreement 

Address: See Customer’s address in the Agreement 

Contact person’s name, position and contact details: See Customer’s contact 

person’s name, position and contact details in the Agreement 

Activities relevant to the data transferred under these Clauses:  Same as the 

Agreement 

Signature and date: Same as the Agreement 

Role (controller/processor): Processor 
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Data importer(s): [Identity and contact details of the data importer(s), including 

any contact person with responsibility for data protection] 

   
Name: See HP’s name in the Agreement 

Address: See HP’s address in the Agreement  

 

Contact person’s name, position and contact details: Nestor Rivera, SVP and 

Deputy General Counsel, Trust and Privacy, https://www.hp.com/us-

en/privacy/ww-privacy-form.html 

Activities relevant to the data transferred under these Clauses: Same as the 

Agreement  

Signature and date: Same as the Agreement 

Role (controller/processor): Processor 

B.   DESCRIPTION OF TRANSFER 

Categories of data subjects whose personal data is transferred 

See Attachment 1 

Categories of personal data transferred 

See Attachment 1. 

Sensitive data transferred (if applicable) and applied restrictions or safeguards 

that fully take into consideration the nature of the data and the risks involved, 

such as for instance strict purpose limitation, access restrictions (including access 

only for staff having followed specialised training), keeping a record of access to 

the data, restrictions for onward transfers or additional security measures. 

See attachment 1.  

The frequency of the transfer (e.g. whether the data is transferred on a one-off or 

continuous basis). 

See attachment 1.  

Nature of the processing 

See Attachment 1.   

Purpose(s) of the data transfer and further processing 

See attachment 1.  
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The period for which the personal data will be retained, or, if that is not possible, 

the criteria used to determine that period 

See Agreement and DPA.  

For transfers to (sub-) processors, also specify subject matter, nature and duration 

of the processing 

Subject matter: See Agreement 1.  

Nature: See Agreement 1.  

Duration of the processing: As long as the contract is in effect.  

C.   COMPETENT SUPERVISORY AUTHORITY 

Commission Nationale de l'informatique et des Libertés (CNIL) 
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ANNEX II 

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL 

AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE 

DATA 

 

To protect Customer data, HP abides by a robust set of information security 

controls including policies, practices, procedures, and organizational structures 

to safeguard the confidentiality, integrity, and availability of its own and its 

customers’ information )including Personal Data as defined in HP’s Customer 

and Data Processing Addenda). The following sets forth an overview of HP's 

technical/organizational security measures throughout the company. 

1. Security Policy 

HP maintains globally applicable policies, standards, and procedures intended 

to protect HP and Customer data. The detail of HP’s security policies is 

confidential to protect the integrity of HP’s data and systems. However, summaries 

of our key policies are included below. 

2. Information Security Organization 

HP’s Information Security program is designed to direct and maintain the 

organization’s information security strategy and controls. This system ensures 

enterprise-wide compliance with HP’s security policies and controls, as well as 

adherence to the security requirements of its customers. Structured in alignment 

with industry-standard cybersecurity frameworks, laws, and regulations, the 

Framework is reviewed annually to adapt to HP’s evolving thread landscape.  

3. Cybersecurity Risk Management 

HP’s cybersecurity risk management program is designed to preserve the 

confidentiality, integrity, and availability of its information assets. The program 

provides a consistent approach to identifying, assessing, prioritizing, treating, 

remedying, tracking, and reporting cybersecurity risks. HP defines its Risk 

Appetite as the acceptable level of loss exposure and Risk Tolerance as the degree 

of variance from this appetite. Risks are evaluated using a defined methodology, 

enabling HP to mitigate information security risks to an acceptable level. This 

program aligns with HP’s Enterprise Risk Management process. 
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4. HR Security 

HP Human Resource Security policy ensures information security throughout the 

employee lifecycle by establishing processes for access to facilities, information 

systems, and other assets. This includes obtaining written acknowledgments 

through confidentiality and non-disclosure agreements, as well as conducting 

background screening procedures. All candidates for employment with HP must 

complete a background verification check in accordance with relevant laws, 

regulations, and ethics. 

5. Asset Management 

HP has a process for identifying technical information assets, categorizing critical 

assets, and maintaining documented handling procedures for each information 

classification type, including those containing Personal Data. These procedures 

cover storage, transmission, communication, access, logging, retention, 

destruction, disposal, incident management, and breach notification. HP security 

policies and standards also mandate the secure disposal of media. 

6. Data Security 

HP’s Data Security program outlines the security practices and technical controls 

that must be implemented to protect the confidentiality, authenticity, and 

integrity of data. Legal requirements, value, criticality, and sensitivity to 

unauthorized disclosure or modification are a few of the factors that determine 

how information is classified under HP’s Data Security policy. In addition to 

data handling procedures, the policy outlines data encryption, deletion, 

collection and processing, retention, backup, and data loss prevention.  

7. Access Control 

HP employs the principle of least privilege for logical access control, providing 

user access through unique user IDs and passwords. The password policy defines 

complexity, strength, validity, and password-history controls. Access rights are 

periodically reviewed and revoked upon personnel departure. Agreed-upon 

procedures for user account creation and deletion are implemented to grant and 

revoke access to client systems during engagements. 

8. Cryptography 

HP has defined a set of robust processes for cryptography to ensure the 

confidentiality, integrity, and availability of information assets. Approved 

protocols require encryption for certain assets, including those that contain 

personal data. Our Cryptography program involves the use of mathematical 

techniques to secure information and communications, ensuring that only 

authorized parties can access the data. A critical component of HP’s information 

security program is protecting data from unauthorized access and tampering.  

9. Physical and Environmental Security 

HP facilities are secured using various physical and electronic access controls, 
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including security guards, electronic access control, and closed-circuit television 

(CCTV). Facilities are also equipped with necessary infrastructure support, 

including temperature control and power backups, using UPS and/or diesel 

generators to support critical services. All HP personnel are registered and 

required to carry appropriate identification badges.  

10. Operations Management 

HP has established minimum hardening requirements for technology 

infrastructure, including workstations, servers, and network equipment. These 

devices use pre-hardened operating system images, with requirements varying by 

operating system and implemented controls. Additionally, HP has deployed 

Network Intrusion Detection/Prevention Systems (NIDS/NIPS) that are monitored 

and managed 24/7. 

11. Communications Security 

Communications Security ensures the protection of information within corporate 

networks. This includes the installation and management of network security 

components (e.g., firewalls), segregation of networks, as well as web filtering and 

email handling controls. Additionally, it involves monitoring and managing 

communication channels to detect and prevent unauthorized access or data 

breaches. 

12. Systems Security 

HP's policy mandates a secure development methodology for systems and software 

throughout their lifecycle. The Software Development Lifecycle covers initiation, 

development/acquisition, implementation, operations, and disposal. All system 

components are evaluated for their impact on overall security. HP has established 

controls for application service transactions, including user credential 

validation, digital signatures, encryption, secure communication protocols, and 

storing transaction details within the appropriate network security zone. Regular 

internal vulnerability scans are also performed. 

13. Third Parties and Subcontractors 

HP has processes in place to select sub-contractors who comply with 

comprehensive contractual security requirements. For applicable suppliers 

handling HP or customer data, or accessing the HP network, HP Cybersecurity 

conducts a risk assessment to verify an information security program with 

physical, technical, and administrative safeguards. This assessment is required 

before the supplier can access HP information. 

14. Information Security Incident Management 

HP has a comprehensive Cyber Incident Management Process that outlines 

purpose, scope, roles, responsibilities, management commitment, organizational 

coordination, implementation procedures, and compliance checking. This process 

is reviewed and updated annually. The Cyber Incident Response Team, including 
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HP Cybersecurity personnel trained in incident response and crisis management, 

conducts regular tabletop reviews of the process and any incidents or events. 

15. Business Continuity Management 

HP's global Continuity of Operations program ensures end-to-end continuity 

through collaborative, standardized, and documented planning processes. The 

company periodically exercises its business continuity plans to ensure 

effectiveness, testing and updating all plans at least yearly. Additionally, all 

personnel involved in the business continuity plan receive proper training.  

16. Compliance 

Compliance shapes HP's approach to meeting legal, contractual, and internal 

expectations for an effective information security program. Regular information 

security reviews ensure protocols are integrated into each business group's 

operations. The review process also keeps documents updated to reflect current 

legal obligations as requirements evolve. 

17.  Payment Card Industry  

The Payment Card Industry (PCI) framework guides HP's approach to achieving 

PCI Compliance, outlining business responsibilities and security controls aligned 

with PCI DSS. By installing and maintaining network security controls like 

firewalls, HP ensures it meets PCI Compliance requirements.  

18. HP Product Security  

HP Product Security encompasses essential practices to secure HP Products, such 

as code signing, managing product security vulnerabilities, issuing security 

bulletins, and reporting product security issues. These measures ensure that HP 

products remain secure and reliable for users. Product security is of paramount 

importance at HP, as it helps maintain customer trust and protects against 

potential threats.  

19.  HP Service Security 

HP Service Security encompasses essential practices to secure the services provided 

to HP customers. This policy addresses various areas of service security, including 

HP infrastructure hosted, third-party hosted, partner hosted, and customer 

hosted environments. These measures ensure that HP services remain secure and 

reliable for users. By implementing robust security practices, HP ensures the safety 

and integrity of its products and services, fostering a secure and trustworthy 

environment for all users. 

 

For transfers to (sub-) processors, also describe the specific technical and 

organisational measures to be taken by the (sub-) processor to be able to provide 

assistance to the controller and, for transfers from a processor to a sub-processor, 

to the data exporter 

 



53  

 

 

Sub-processors only process: name, business email address, business phone 

number, business address. The purpose of transferring this data is to complete 

the contract.  

For HP all of the above technical and organizational measures are flowed down 

to the sub-processors through the partner code of conduct and contract terms. 

Sub-processors are required to commit to following HP’s requirements.   
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Attachment 4 

INTERNATIONAL DATA TRANSFER AGREEMENT (IDTA) (UK) 

 

Part 1: Tables 

 

Table 1: Parties and signatures 

Start date Same as in the Agreement 

The Parties 
Exporter (who sends the 

Restricted Transfer) 

Importer (who receives the 

Restricted Transfer) 

Parties’ details Full legal name: See 

Customer’s full legal name 

in the Agreement 

Trading name (if different): 

See Customer’s trading name 

in the Agreement 

Main address (if a company 

registered address): See 

Customer’s main address in 

the Agreement 

Official registration number 

(if any) (company number 

or similar identifier): See 

Customer’s official 

registration number in the 

Agreement 

Full legal name: See HP’s 

full legal name in the 

Agreement  

Trading name (if different): 

See HP’s trading name in 

the Agreement 

Main address (if a company 

registered address): See HP’s 

main address in the 

Agreement 

Official registration number 

(if any) (company number 

or similar identifier): See 

HP’s official registration 

number in the Agreement 
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Key Contact Full Name (optional): See in 

the Agreement 

Job Title: See in the 

Agreement 

Contact details including 

email: See in the Agreement 

Full Name (optional): See in 

the Agreement 

Job Title: See in the 

Agreement  

Contact details including 

email: See in the Agreement 

 

Importer Data 

Subject Contact 

 HP Privacy Office 

https://www.hp.com/us-

en/privacy/ww-privacy-

form.html  

Signatures 

confirming each 

Party agrees to 

be bound by this 

IDTA 

Signed for and on behalf of 

the Exporter set out above 

Signed: See in the Agreement 

Date of signature: See in the 

Agreement Full name: See in 

the Agreement Job title: See 

in the Agreement 

Signed for and on behalf of 

the Importer set out above 

Signed: See in the Agreement 

Date of signature: See in the 

Agreement 

Full name: See in the 

Agreement 

Job title: See in the 

Agreement 

 

Table 2: Transfer Details  

UK country’s law 

that governs the 

IDTA: 

 England and Wales 

 Northern Ireland 

 Scotland 
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Primary place 

for legal claims 

to be made by 

the Parties 

 England and Wales 

 Northern Ireland 

 Scotland 

The status of the 

Exporter 

In relation to the Processing of the Transferred Data: 

 Exporter is a Controller 

 Exporter is a Processor or Sub-Processor 

The status of the 

Importer 

In relation to the Processing of the Transferred Data: 

 Importer is a Controller 

 Importer is the Exporter’s Processor or Sub-Processor 

 Importer is not the Exporter’s Processor or Sub-Processor 

(and the Importer has been instructed by a Third Party 

Controller) 

Whether UK 

GDPR applies to 

the Importer 

 UK GDPR applies to the Importer’s Processing of the 

Transferred Data 

 UK GDPR does not apply to the Importer’s Processing of 

the Transferred Data 

Linked 

Agreement 

 

If the Importer is the Exporter’s Processor or Sub-Processor 

– the agreement(s) between the Parties which sets out the 

Processor’s or Sub-Processor’s instructions for Processing the 

Transferred Data: 

Name of agreement: If applicable, see in the Agreement 

Date of agreement: If applicable, see in the Agreement  

Parties to the agreement: If applicable, see in the 

Agreement  

Reference (if any): If applicable, see in the Agreement 
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Other agreements – any agreement(s) between the Parties 

which set out additional obligations in relation to the 

Transferred Data, such as a data sharing agreement or 

service agreement:  

Name of agreement: If applicable, see in the Agreement 

Date of agreement: If applicable, see in the Agreement 

Parties to the agreement: If applicable, see in the 

Agreement 

Reference (if any If applicable, see in the Agreement If the 

Exporter is a Processor or Sub-Processor – the agreement(s) 

between the Exporter and the Party(s) which sets out the 

Exporter’s instructions for Processing the Transferred Data:  

Name of agreement: If applicable, see in the Agreement 

Date of agreement: If applicable, see in the Agreement 

Parties to the agreement: If applicable, see in the 

Agreement 

Reference (if any): If applicable, see in the Agreement  

Term The Importer may Process the Transferred Data for the 

following time period:  

 the period for which the Linked Agreement is in force 

 time period: 

 )only if the Importer is a Controller or not the Exporter’s 

Processor or Sub-Processor) no longer than is necessary 

for the Purpose. 

Ending the IDTA 

before the end of 

the Term 

 the Parties cannot end the IDTA before the end of the 

Term unless there is a breach of the IDTA or the Parties 

agree in writing. 
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 the Parties can end the IDTA before the end of the Term 

by serving:  

      months’ written notice, as set out in Section 29. 

(How to end this IDTA without there being a breach). 

Ending the IDTA 

when the 

Approved IDTA 

changes 

Which Parties may end the IDTA as set out in Section 29.2: 

 Importer 

 Exporter 

 neither Party 

Can the Importer 

make further 

transfers of the 

Transferred 

Data? 

 The Importer MAY transfer on the Transferred Data to 

another organisation or person (who is a different legal 

entity) in accordance with Section 16.1 (Transferring on 

the Transferred Data). 

 The Importer MAY NOT transfer on the Transferred Data 

to another organisation or person (who is a different 

legal entity) in accordance with Section 16.1Error! R

eference source not found. (Transferring on the 

Transferred Data). 

Specific 

restrictions 

when the 

Importer may 

transfer on the 

Transferred Data 

The Importer MAY ONLY forward the Transferred Data in 

accordance with Section 16.1:  

 if the Exporter tells it in writing that it may do so. 

 to:       

 to the authorised receivers (or the categories of 

authorised receivers) set out in:  

 there are no specific restrictions. 

Review Dates   No review is needed as this is a one-off transfer and the 

Importer does not retain any Transferred Data 
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First review date:       

The Parties must review the Security Requirements at least 

once: 

 each       month(s) 

 each quarter 

 each 6 months 

 each year 

 each       year(s) 

 each time there is a change to the Transferred Data, 

Purposes, Importer Information, TRA or risk assessment 

 

Table 3: Transferred Data 

Transferred Data 

 

The personal data to be sent to the Importer under this 

IDTA consists of: 

 The categories of Transferred Data will update 

automatically if the information is updated in the 

Linked Agreement referred to.  

 The categories of Transferred Data will NOT update 

automatically if the information is updated in the 

Linked Agreement referred to. The Parties must agree a 

change under Section 5.3. 

Special 

Categories of 

Personal Data 

and criminal 

convictions and 

offences 

The Transferred Data includes data relating to: 

 racial or ethnic origin 

 political opinions 

 religious or philosophical beliefs 

 trade union membership 

 genetic data 
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 biometric data for the purpose of uniquely identifying a 

natural person 

 physical or mental health  

 sex life or sexual orientation 

 criminal convictions and offences 

 none of the above 

 set out in: 

 

And: 

 The categories of special category and criminal records 

data will update automatically if the information is 

updated in the Linked Agreement referred to.  

 The categories of special category and criminal records 

data will NOT update automatically if the information 

is updated in the Linked Agreement referred to. The 

Parties must agree a change under Section 5.3. 

Relevant Data 

Subjects 

The Data Subjects of the Transferred Data are: 

 The categories of Data Subjects will update 

automatically if the information is updated in the 

Linked Agreement referred to.  

 The categories of Data Subjects will not update 

automatically if the information is updated in the 

Linked Agreement referred to. The Parties must agree a 

change under Section 5.3. 

Purpose  The Importer may Process the Transferred Data for the 

following purposes: 

 The Importer may Process the Transferred Data for the 

purposes set out in the Agreement. 
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In both cases, any other purposes which are compatible 

with the purposes set out above. 

 The purposes will update automatically if the 

information is updated in the Linked Agreement referred 

to.  

 The purposes will NOT update automatically if the 

information is updated in the Linked Agreement referred 

to. The Parties must agree a change under Section 5.3. 

 

Table 4: Security Requirements 

Security of 

Transmission 

HP has defined controls for the protection of application 

service transactions. These controls include: validating and 

verifying user credentials, mandating digital signatures 

and encryption, implementing secure communication 

protocols, storing online transaction details on servers 

within the appropriate network security zone. 

Security of 

Storage 

HP’s cybersecurity department/organization and HP’s legal 

department maintain a set of documented handling 

procedures for each information classification type and 

work along with department in charge of Data Privacy for 

any pertinent matters. Handling procedures account for: 

storage, transmission, communication, access, logging, 

retention, destruction, disposal, incident management, and 

breach notification.   

HP Information Technology have a process in place for 

identifying technical information assets.  HP identifies all 

assets under its responsibility, categorizing the critical 

assets.  A record of information assets and systems that are 

both HP-owned and externally managed by service 

providers is maintained.  Documented processes for server 

decommissioning, orphaned and legacy media are also 

implemented to ensure proper management and disposition 

of non-removable media.   
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Security of 

Processing 

By policy, development of systems and supporting software 

within HP follow a secure development methodology to 

ensure security throughout the system/software lifecycle. The 

Software Development Lifecycle defines initiation, 

development/acquisition, implementation, operations, and 

disposal requirements. All system components, which 

include modules, libraries, services, and discrete 

components, are evaluated to determine their impact on the 

overall system security state.    

HP implements logging mechanisms for system applications 

and devices. HP has developed robust procedures for the 

installation, configuration, upgrade, testing, and security 

patching of operational software, including but not limited 

to email, office productivity suites, and Internet browsers.   

Internal vulnerability scans are performed both on a 

quarterly basis and after any significant change.  

Organisational 

security 

measures 

To protect its own as well as Customer Personal Data, HP has 

defined a minimum set of hardening requirements for 

technology infrastructure which includes workstations, 

servers and network equipment. Workstation / servers images 

contain pre-hardened operating systems. Hardening 

requirements vary depending on the type of operating system 

and applicable controls implemented.    

Systems with external connections will be protected by 

hardening and firewalls. Externally facing systems will be 

placed in a Demilitarized Zone (DMZ) or other similar 

configuration to protect internal HP systems.  Critical 

network zones are logically isolated.    

Remote access to devices on the HP internal network, with 

the exception of the email system, requires the use of HP 

standard VPN solution.  Network Intrusion Detection / 

Prevention Systems (NIDS/ NIPS) are placed in strategic 

locations within the network and are monitored and 

managed 24*7. All devices that have logging capabilities, 

such as operating systems, databases, applications, firewalls, 

routers and switches are required to be configured as per 

HP’s logging and auditing standard.  

HP security policies and standards mandate secure disposal 

of media. 
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Technical 

security 

minimum 

requirements 

Developers are required to follow the coding standards and 

testing guidelines defined for the system to comply with 

application security requirements. Source code is required 

to be secured in a manner that prevents unauthorized 

access.  

Preliminary testing is performed and non-production 

patch testing is scheduled. Post feedback from the non-

production testing, implementation on production 

environment is scheduled and implemented. 

Updates to the 

Security 

Requirements 

 The Security Requirements will update automatically if 

the information is updated in the Linked Agreement 

referred to.  

 The Security Requirements will NOT update 

automatically if the information is updated in the 

Linked Agreement referred to. The Parties must agree a 

change under Section 5.3. 

 

 

Part 2: Extra Protection Clauses 

 

Extra Protection 

Clauses: 

 

(i) Extra 

technical 

security 

protections 

 

(ii) Extra 

organisational 

protections 
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(iii) Extra 

contractual 

protections 

 

 

 

Part 3: Commercial Clauses 

 

Commercial 

Clauses 

 

 

 

Part 4: Mandatory Clauses 

 

Mandatory 

Clauses 

Part 4: Mandatory Clauses of the Approved IDTA, being the 

template IDTA A.1.0 issued by the ICO and laid before 

Parliament in accordance with s119A of the Data 

Protection Act 2018 on 2 February 2022, as it is revised 

under Section 5.4 of those Mandatory Clauses. 

 

 

 

 

 

 

 

 

 

Attachment 5  

STANDARD CONTRACT CLAUSES (Argentina) 

 

 

In accordance with the provisions of clause 6.4.1 of the Data Processing 

Addendum, Customer Personal Data originally collected in the Argentine 

Republic may be transferred, if required in connection with the services, to third 
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countries. 

 

If the transfer mentioned in the preceding paragraph implies transfer of Customer 

Personal Data to countries that are not considered as countries that provide 

adequate levels of protection by applicable Data Protection and Privacy Laws in 

Argentina, the EU Standard Contractual Clauses included in Attachment 2, with 

the modifications set forth below, shall be applicable to transfer. 

 

1. Clause 4 shall be amended by adding the following: 

 

Where these Clauses use terms that are defined in Argentina’s Data Protection 

Law No. 25.326, its regulatory Decree No. 1558/2001, and their complementary 

regulations (as amended or replaced from time to time), such as ‘personal data’, 

‘sensitive data’, ‘process/processing’, ‘controller’, ‘processor’, ‘data subject’ and 

‘supervisory authority’, those terms shall have the same meaning as set forth in 

those regulations (as amended or replaced from time to time); 

 

2. For the purposes of these Clauses, references to “the data importer” means 

the service provider located outside of Argentina that receives the personal 

data from the data exporter for the processing in accordance with the terms 

of this agreement; 

 

3. For the purposes of these Clauses, ‘the applicable data protection law’ or 

‘Regulation )EU( 2016/679’ shall be understood as references to Argentina’s 

Data Protection Law No. 25.326 and its supporting regulations (as amended 

or replaced from time to time). 

 

4. In addition to Clause 8.8 (Onward transfers), the following shall apply:  

 

Where Personal Data originating from Argentina is concerned, international data 

transfers shall only be permitted if either (i) the destination country provides 

adequate level of protection as determined by Argentina law, or (ii) one of the 

exceptions under Article 12 of Argentina’s Data Protection Law 25.326 applies. 

 

5. Clause 11, subsection (c), item (ii) shall be replaced as follows: 

 

(c) (ii) to refer the dispute to the judicial and administrative jurisdiction of the 

Argentina Republic. 

 

6. Clause 17 shall be replaced as follows: 
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These clauses shall be governed by the laws of the Argentina Republic, in 

particular by the Law No. 25.326, its regulations and dispositions issued by 

Argentina’s Data Protection Authority )as amended or replaced from time to time(. 

 

7. Clause 18 shall be replaced as follows: 

(a) Any dispute arising from these Clauses shall be resolved by the courts 

of the Argentina Republic.  

(b) The Parties agree to submit themselves to the jurisdiction of such courts. 

 

 

 

 

 

 

Attachment 6 

Standard Contract for Personal Information Cross-Border Transfer 

 

For the purposes of ensuring that the activity of the overseas recipient processing 

personal information meets the personal information protection standards 

specified in the relevant laws and regulations of the People's Republic of China, 

and clarifying the obligations and responsibilities of the personal information 

handler and the overseas recipient for personal information protection, this 

Contract is made and entered into by and between: 

 

Personal information handler: HP Trading (Shanghai) Co. Ltd. 

Address: Room 203-A, No. 26 Jia Feng Road, Pilot Free Trade Zone, Shanghai, 

China 

Contact Information: katherine.liu@hp.com 

Contact Person: Katherine Liu  Position: China Data Protection Manager 

 

and 

 

Overseas recipient: HP Inc.  

Address: 1501 Page Mill Road, Palo Alto, California 94304 USA  

Contact Information: nestor.rivera@hp.com  

Contact Person: Nestor Rivera  Position: SVP and Deputy General Counsel, Trust 

and Privacy 

 

The personal information handler and the overseas recipient shall conduct cross-
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border transfer of personal information in accordance with this Contract. In terms 

of any commercial activities relating thereto, both Parties [have entered into]/ 

[agreed to enter into] a commercial contract, i.e., [the name of the commercial 

contract, if any] on [Year], [Month], [Date]. 

 

The text of this Contract is drawn up in accordance with the provisions of the 

Measures for Standard Contract for Personal Information Cross-Border Transfer. 

If there is any other agreement between the two parties, it will be described in 

detail, if needed, in an Annex, which would constitute an integral part of this 

Contract on the condition that they do not conflict with the content of this 

Contract. 

 

Article 1 Definition 

 

In this Contract, except as otherwise provided in the context: 

)1( “Personal information handler” means any organization or individual who 

independently determines the purpose and means of Personal Information 

processing activities and provides personal information outside the People's 

Republic of China. 

)2( “Overseas recipient” refers to an organization or individual located outside 

the territory of the People's Republic of China and receiving personal 

information from the personal information handler.  

(3) The personal information handler and the overseas recipient are hereinafter 

referred to individually as a “Party” and collectively as the “Parties”. 

)4( “Personal information subject” refers to a natural person identified by or 

associated with the personal information. 

)5( “Personal information” means all kinds of information related to an 

identified or identifiable individual, recorded in electronic form or other forms, 

excluding anonymized information.  

)6( “Sensitive personal information” means any personal information that is 

likely to result in damage to the personal dignity of any individual or damage 

to his or her personal or property safety once leaked or illegally used, including 

information such as biometric identification, religious belief, specific identity, 

medical health, financial account and personal whereabouts, as well as the 

personal information of minors under the age of 14.  

)7( “Regulatory authority” refers to the cyberspace departments at or above the 

provincial level of the People's Republic of China. 

)8( “Relevant laws and regulations” refer to the Cybersecurity Law of the People's 

Republic of China, the Data Security Law of the People’s Republic of China, the 

Personal Information Protection Law of the People’s Republic of China, the Civil 
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Code of the People’s Republic of China, the Civil Procedure Law of the People’s 

Republic of China, the Measures for Standard Contract for Personal Information 

Cross-borderand other laws and regulations of the People's Republic of China. 

(9) The meanings of other undefined terms in this Contract shall be consistent 

with those stipulated in relevant laws and regulations. 

 

Article 2 Obligations of personal information handler 

 

The personal information handler shall be subject to the following obligations:  

 

(1) Personal information is collected and used in accordance with relevant laws 

and regulations; the scope of personal information to be transferred abroad is 

limited to the minimum scope required to achieve the purpose of processing. 

(2) The personal information subject shall be notified of the name and contact 

information of the overseas recipient, the processing purpose, the processing 

means, the category of personal information and the retention period, and the 

means and procedure for exercising the rights of the personal information subject 

etc., if necessary in an Annex titled “Instructions on Personal Information Cross-

Border Transfer”. Where sensitive personal information is to be provided overseas, 

the personal information subject shall also be informed of the necessity of 

provision of sensitive personal information and its impact on the rights and 

interests of the personal information subject, unless otherwise provided by the 

laws and administrative regulations that such notification is not required. 

)3( Where the provision of personal information overseas is based on individual’s 

consent, the separate consent shall be obtained from the personal information 

subject. If personal information of minors under the age of 14 is involved, the 

separate consent shall be obtained from his or her parents or other guardians. 

Where the written consent is required to be obtained by laws and administrative 

regulations, such written consent shall be obtained.  

(4) Personal information subjects have been informed that it and the overseas 

recipient have agreed through this Contract that the personal information 

subjects are the third-party beneficiary, and if the personal information subjects 

do not explicitly refuse within 30 days, they can enjoy the rights of the third-

party beneficiary in accordance with this Contract. 

(5) It shall make reasonable efforts to ensure that the overseas recipient adopts 

the following technical and management measures (based on a comprehensive 

consideration of personal information security risks resulted from the processing 

purpose of the personal information, the category of personal information, scale, 

scope and sensitivity of personal information to be exported, the quantity and 

frequency of transfer, the duration of transfer and retention period of personal 
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information by the overseas recipient etc.), to perform the obligations under this 

Contract: 

Technical and management measures specified in an Annex, as needed.  

(6) It will provide a copy of relevant legal provisions and technical standards to 

the overseas recipient at its/his request. 

(7) It will respond to inquiries from regulatory authorities about the personal 

information processing activity of the overseas recipient. 

(8) An impact assessment on personal information protection has been carried 

out in accordance with relevant laws and regulations on the proposed activity of 

providing the overseas recipient with personal information. The assessment has 

taken into account: 

1. The legitimacy, justifiability and necessity of the purpose, scope, method, 

etc. of processing personal information by the personal information handler 

and the overseas recipient; 

2. The volume, scope, types and sensitivity of personal information to be 

transferred abroad, and the risks that the cross-border transfer of personal 

information may bring to personal information rights and interests; 

3. The responsibilities and obligations undertaken by the overseas 

recipient, and whether the management and technical measures, 

capabilities, etc. to fulfill the obligations can ensure the security of 

personal information to be transferred abroad;  

4. The risk of personal information being divulged, damaged, tampered 

with and abused after cross-border transfer, whether the channels for 

individuals to safeguard personal information rights and interests are 

unobstructed, etc.; 

5. Evaluate the possible impact of local personal information protection 

policy and regulations on compliance with the terms of this Contract in 

accordance with Article 4 of this Contract; 

6. Other matters that may impact the security of personal information 

cross-border transfer. 

The personal information protection impact assessment reports shall be kept 

for at least three years. 

(9) It will provide a copy of this Contract to the personal information subjects at 

their requests. To the extent necessary to protect trade secrets or other confidential 

information (such as the contents of protected intellectual property, etc.), the 

relevant contents of this Contract may be properly shielded before a copy is 

provided, however, it undertakes to provide an effective summary to the personal 

information subjects to help them understand the contents of this Contract. 

(10) It bears the burden of proof to prove that the obligations under this Contract 

have been fulfilled. 
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(11) It will provide the regulatory authorities with the information specified in 

Paragraph (11) of Article 3, including all audit results, in accordance with 

relevant laws and regulations. 

 

Article 3 Obligations of overseas recipient 

 

The overseas recipient shall be subject to following obligations: 

(1) It shall process personal information in accordance with the agreements listed, 

if needed, in an Annex titled “Instructions on Personal Information Cross-Border 

Transfer”. Where the processing of personal information goes beyond the agreed 

processing purpose, processing means, and categories of personal information, the 

separate consent of personal information subject shall be obtained in advance if 

such processing is relied on the individual’s consent. If any personal information 

of minors under the age of 14 is involved, the separate consent of minors’ parents 

or other guardians shall be obtained. 

(2) Where the overseas recipient is entrusted by the personal information handler 

to process personal information, it shall process personal information in 

accordance with the agreement with the personal information handler. The 

overseas recipient shall not process personal information in a way beyond the 

processing purpose or means as agreed with the personal information handler. 

(3) It/he will provide a copy of this Contract to the personal information subjects 

according to their requirements. To the extent necessary to protect trade secrets or 

other confidential information (such as the contents of protected intellectual 

property, etc.), the relevant contents of this Contract may be properly shielded 

before a copy is provided, however, it/he undertakes to provide an effective 

summary to the personal information subjects to help them understand the 

content of this Contract. (4) It shall process personal information in a manner 

that has the least impact on the rights and interests of the personal information 

subject. 

(5) The storage period of personal information shall be the minimum time 

necessary for the purpose of processing; after the above storage period is exceeded, 

the personal information (including all backups) shall be deleted or 

anonymized. Where it is entrusted by the personal information handler to process 

personal information, the overseas recipient shall return the personal 

information to the personal information handler or delete it, in the event the 

entrustment contract does not come into effect, becomes invalid, or is revoked or 

terminated, and provide a written statement to the personal information handler. 

If it is technically impossible to delete the personal information, the overseas 

recipient shall cease the processing of personal information other than storage 

and any necessary measures taken for the security protection. 
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(6) Ensure the security of personal information processing in the following 

methods: 

1. Take effective technical and management measures including but not 

limited to those set out in Article 2 (5) this Contract, and conduct periodic 

checks to ensure the security of personal information. 

2. Ensure that the personnel authorized to process personal information 

fulfill the obligation of maintaining confidentiality and establish an 

access control policy of minimum authorization so that the aforementioned 

personnel can only access the minimum necessary personal information 

required for their duties, and have only the least data operation 

permissions necessary to perform their duties. 

(7) If the processed personal information is or may be tampered with, destroyed, 

leaked, lost, illegally used, provided or accessed without authorization, the 

overseas recipient shall carry out the following works: 

1. Take appropriate remedial measures in a timely manner to reduce the 

adverse impact on the personal information subjects; 

2. Notify the personal information handlers immediately and report to the 

regulatory authorities of the People's Republic of China in accordance with 

relevant laws and regulations. The notification contains the following: 

(a) the category of personal information that has been or may be 

tampered with, destroyed, leaked, lost, illegally used, provided or 

accessed without authorization, the cause of the adverse event, the 

potential damage; 

(b) Remedial measures that have been taken; 

(c) Measures that individuals can take to mitigate hazards; 

(d) The contact information of the person in charge of dealing with 

the data leakage or the responsible team. 

3. Where relevant laws and regulations require the personal information 

subjects to be notified, the content of the notice shall include the contents 

of Subparagraph 2 above. Where the processing of personal information is 

entrusted by the personal information handler, the personal information 

handler shall notify the personal information subject. 

4. Record and retain all information in relation to the occurrence or 

potential occurrence of tampering, destruction, leakage, loss, illegal use, 

unauthorized provision or access, including all remedial measures taken. 

(8) It/he will not provide personal information to third parties located outside 

the People's Republic of China unless all of the following requirements are met: 

1. It/he does have real business that requires a provision of personal 

information. 

2. The personal information subjects have been informed of the identity 
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and the contact information of the third party, the purpose of processing, 

the method of processing, the types of personal information, the retention 

period, as well as the methods and procedures for exercising the rights of 

the personal information subjects. Where sensitive personal information is 

to be provided to such third party, the personal information subject shall 

also be informed of the necessity of providing sensitive personal 

information and its impact on personal rights and interests unless 

otherwise provided by the laws and administrative regulations that such 

notification is not required. 

3. Where the processing of personal information is based on individual’s 

consent, the separate consent of the personal information subject shall be 

obtained. If personal information of a minor under the age of 14 is 

involved, the consent shall be obtained from his or her parents or other 

guardians. Where written consent is required by laws or administrative 

regulations, such written consent shall be obtained.  

4. Reach a written agreement with the third party to ensure that the level 

of personal information protection provided by the third party is not lower 

than that stipulated in the relevant laws and regulations of the People's 

Republic of China, and to assume liabilities for the infringement to the 

rights of the personal information subject arising from the provision of the 

personal information to the third party located outside the People’s 

Republic of China. 

5. Provide a copy of the above written agreement to the personal 

information subject at the request of the personal information subject. If 

trade secrets or confidential information are involved, the relevant contents 

of the written agreement can be redacted to some extent without affecting 

the understanding of the personal information subject. 

(9) Obtain the prior consent of the personal information handler when being 

entrusted by it to process the personal information and entrusting it to a third 

party; ensure that the entrusted third party does not process personal information 

beyond the purpose and method of processing stipulated, if necessary, in an 

Annex titled “Instructions on Personal Information Cross-Border Transfer” to this 

Contract and supervise the personal information processing activity of that third 

party. 

(10) Make automated decisions by using personal information, ensure the 

transparency of decision making and the fairness and impartiality of the results, 

and do not accord unreasonable differential treatment to personal information 

subjects on transaction conditions such as transaction prices. Where automated 

decision-making is used for information push and commercial marketing to the 

personal information subject, the overseas recipient shall provide personal 
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information subject with either options that are not specific to their personal 

characteristics, or with a convenient way of refusal for the personal information 

subject. 

(11) Undertake to provide the personal information handler with all necessary 

information to prove compliance with the obligations under this Contract and 

allow the personal information handler to view necessary data files and 

documents, or to allow the personal information handler to conduct compliance 

audits on the processing activity covered by this Contract. When the personal 

information handler decides to view or audit, provide facilitation for the 

handler to carry out the compliance audit. 

(12) Keep an objective record of the personal information processing activity 

carried out, retain the records for at least three years, and provide relevant 

records and documents to the regulatory authorities directly or through the 

personal information handler as required by relevant laws and regulations. 

(13) Agree to be subject to the supervision and administration of the regulatory 

authorities in the relevant procedures for supervising the implementation of this 

Contract, including but not limited to, responding to the inquiries of the 

regulatory authorities, cooperating in the inspection of the regulatory authorities, 

and complying with the measures or decisions taken or made by the regulatory 

authorities, and providing written proof that necessary actions have been taken. 

 

Article 4 Impact of personal information protection policy & regulations in the 

overseas recipient’s home country/region on compliance with this Contract 

 

(1) The Parties shall ensure that they have fulfilled their obligations of 

reasonable care at the time of the conclusion of this Contract and have not found 

any personal information protection policy & regulations of the country or region 

where the overseas recipient is located (including any requirements for the 

provision of personal information or the provisions authorizing public organs to 

access personal information( in that would affect the overseas recipient’s 

obligations under this Contract. 

(2) The Parties hereby state that in providing the guarantee in Paragraph (1) of 

Article 4, the following factors have been taken into account: 

1. Specific information regarding cross-border transfer of personal 

information, including the types, volume, scope and sensitivity of personal 

information to be transferred abroad, the scale and frequency of transfer, 

the period of personal information transmission and the storage period of 

the overseas recipient, the purpose of personal information processing, 

previous similar experience of the overseas recipient in the cross-border 

transfer and processing of personal information, whether data security-
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related incidents have occurred to the overseas recipient and whether they 

have been dealt with in a timely and effective manner, whether the 

overseas recipient ever received a request from the public organs of its/his 

home country/region to provide personal information and the response of 

the overseas recipient; 

2. Personal information protection policy & regulations in the overseas 

recipient’s home country/region include the following factors: 

(a) The current laws and regulations and widely applied standards 

for the personal information protection in that country or region; 

(b) Regional or global organizations on personal information 

protection to which the country or region is a member, and binding 

international commitments made by such country or region; 

(c) The mechanism for the personal information protection in that 

country or region, such as whether there are supervision and law 

enforcement authorities and relevant judicial bodies for the personal 

information protection. 

3. The security management system and technical means guarantee 

capability of the overseas recipient. 

(3) The overseas recipient guarantees that in conducting an evaluation in 

accordance with Paragraph (2) of Article 4, it/he has made every effort to provide 

the personal information handler with the necessary relevant information. 

(4) The Parties shall record the process and results of the evaluation conducted 

in accordance with Paragraph (2) of Article 4. 

(5) Where the overseas recipient is unable to perform this Contract due to changes 

in the personal information protection policy & regulations in the overseas 

recipient’s home country/region )including changes in the laws of the overseas 

recipient’s home country/region, or taking compulsory measures), the overseas 

recipient shall notify the personal information handler immediately after being 

aware of the above-mentioned changes. 

(6) The overseas recipient shall immediately notify the personal information 

handler when receiving the request from the government department or judicial 

authority of the country or region where it is located for provision of personal 

information under this Contract. 

 

Article 5 Rights of personal information subjects 

 

The Parties agree that, in accordance with relevant laws and regulations, the 

personal information subjects are vested with the right to carry out the obligations 

of the Parties to protect personal information in this Contract as a third party 

beneficiary. 
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(1) Personal information subjects shall, in accordance with relevant laws and 

regulations, have the right to know, the right to make decisions, the right to 

restrict or refuse others to process their personal information, the right to view, 

the right to copy, the right to make corrections and supplement, and the right to 

delete, and the right to require an explanation of their personal information 

processing rules. 

(2) When personal information subjects request to exercise the above-mentioned 

rights over the personal information that has been transferred abroad, they may 

request the personal information handler to take appropriate measures to achieve 

it, or make a request directly to the overseas recipient. If the personal information 

handler is unable to achieve it, it shall notify and request the overseas recipient 

to assist in realizing it. 

(3) The overseas recipient shall, in accordance with the notification of the 

personal information handler or at the request of the personal information 

subjects, realize the rights exercised by the personal information subjects in 

accordance with the relevant laws and regulations within a reasonable time 

limit. 

The overseas recipient shall inform the personal information subjects of the 

relevant information truthfully, accurately and completely in a clear and plain 

language. 

(4) If the overseas recipient plans to reject the request of the personal information 

subjects, it/he shall inform the personal information subjects of the reasons for 

such refusal and the methods for the personal information subjects to lodge a 

complaint with the relevant regulatory authorities and seek judicial relief. 

(5) The personal information subjects, as the third-party beneficiary under this 

Contract, shall have the right to claim and demand, to any of the personal 

information handler and the overseas recipient, the performance of the following 

provisions relating to the rights of the personal information subjects under this 

Contract: 

1. Article 2, except Paragraphs (5), (6), (7) and (11) of Article 2; 

2. Article 3, except Subparagraphs 2 and 4 of Paragraph (7), Paragraphs 

(9), (11), (12) and (13) of Article 3; 

3. Article 4, except Paragraphs (5) and (6) of Article 4. 

4. Article 5; 

5. Article 6; 

6. Paragraphs (2) and (3) of Article 8; 

7. Paragraph (5) of Article 9. 

The agreement above shall not affect the rights and interests of the personal 

information subject as provided in the Personal Information Protection Law of 

the People’s Republic of China. 
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Article 6 Relief 

 

(1) The overseas recipient shall appoint a contact person within the organization 

and authorize him to respond to inquiries or complaints about the processing of 

personal information and shall handle any inquiries or complaints from the 

personal information subjects in a timely manner. The overseas recipient shall 

inform the personal information handler of the contact information, and inform 

the personal information subjects of the contact information through a separate 

notification or announcement on its/his website in a simple and easy-to-

understand way, as follows: 

Contact person: HP Inc. Legal, Trust and Privacy Organization 

contact information: 1501 Page Mill Road, Palo Alto, California 94304, USA 

(2) The Parties agree that if a dispute between a personal information subject 

and either of the Parties occurs in terms of complying with this Contract, such 

either party shall inform the other party of the relevant situation and cooperate 

to resolve the dispute in a timely manner. 

(3) If the dispute is not settled amicably and the personal information subject 

exercises the rights of the third party beneficiary in accordance with Article 5, 

the overseas recipient accepts the personal information subject to defend his or 

her rights through either of the following means: 

1. Lodge a complaint with the regulatory authorities; 

2. Bring an action in the court as provided for in Article 6 (5). 

(4) The Parties agree that where personal information subject exercises the rights 

as a third-party beneficiary with respect to a dispute under this Contract, if the 

personal information subject chooses to apply the Relevant Laws and Regulations 

of the People's Republic of China, such choice shall prevail. 

(5) The Parties agree that where personal information subject exercises the rights 

as a third-party beneficiary with respect to a dispute under this Contract, the 

personal information subject may bring a lawsuit with a competent court in 

accordance with the Civil Procedure Law of the People’s Republic of China. 

(6) The Parties agree that the fact that the personal information subject has sought 

remedies in accordance with provisions above shall not prejudice his/her rights 

to seek remedies under other laws and regulations. 

 

Article 7 Cancellation of contract 

 

(1) If the overseas recipient violates any of its obligations stipulated in this 

Contract, or is unable to perform this Contract due to any change in the personal 

information protection policies and regulations of the country or region where 
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the overseas recipient is located (including amendment to the laws or the 

adoption of mandatory measures of the country or region where the overseas 

recipient is located), the personal information handler may suspend the transfer 

of personal information to the overseas recipient until the violation is corrected 

or this Contract is cancelled. 

(2) Under any of the following circumstances, the personal information handler 

shall have the right to cancel this Contract and, if necessary, notify the regulatory 

authorities: 

1. The personal information handler suspends the transfer of personal 

information to the overseas recipient for more than one month in 

accordance with Paragraph (1) of Article 7. 

2. The overseas recipient's compliance with this Contract will violate the 

laws and regulations of its/his home country; 

3. The overseas recipient seriously or continuously violates the obligations 

under this Contract; 

4. According to the final decision made by the competent court or 

regulatory authority of the overseas recipient, the overseas recipient or 

personal information handler has violated the provisions of this Contract.  

In the case of Subparagraphs 1, 2 or 4 above, the overseas recipient may also 

cancel this Contract. 

(3) This Contract is cancelled with the consent of the Parties, but the cancellation 

of this Contract shall not exempt them from their obligations to protect personal 

information in the process of personal information processing. 

(5) Upon cancellation of this Contract, the overseas recipient shall return or delete 

the personal information (including all backups) it has received under this 

Contract in a timely manner, and provide a written statement to the personal 

information handler. If it is technically impossible to delete the personal 

information, the processing of personal information other than storage and any 

necessary measures taken for the security protection, shall cease. 

 

Article 8 Liability for breach of contract 

 

(1) Either party shall be liable to the other party for any damage caused to the 

other party as a result of their breach of this Contract. 

(2) Each Party shall assume civil liabilities to the personal information subject 

for any infringement on the rights of the personal information subject arising 

from its breach of this Contract, without prejudice to the administrative, 

criminal or other liabilities that the personal information handler shall assume 

under the Relevant Laws and Regulations. 

(3) Where the Parties assume joint and several liabilities according to the laws, 
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the personal information subject has the right to request either Party or both 

Parties to assume the liabilities. When the liability assumed by one Party exceeds 

the liability such Party shall assumed, it shall have the right to claim against 

the other Party accordingly. 

 

Article 9 Miscellaneous 

 

(1) In the event of a conflict between this Contract and any other agreements 

already existing between the parties at the time of its conclusion, the terms of 

this Contract shall prevail. 

(2) This formation, validity, performance and interpretation of this Contract and 

any dispute between the Parties arising from this Contract shall be governed by 

the Relevant Laws and Regulations of the People's Republic of China. 

(3) All notices shall be promptly sent or mailed by electronic mail, cable, telex, 

facsimile (with a confirmation copy sent by airmail), or registered airmail to 

Room 203-A, No. 26 Jia Feng Road, Pilot Free Trade Zone, Shanghai, China (to 

personal information handler); 1501 Page Mill Road, Palo Alto, California 

94304 USA (to overseas recipient), or other address for which written notice is 

given in lieu of such. If a notice or communication under this Contract is sent 

by registered airmail, it shall be deemed to have been received twenty (20) days 

after the date of the postmark, and if sent by e-mail, telegram, telex or fascimile, 

it shall be deemed to have been received five (5) working days after it was sent 

out. 

(4) Any dispute arising from this Contract between the personal information 

handler and the overseas recipient and any party's claim for compensations from 

the other party for making advance compensation for the personal information 

subject's damages shall be settled through negotiation by both parties; if the 

negotiation fails, either party may take Item 1 of the following methods to resolve 

the dispute (if arbitration is required, please check the box for the chosen the 

arbitration institution): 

1. Arbitration. Submit the dispute to 

■ China International Economic and Trade Arbitration Commission 

☐ China Maritime Arbitration Commission 

☐ Beijing Arbitration Commission (Beijing International Arbitration 

Center) 

☐ Shanghai International Arbitration Center 

☐ Other arbitration institutions that are members of the Convention 

on the Recognition and Enforcement of Foreign Arbitral Awards: 

___________. Arbitration will be conducted at ________ (place of 

arbitration) in accordance with its arbitration rules then in force. 
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2. Litigation. Bring a suit before a people's court with jurisdiction in China 

in accordance with the law. 

(5) This Contract shall be interpreted in accordance with the provisions of 

relevant laws and regulations, and shall not be interpreted in a manner 

inconsistent with the rights and obligations stipulated in relevant laws and 

regulations. 

(6) This Contract shall be executed in three (3) originals, and the Parties, the 

personal information handler and the overseas recipient, shall each hold one (1) 

original(s), with the equal legal effect.   

 

This Contract is executed at Shanghai, China. 

 

Personal information handler: HP Trading (Shanghai) Co. Ltd.  

[MM/DD/2024] 

 

Overseas recipient: HP Inc. 

[MM/DD/2024] 
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Attachment 7 

Brazil Standard Contractual Clauses 

 

SECTION I - GENERAL INFORMATION  

 

CLAUSE 1. Identification of the Parties  

 

1.1 By this agreement, the Exporter and the Importer )hereinafter, “Parties”(, 

identified below, have agreed to these standard contractual clauses (hereinafter, 

“Clauses”( approved by the National Data Protection Authority )ANPD(, to govern 

the International Data Transfer described in CLAUSE 2, in accordance with the 

provisions of the National Legislation.  

 

Name: See Customer’s name in the Agreement 

Qualification: Controller 

Main Address: Same as in the Agreement 

E-mail Address:  

Contact for the Data Subject:  

Other information: (X) Exporter/Controller) ( ) Exporter/processor)  

 

Name: See HP’s name in the Agreement 

Qualification: Processor 

Main Address: See HP’s main address in the Agreement 

E-mail Address: https://www.hp.com/us-en/privacy/ww-privacy-form.html 

Contact for the Data Subject: https://www.hp.com/us-en/privacy/ww-privacy-

form.html 

Other information: ( ) Exporter/Controller) (X) Exporter/processor)  

 

 

CLAUSE 2. Object  

 

2.1 This Clauses shall apply to International Transfers of Personal Data between 

Data Exporters and Data Importers, as described below.  

 

Description of the international data transfer:  

Main purposes of the transfer: See Attachment 1  

Categories of personal data transferred: See Attachment 1 

Period of data storage: See clause 3.1.6 of the DPA 

Other information: N/A 

 

https://www.hp.com/us-en/privacy/ww-privacy-form.html
https://www.hp.com/us-en/privacy/ww-privacy-form.html
https://www.hp.com/us-en/privacy/ww-privacy-form.html
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CLAUSE 3. Onward Transfers 

 

3.1. The Importer may carry out an Onward Transfer of Personal Data subject to 

the International Data Transfer governed by these Clauses, in the cases and 

according to the conditions described below and the provisions of CLAUSE 18. 

 

Main purposes of the transfer: See Attachment 1 

Categories of personal data transferred: See Attachment 1 

Period of data storage: See clause 3.1.6 of the DPA 

Other information: N/A 

 

 

CLAUSE 4. Responsibilities of the Parties 

 

4.1 Without prejudice to the duty of mutual assistance and the general obligations 

of the Parties, the Designated Party below, as Controller, shall be responsible for 

complying with the following obligations set out in these Clauses: 

 

a) Responsible for publishing the document provided in CLAUSE 14;  

(X) Exporter ( ) Importer 

 

b) Responsible for responding to requests from Data Subjects dealt with in 

CLAUSE 15:  

(X) Exporter ( ) Importer  

 

c) Responsible for notifying the security incident provided in CLAUSE 16:  

(X) Exporter ( ) Importer 

 

4.2. For the purposes of these Clauses, if the Designated Party pursuant to item 

4.1. is the Processor, the Controller remains responsible for:  

 

a) compliance with the obligations provided in CLAUSES 14, 15 and 16 and 

other provisions established in the National Legislation, especially in case 

of omission or non-compliance with the obligations by the Designated 

Party;  

b) compliance with ANPD’s determinations; and  

c) guaranteeing the Data Subjects' rights and repairing damages caused, 

subject to the provisions of Clause 17. 
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SECTION II – MANDATORY CLAUSES 

 

CLAUSE 5 Purpose 

 

5.1 These Clauses are presented as a mechanism to enable the secure 

international flow of personal data, establish minimum guarantees and valid 

conditions for carrying out the International Data Transfer and aim to guarantee 

the adoption of adequate safeguards for compliance with the principles, the rights 

of the Data Subject and the data protection regime provided for in National 

Legislation.  

 

 

CLAUSE 6. Definitions  

 

6.1 For the purposes of these Clauses, the definitions in art. 5 of LGPD, and art. 

3 of the Regulation on the International Transfer of Personal Data shall be 

considered, without prejudice to other normative acts issued by ANPD. The 

Parties also agree to consider the terms and their respective meanings as set out 

below:  

 

a) Processing agents: the controller and the processor;  

b) ANPD: National Data Protection Authority;  

c) Clauses: the standard contractual clauses approved by ANPD, which are 

part of SECTIONS I, II and III;  

d) Related Contract: contractual instrument signed between the Parties or, at 

least, between one of them and a third-party, including a Third-Party 

Controller, which has a common purpose, link or dependency relationship 

with the contract that governs the International Data Transfer;  

e) Controller: Party or third-party )“Third Controller”( responsible for 

decisions regarding the processing of Personal Data;  

f) Personal Data: information related to an identified or identifiable natural 

person;  

g) Sensitive Personal Data: personal data on racial or ethnic origin, religious 

belief, political opinion, affiliation to trade unions or to a religious, 

philosophical or political organization, data regarding health or sexual 

life, genetic or biometric data, whenever related to a natural person;  

h) Erasure: exclusion of data or dataset from a database, regardless of the 

procedure used;  

i) Exporter: processing agent, located in the national territory or in a foreign 
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country, who transfers personal data to the Importer; 

j) Importer: processing agent, located in a foreign country, who receives 

personal data from the Exporter; 

k) National Legislation: set of Brazilian constitutional, legal and regulatory 

provisions regarding the protection of Personal Data, including the LGPD, 

the International Data Transfer Regulation and other normative acts issued 

by ANPD; 

l) Arbitration Law: Law No. 9,307, of September 23, 1996; 

m) Security Measures: technical and administrative measures able to protect 

Personal Data from unauthorized access and from accidental or unlawful 

events of destruction, loss, alteration, communication or dissemination; 

n) Research Body: body or entity of the government bodies or associated 

entities or a non-profit private legal entity legally established under 

Brazilian laws, having their headquarter and jurisdiction in the 

Brazilian territory, which includes basic or applied research of historical, 

scientific, technological or statistical nature in its institutional mission or 

in its corporate or statutory purposes; 

o) Processor: Party or third-party, including a Sub-processor, which processes 

Personal Data on behalf of the Controller; 

p) Designated Party: Party or a Third-Party Controller, under the terms of 

CLAUSE 4, designated to fulfill specific obligations regarding transparency, 

Data Subjects’ rights and notifying security incidents; 

q) Parties: Exporter and Importer; 

r) Access Request: request for mandatory compliance, by force of law, 

regulation or determination of public authority, to grant access to the 

Personal Data subject to the International Data Transfer governed by these 

Clauses; 

s) Sub-processor: processing agent hired by the Importer, with no link with 

the Exporter, to process Personal Data after an International Data Transfer; 

t) Third-Party Controller: Personal Data Controller who authorizes and 

provides written instructions for the carrying out of the International Data 

Transfer between Processors governed by these Clauses, on his behalf; 

u) Data Subject: natural person to whom the Personal Data which are subject 

to the International Data Transfer governed by these Clauses relate; 

v) Transfer: processing modality through which a processing agent transmits, 

shares or provides access to Personal Data to another processing agent; 

w) International Data Transfer: transfer of Personal Data to a foreign country 

or to an international organization which Brazil is a member of; and  

x) Onward Transfer: transfer of Personal Data, within the same country or to 

another country, by an Importer to a third-party, including a Sub-
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processor, provided that it does not constitute an Access Request. 

 

CLAUSE 7. Applicable legislation and ANPD supervision  

 

7.1 The International Data Transfer subject to these Clauses shall subject to the 

National Legislation and to the supervision of ANPD, including the power to 

apply preventive measures and administrative sanctions to both Parties, as 

appropriate, as well as the power to limit, suspend or prohibit the international 

transfers arising from this agreement or a Related Contract. 

 

 

CLAUSE 8. Interpretation  

 

8.1. Any application of these Clauses shall occur in accordance with the 

following terms:  

 

a) These Clauses shall always be interpreted more favorably to the Data 

Subject and in accordance with the provisions of the National Legislation; 

b) In case of doubt about the meaning of any term in these Clauses, the 

meaning which is most in line with the National Legislation shall apply; 

c) No item in these Clauses, including a Related Agreement and the provisions 

set forth in SECTION IV, shall be interpreted as limiting or excluding the 

liability of any of the Parties in relation to obligations set forth in the 

National Legislation; and 

d) Provisions of SECTIONS I and II shall prevail in case of conflict of 

interpretation with additional clauses and other provisions set forth in 

SECTIONS III and IV of this agreement or in Related Agreements. 

 

 

CLAUSE 9. Docking Clause 

 

9.1. By mutual agreement between the Parties, it shall be possible for a processing 

agent to adhere to these Clauses, either as a Data Exporter or as a Data Importer, 

by completing and signing a written document, which shall form part of this 

contract.  

 

9.2 The acceding party shall have the same rights and obligations as the 

originating parties, according to the position assumed of Exporter or Importer and 

according to the corresponding category of treatment agent.  
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CLAUSE 10. General obligations of the Parties  

 

10.1. The Parties undertake to adopt and, when necessary, demonstrate the 

implementation of effective measures capable of demonstrating observance of and 

compliance with the provisions of these Clauses and the National Legislation, as 

well as with the effectiveness of such measures and, in particular:  

 

 

a) use the Personal Data only for the specific purposes described in CLAUSE 

2, with no possibility of subsequent processing incompatible with such 

purposes, subject to the limitations, guarantees and safeguards provided for 

in these Clauses; 

b) guarantee the compatibility of the processing with the purposes informed 

to the Data Subject, according to the processing activity context;  

c) limit the processing activity to the minimum required for the 

accomplishment of its purposes, encompassing pertinent, proportional and 

nonexcessive data in relation to the Personal Data processing purposes;  

d) guarantee to the Data Subjects, subject to the provisions of Clause 4:  

(d.1) clear, accurate and easily accessible information on the processing activities 

and the respective processing agents, with due regard for trade and industrial 

secrecy; 

(d.2) facilitated and free of charge consultation on the form and duration of the 

processing, as well as on the integrity of their Personal Data; and 

(d.3) accuracy, clarity, relevance and updating of the Personal Data, according 

to the necessity and for compliance with the purpose of their processing; 

e) adopt the appropriate security measures compatible with the risks involved 

in the International Data Transfer governed by these Clauses;  

f) not to process Personal Data for abusive or unlawful discriminatory 

purposes; 

g) ensure that any person acting under their authority, including 

subprocessors or any agent who collaborates with them, whether for reward 

or free of charge, only processes data in compliance with their instructions 

and with the provisions of these Clauses;  

h) keep  a record of the Personal Data processing operations of the 

International Data Transfer governed by these Clauses, and submit the 

relevant documentation to ANPD, when requested. 

 

 

CLAUSE 11. Sensitive personal data  
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11.1. If the International Data Transfer involves Sensitive Personal Data, the 

Parties shall apply additional safeguards, including specific Security Measures 

which are proportional to the risks of the processing activity, to the specific 

nature of the data and to the interests, rights and guarantees to be protected, as 

described in SECTION III.  

 

 

CLAUSE 12. Personal data of children and adolescents  

 

12.1. In case the International Data Transfer governed by these Clauses involves 

Personal Data concerning children and adolescents, the Parties shall implement 

measures to ensure that the processing is carried out in their best interest, under 

the terms of the National Legislation and relevant instruments of international 

law.  

 

 

CLAUSE 13. Legal use of data  

 

13.1. The Exporter guarantees that Personal Data has been collected, processed 

and transferred to the Importer in accordance with the National Legislation.  

 

 

CLAUSE 14. Transparency 

 

14.1. The Designated Party shall publish, on its website, a document containing 

easily accessible information written in simple, clear and accurate language on 

the conduction of the International Data Transfer, including at least information 

on:  

 

a) the form, duration and specific purpose of the international transfer;  

b) the destination country of the transferred data;  

c) the Designated Party's identification and contact details;  

d) the shared use of data by the Parties and its purpose;  

e) the responsibilities of the agents who shall conduct the processing;  

f) the Data Subject's rights and the means for exercising them, including an 

easily accessible channel made available to respond to their requests, and 

the right to file a petition against the Exporter and the Importer before 

ANPD; and  

g) Onward Transfers, including those relating to recipients and to the purpose 
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of such transfer.  

 

14.2. The document referred to in item 14.1. shall be made available on a specific 

website page or integrated, in a prominent and easily accessible format, to the 

Privacy Policy or equivalent document.  

 

14.3. Upon request, the Parties shall make a copy of these Clauses available to 

the Data Subject free of charge, complying with trade and industrial secrecy.  

 

14.4. All information made available to Data Subjects, under the terms of these 

Clauses, shall be written in Portuguese.  

 

 

CLAUSE 15. Rights of the data subject  

 

15.1. The Data subject shall have the right to obtain from the Designated Party, 

as regards the Personal Data subject to the International Data Transfer governed 

by these Clauses, at any time, and upon request, under the terms of the National 

Legislation: 

 

a) confirmation of the existence of processing;  

b) access to data;  

c) correction of incomplete, inaccurate or outdated data;  

d) anonymization, blocking or erasure of unnecessary or excessive data or data 

processed in noncompliance with these Clauses and the provisions of 

National Legislation;  

e) portability of data to another service or product provider, upon express 

request, in accordance with ANPD regulations, complying with trade and 

industrial secrecy;  

f) erasure of Personal Data processed under the Data Subject’s consent, except 

for the events provided in CLAUSE 20;  

g) information on public and private entities with which the Parties have 

shared data;  

h) information on the possibility of denying consent and on the consequences 

of the denial;  

i) withdrawal of consent through a free of charge and facilitated procedure, 

remaining ratified the processing activities carried out before the request 

for elimination;  

j) review of decisions taken solely on the basis of automated processing of 

personal data affecting their interests, including decisions aimed at 
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defining their personal, professional, consumer and credit profile or aspects 

of their personality; and  

k) information on the criteria and procedures adopted for the automated 

decision.  

 

15.2. Data subject may oppose to the processing based on one of the events of 

waiver of consent, in case of noncompliance with the provisions of these Clauses 

or National Legislation.  

 

15.3 The deadline for responding to the requests provided for in this Clause and 

in item 14.3 is 15 (fifteen) days from the date of the data subject's request, except 

in the event of a different deadline established in specific ANPD regulations.  

 

15.4. In case the Data Subject's request is directed to the Party not designated as 

responsible for the obligations set forth in this Clause or in item 14.3., the 

referred Party shall:  

 

a) inform the Data Subject of the service channel made available by the 

Designated Party; or  

b) forward the request to the Designated Party as early as possible, to enable 

the response within the period provided in item 15.2.  

 

15.5. The Parties shall immediately inform the Data Processing Agents with 

whom they have shared data with the correction, deletion, anonymization or 

blocking of the data, for them to follow the same procedure, except in cases where 

this communication is demonstrably impossible or involves a disproportionate 

effort.  

 

15.6. The Parties shall promote mutual assistance to respond to the Data Subjects’ 

requests.  

 

 

CLAUSE 16. Security Incident Reporting  

 

16.1. The Designated Party shall notify ANPD and the Data Subject, within 3 

(three) working days of the occurrence of a security incident that may entail a 

relevant risk or damage to the Data Subjects, according to the provisions of 

National Legislation.  

 

16.2. The Importer must keep a record of security incidents in accordance with 
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National Legislation.  

 

 

CLAUSE 17. Liability and compensation for damages  

 

17.1. The Party which, when performing Personal Data processing activities, 

causes patrimonial, moral, individual or collective damage, for violating the 

provisions of these Clauses and of the National Legislation, shall compensate for 

it.  

 

17.2. Data Subject may claim compensation for damage caused by any of the 

Parties as a result of a breach of these Clauses.  

 

17.3. The defense of Data Subjects' interests and rights may be claimed in court, 

individually or collectively, in accordance with the provisions in relevant 

legislation regarding the instruments of individual and collective protection.  

 

17.4. The Party acting as Processor shall be jointly and severally liable for 

damages caused by the processing activities when it fails to comply with these 

Clauses or when it has not followed the lawful instructions of the Controller, 

except for the provisions of item 17.6.  

 

17.5. The Controllers directly involved in the processing activities which resulted 

in damage to the Data Subject shall be jointly and severally liable for these 

damages, except for the provisions of item 17.6.  

 

17.6. Parties shall not be held liable if they have proven that:  

 

a) they have not carried out the processing of Personal Data attributed to 

them;  

b) although they did carry out the processing of Personal Data attributed to 

them, there was no violation of these Clauses or National Legislation; or  

c) the damage results from the sole fault of the Data Subject or of a third party 

which is not a recipient of the Onward Transfer or not subcontracted by 

the Parties.  

 

17.7. Under the terms of the National Legislation, the judge may reverse the 

burden of proof in favor of the Data Subject whenever, in his judgement, the 

allegation is credible, there is a lack of sufficient evidence or when the Data 

Subject would be excessively burdened by the production of evidence.  
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17.8. Judicial proceedings for compensation for collective damages which intend 

to establish liability under the terms of this Clause may be collectively conducted 

in court, with due regard for the provisions in relevant legislation.  

 

17.9. The Party which compensates the damage to the Data Subject shall have a 

right of recourse against the other responsible parties, to the extent of their 

participation in the damaging event.  

 

 

CLAUSE 18. Safeguards for Onward Transfers  

 

18.1. The Importer shall only carry out Onward Transfers of Personal Data subject 

to the International Data Transfer governed by these Clauses if expressly 

authorized, in accordance with the terms and conditions described in CLAUSE 

3.  

 

18.2. In any case, the Importer:  

 

a) shall ensure that the purpose of the Onward Transfer is compatible with 

the specific purposes described in CLAUSE 2;  

b) shall guarantee, by means of a written contractual instrument, that the 

safeguards provided in these Clauses shall be ensured by the third-party 

recipient of the Onward Transfer; and  

c) for the purposes of these Clauses, and regarding the Personal Data 

transferred, shall be considered responsible for any eventual irregularities 

committed by the third-party recipient of the Onward Transfer.  

 

18.3. The Onward Transfer shall also be carried out based on another valid 

modality of International Data Transfer provided in National Legislation, 

regardless of the authorization referred to in CLAUSE 3.  

 

 

CLAUSE 19. Access Request Notification  

 

19.1 The Importer shall notify the Exporter and the Data Subject of any Access 

Request related to the Personal Data subject to the International Data Transfer 

governed by these Clauses, except in the event that notification is prohibited by 

the law of the country in which the data is processed.  

 

19.2. The Importer shall implement the appropriate legal measures, including 
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legal actions, to protect the rights of the Data Subjects whenever there is adequate 

legal basis to question the legality of the Access Request and, if applicable, the 

prohibition of issuing the notification referred to in item 19.1.  

 

19.3. To comply with both the ANPD’s and the Exporter’s requests, the Importer 

shall keep a record of Access Requests, including date, requester, purpose of the 

request, type of data requested, number of requests received, and legal measures 

implemented.  

 

 

 

CLAUSE 20. Termination of processing and erasure of data  

 

20.1. Parties shall erase the personal data subject to the International Data 

Transfer governed by these Clauses after the ending of their processing, being their 

storage authorized only for the following purposes:  

 

a) compliance with a legal or regulatory obligation by the Controller;  

b) study by a Research Body, guaranteeing, whenever possible, the 

anonymization of personal data;  

c)  transfer to a third-party, upon compliance with requirements set forth in 

these Clauses and in the National Legislation; and  

d) exclusive use of the Controller, being the access by a third-party 

prohibited, and provided data have been anonymized.  

 

20.2. For the purposes of this Clause, processing of personal data shall cease when:  

 

a) the purpose set forth in these Clauses has been achieved;  

b) Personal Data are no longer necessary or pertinent to attain the intended 

specific purpose set forth in these Clauses;  

c) at the termination of the treatment period;  

d) Data Subject's request is met; and  

e) at the order of ANPD, upon violation of the provisions of these Clauses or 

National Legislation.  

 

 

CLAUSE 21. Data processing security  

 

21.1. Parties shall implement Security Measures which guarantee sufficient 

protection of the Personal Data subject to the International Data Transfer 
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governed by these Clauses, even after its termination.  

 

21.2. Parties shall inform, in SECTION III, the Security Measures implemented, 

considering the nature of the processed information, the specific characteristics 

and the purpose of the processing, the technology current state and the probability 

and severity of the risks to the Data Subjects’ rights, especially in the case of 

sensitive personal data and that of children and adolescents.  

 

21.3. The Parties shall make the necessary efforts to implement periodic 

evaluation and review measures to maintain the appropriate level of data 

security.  

 

 

CLAUSE 22. Legislation of country of destination  

 

22.1 The Importer declares that it has not identified any laws or administrative 

practices of the country receiving the Personal Data that prevent it from fulfilling 

the obligations assumed in these Clauses.  

 

22.2. In the event of a regulatory change which alters this situation, the Importer 

shall immediately notify the Exporter to assess the continuity of the contract.  

 

 

CLAUSE 23. Non-compliance with the Clauses by the Importer  

 

23.1. In the event of a breach in the safeguards and guarantees provided in these 

Clauses or being the Importer unable to comply with any of them, the Exporter 

shall be immediately notified, subject to the provisions in item 19.1.  

 

23.2. Upon receiving the communication referred to in item 23.1 or upon 

verification of non-compliance with these Clauses by the Importer, the Exporter 

shall implement the relevant measures to ensure the protection of the Data 

Subjects' rights and the compliance of the International Data Transfer with the 

National Legislation and these Clauses, and may, as appropriate:  

 

a) suspend the International Data Transfer;  

b) request the return of the Personal Data, its transfer to a third-party, or its 

erasure; and  

c) terminate the contract.  
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CLAUSE 24. Choice of forum and jurisdiction  

 

24.1. Brazilian legislation applies to these Clauses and any controversy between 

the Parties arising from these Clauses shall be resolved before the competent courts 

in Brazil, observing, if applicable, the forum chosen by the Parties in Section IV.  

 

24.2. Data Subjects may file lawsuits against the Exporter or the Importer, as they 

choose, before the competent courts in Brazil, including those in their place of 

residence.  

 

24.3. By mutual agreement, Parties may use arbitration to resolve conflicts 

arising from these Clauses, provided that the procedure is carried out in Brazil 

and in accordance with the provisions of the Arbitration Law. 

 

 

SECTION III - Security Measures 

To protect Customer data, HP abides by a robust set of information security 

controls including policies, practices, procedures, and organizational structures 

to safeguard the confidentiality, integrity, and availability of its own and its 

customers’ information )including Personal Data as defined in HP’s Customer 

and Data Processing Addenda). The following sets forth an overview of HP's 

technical/organizational security measures throughout the company. 

 

1. Security Policy 

HP maintains globally applicable policies, standards, and procedures intended 

to protect HP and Customer data. The detail of HP’s security policies is 

confidential to protect the integrity of HP’s data and systems. However, summaries 

of our key policies are included below. 

 

2. Information Security Organization 

HP’s Information Security program is designed to direct and maintain the 

organization’s information security strategy and controls. This system ensures 

enterprise-wide compliance with HP’s security policies and controls, as well as 

adherence to the security requirements of its customers. Structured in alignment 

with industry-standard cybersecurity frameworks, laws, and regulations, the 

Framework is reviewed annually to adapt to HP’s evolving thread landscape.  

 

3. Cybersecurity Risk Management 

HP’s cybersecurity risk management program is designed to preserve the 

confidentiality, integrity, and availability of its information assets. The program 
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provides a consistent approach to identifying, assessing, prioritizing, treating, 

remedying, tracking, and reporting cybersecurity risks. HP defines its Risk 

Appetite as the acceptable level of loss exposure and Risk Tolerance as the degree 

of variance from this appetite. Risks are evaluated using a defined methodology, 

enabling HP to mitigate information security risks to an acceptable level. This 

program aligns with HP’s Enterprise Risk Management process. 

 

4. HR Security 

HP Human Resource Security policy ensures information security throughout the 

employee lifecycle by establishing processes for access to facilities, information 

systems, and other assets. This includes obtaining written acknowledgments 

through confidentiality and non-disclosure agreements, as well as conducting 

background screening procedures. All candidates for employment with HP must 

complete a background verification check in accordance with relevant laws, 

regulations, and ethics. 

 

5. Asset Management 

HP has a process for identifying technical information assets, categorizing critical 

assets, and maintaining documented handling procedures for each information 

classification type, including those containing Personal Data. These procedures 

cover storage, transmission, communication, access, logging, retention, 

destruction, disposal, incident management, and breach notification. HP security 

policies and standards also mandate the secure disposal of media. 

 

6. Data Security 

HP’s Data Security program outlines the security practices and technical controls 

that must be implemented to protect the confidentiality, authenticity, and 

integrity of data. Legal requirements, value, criticality, and sensitivity to 

unauthorized disclosure or modification are a few of the factors that determine 

how information is classified under HP’s Data Security policy. In addition to 

data handling procedures, the policy outlines data encryption, deletion, 

collection and processing, retention, backup, and data loss prevention.  

 

7. Access Control 

HP employs the principle of least privilege for logical access control, providing 

user access through unique user IDs and passwords. The password policy defines 

complexity, strength, validity, and password-history controls. Access rights are 

periodically reviewed and revoked upon personnel departure. Agreed-upon 

procedures for user account creation and deletion are implemented to grant and 

revoke access to client systems during engagements. 
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8. Cryptography 

HP has defined a set of robust processes for cryptography to ensure the 

confidentiality, integrity, and availability of information assets. Approved 

protocols require encryption for certain assets, including those that contain 

personal data. Our Cryptography program involves the use of mathematical 

techniques to secure information and communications, ensuring that only 

authorized parties can access the data. A critical component of HP’s information 

security program is protecting data from unauthorized access and tampering.  

 

9. Physical and Environmental Security 

HP facilities are secured using various physical and electronic access controls, 

including security guards, electronic access control, and closed-circuit television 

(CCTV). Facilities are also equipped with necessary infrastructure support, 

including temperature control and power backups, using UPS and/or diesel 

generators to support critical services. All HP personnel are registered and 

required to carry appropriate identification badges.  

 

10. Operations Management 

HP has established minimum hardening requirements for technology 

infrastructure, including workstations, servers, and network equipment. These 

devices use pre-hardened operating system images, with requirements varying by 

operating system and implemented controls. Additionally, HP has deployed 

Network Intrusion Detection/Prevention Systems (NIDS/NIPS) that are monitored 

and managed 24/7. 

 

11. Communications Security 

Communications Security ensures the protection of information within corporate 

networks. This includes the installation and management of network security 

components (e.g., firewalls), segregation of networks, as well as web filtering and 

email handling controls. Additionally, it involves monitoring and managing 

communication channels to detect and prevent unauthorized access or data 

breaches. 

 

12. Systems Security 

HP's policy mandates a secure development methodology for systems and software 

throughout their lifecycle. The Software Development Lifecycle covers initiation, 

development/acquisition, implementation, operations, and disposal. All system 

components are evaluated for their impact on overall security. HP has established 

controls for application service transactions, including user credential 
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validation, digital signatures, encryption, secure communication protocols, and 

storing transaction details within the appropriate network security zone. Regular 

internal vulnerability scans are also performed. 

 

13. Third Parties and Subcontractors 

HP has processes in place to select sub-contractors who comply with 

comprehensive contractual security requirements. For applicable suppliers 

handling HP or customer data, or accessing the HP network, HP Cybersecurity 

conducts a risk assessment to verify an information security program with 

physical, technical, and administrative safeguards. This assessment is required 

before the supplier can access HP information. 

 

14. Information Security Incident Management 

HP has a comprehensive Cyber Incident Management Process that outlines 

purpose, scope, roles, responsibilities, management commitment, organizational 

coordination, implementation procedures, and compliance checking. This process 

is reviewed and updated annually. The Cyber Incident Response Team, including 

HP Cybersecurity personnel trained in incident response and crisis management, 

conducts regular tabletop reviews of the process and any incidents or events. 

 

15. Business Continuity Management 

HP's global Continuity of Operations program ensures end-to-end continuity 

through collaborative, standardized, and documented planning processes. The 

company periodically exercises its business continuity plans to ensure 

effectiveness, testing and updating all plans at least yearly. Additionally, all 

personnel involved in the business continuity plan receive proper training.  

 

16. Compliance 

Compliance shapes HP's approach to meeting legal, contractual, and internal 

expectations for an effective information security program. Regular information 

security reviews ensure protocols are integrated into each business group's 

operations. The review process also keeps documents updated to reflect current 

legal obligations as requirements evolve. 

 

17.  Payment Card Industry  

The Payment Card Industry (PCI) framework guides HP's approach to achieving 

PCI Compliance, outlining business responsibilities and security controls aligned 

with PCI DSS. By installing and maintaining network security controls like 

firewalls, HP ensures it meets PCI Compliance requirements.  
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18. HP Product Security  

HP Product Security encompasses essential practices to secure HP Products, such 

as code signing, managing product security vulnerabilities, issuing security 

bulletins, and reporting product security issues. These measures ensure that HP 

products remain secure and reliable for users. Product security is of paramount 

importance at HP, as it helps maintain customer trust and protects against 

potential threats.  

 

19.  HP Service Security 

HP Service Security encompasses essential practices to secure the services provided 

to HP customers. This policy addresses various areas of service security, including 

HP infrastructure hosted, third-party hosted, partner hosted, and customer 

hosted environments. These measures ensure that HP services remain secure and 

reliable for users. By implementing robust security practices, HP ensures the safety 

and integrity of its products and services, fostering a secure and trustworthy 

environment for all users.  

 

 

Place and date.  

 

Signatures. 

 

 

 

 

 

 

 

 

 

 

 

Attachment 8 

Saudi Arabia Standard Contractual Clauses (Data Controller to Data Processor) 

 

1.Processing Instructions  

 

The Personal Data Importer shall only process the transferred Personal Data 

based on written instructions from the Personal Data Exporter. Accordingly, if 

the Personal Data Importer is unable to follow the instructions, it shall inform 
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the Personal Data Exporter in writing without undue delay.  

 

 

2.Processing Restrictions  

 

The Personal Data Importer shall process the transferred Personal Data in 

accordance with the purposes specified in Appendix (2), unless otherwise directed 

in writing by the Personal Data Exporter, provided that the Personal Data shall 

be processed in accordance with the provisions of the Law and its Implementing 

Regulations in all cases.  

 

 

3.Compliance with the Requests of the Competent Authority  

 

A. In order for the Competent Authority to exercise its powers under the Law and 

the Implementing Regulations, the parties shall provide a copy of these Clauses 

to the Competent Authority upon request and without undue delay. The 

Competent Authority may request any additional information in relation to 

transfers of Personal Data. 

 

B. Each party agrees to comply with any requests made by the Competent 

Authority in relation to these Clauses or the processing of the Transferred 

Personal Data.  

 

C. Upon request, the Personal Data Importer (either directly or through the 

Personal Data Exporter) shall disclose its identity and contact details and the 

categories of Personal Data being processed to the Personal Data Subject and 

provide a copy of these items.  

 

 

4.Accuracy and Quality of Personal Data  

 

If The Personal Data Importer realizes that any Personal Data transferred is 

inaccurate or not up-to-date, it shall inform the Personal Data Exporter in 

writing without undue delay, in which case the Personal Data Importer shall 

destroy the Personal Data and notify the Personal Data Exporter accordingly, 

unless the Personal Data Exporter is instructed not to destroy the data because it 

wishes to correct the transferred Personal Data.  
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5.Duration of Personal Data Processing and Destruction or Recovery  

 

A. The processing shall be carried out by the Personal Data Importer only for the 

period specified in Appendix (2). After completion of the purpose of the 

processing, The Personal Data Importer shall destroy all Personal Data processed 

on behalf of the Personal Data Exporter and notify the Personal Data Exporter 

accordingly unless otherwise instructed by the Personal Data Exporter in the 

following cases:  

1. Return all processed Personal Data to the Personal Data Exporter and delete 

the copies held by the Data Importer;  

2. If the applicable regulations in the Kingdom require the retention of the 

transferred Personal Data for an additional period of time; 

 

B. The Personal Data Importer remains bound by these Clauses until the Personal 

Data is deleted or recovered.  

 

 

6.Personal Data Security and Personal Data Breach Notifications  

 

A. The Parties shall ensure that the organizational, administrative, and 

technical measures specified in Appendix (3) provide a sufficient level of 

protection for the transferred Personal Data to comply with the requirements of 

Article (19) of the Law and Article (23) of the Implementing Regulation.  

 

B. The Personal Data Importer shall implement the security measures specified 

in Appendix (3) and apply those measures to all transferred Personal Data to 

ensure the security and protection of Personal Data against any violation that 

may result in damage to the Personal Data Subject, unlawful action, loss, 

alteration, disclosure, or unauthorized access to Personal Data.  

 

C. The Personal Data Importer must periodically review the security measures 

stipulated in Appendix (3) to ensure that they are implemented as required and 

update them as needed to ensure compliance with Article (19) of the Law and 

Article (23) of the Implementing Regulation.  

 

D. If The Personal Data Importer becomes aware of a Personal Data Breach 

incident that affects the transferred Personal Data or is likely to cause damage to 

the rights and interests of Personal Data Subjects, the Personal Data Importer 

must immediately take appropriate and necessary measures to contain the 

incident to minimize any risks or negative consequences and ensure that it is 
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prevented from reoccurring. The Personal Data Exporter must be notified within 

(24) hours from the time of occurrence or knowledge of the breach incident, 

provided that the notification includes a description of the incident, its causes, 

the measures taken or planned to be taken to contain the incident and prevent 

its reoccurrence, in addition to the contact details for follow-up by the Personal 

Data Exporter. If the Personal Data Exporter realizes that the incident may cause 

damage to Personal Data or Personal Data Subjects or contradict their rights or 

interests, it shall notify the Competent Authority within (48) hours and in 

accordance with the requirements set out in Article )24( of the Law’s 

Implementing Regulation.  

 

E. As soon as the Personal Data Exporter receives the Data Importer's notification 

of a Personal Data breach incident and the incident would harm the Personal 

Data or the Personal Data Subject or contradict his/her rights or interests, the 

Personal Data Exporter must provide immediate notification in simple and clear 

language in accordance with the provisions of Article (24) of the Implementing 

Regulation to the Personal Data Subjects affected by the data breach incident, 

provided that the notification includes the potential risks and their nature, the 

measures taken or planned to be taken to contain the incident, and the contact 

information of the Personal Data Exporter, Data Importer, and the respective 

Personal Data Protection Officer of both entities, along with recommendations or 

consultations to aid the Data Subject in preventing or minimizing the impact of 

the outlined risks.  

 

 

7.Sensitive Data  

 

Without prejudice to any restrictions related to sensitive data stipulated in the 

Law and the Implementing Regulations of the Law, the Personal Data Exporter 

shall ensure that the Personal Data Importer adopts additional means of 

protection commensurate with the nature of the sensitive data and guarantees its 

protection from any risks when processing it, while ensuring that the restrictions 

and additional guarantees described in Appendix (2) are applied. 

 

 

8.Subsequent Transfer  

 

A. The Personal Data Importer shall not transfer or disclose the transferred 

Personal Data to a third party outside the Kingdom unless that party has acceded 

to these Clauses and in accordance with the appropriate template and the 
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provisions of Clause (7) above.  

 

B. Without prejudice to the provisions of Articles (8) and (15) of the Law and 

(17) of the Implementing Regulation of the Law, the provisions of the Law and 

Regulations shall apply to Personal Data that has been previously transferred or 

disclosed to an entity outside the Kingdom.  

 

 

9.Compliance with these Clauses  

 

A. The Personal Data Importer shall respond to all inquiries of the Personal Data 

Exporter within the specified period and provide all information requested by 

the Personal Data Exporter, in addition to providing the Personal Data Exporter 

with all information it may request regarding the processing of the transferred 

Personal Data, including any information necessary to enable the Personal Data 

Exporter to prove its compliance with the requirements contained in these Clauses 

or the provisions stipulated in the Law and its Implementing Regulations.  

 

B. Each party shall be responsible for demonstrating to the Competent Authority, 

upon request, that all obligations under these Clauses have been fulfilled.  

 

C. The Personal Data Importer allows the Personal Data Exporter or its appointed 

representatives to audit the Data Importer's processing of Personal Data without 

undue delay upon Personal Data Exporter's request.  

 

D. The Personal Data Exporter must provide the information revealed by the 

audit when requested by the Competent Authority 

 

E. The right of audit does not grant the Personal Data Exporter or its 

representatives access to any confidential information of the Personal Data 

Importer as long as this information is not closely related to the processing of the 

transferred Personal Data.  

 

 

10. Rights of Personal Data Subjects  

 

A. The Personal Data Importer shall notify the Personal Data Exporter within 

(48) hours from the time of receipt of the request of any request received from the 

Personal Data Subject, and the Personal Data Importer shall not have the right 

to respond to such requests unless the Personal Data Exporter authorizes it to do 
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so.  

 

B. The Personal Data Importer shall take all necessary measures in cooperation 

with the Personal Data Exporter to respond to the requests of Personal Data 

Subjects and enable them to exercise their rights under the provisions of the Law 

and Regulations.  

 

C. The Personal Data Importer is obligated to follow all instructions issued by the 

Personal Data Exporter regarding the processing of the transferred Personal Data.  

 

D. All statements made to the Personal Data Subject must be presented in a clear, 

legible, and accessible format. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Attachment 9 

Saudi Arabia Standard Contractual Clauses (Data Processor to Data Processor) 

 

1. Instructions Processing.  

 

A. The Personal Data Exporter has clarified to the Personal Data Importer that 

it processes Personal Data as a Processor based on the instructions of, and on 

behalf of, its Controller. The Personal Data Exporter confirms that these 

instructions are compatible and consistent with the instructions provided to it by 

the Controller.  

 

B. The Personal Data Importer is obliged to process the transferred Personal Data 

only upon written instructions from the Personal Data Exporter. The Personal 

Data Importer is obliged to inform the Personal Data Exporter if it is unable to 

follow these instructions without undue delay.  
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C. The Personal Data Importer shall notify the Personal Data Exporter if it is 

unable to comply with The Personal Data Exporter's instructions within (24) 

hours from the time it becomes aware of this, provided that the Personal Data 

Exporter shall notify the Controller within (48) hours from the time it receives 

the Data Importer's notification.  

 

D. The Personal Data Exporter confirms that it has imposed obligations on the 

Personal Data Importer equivalent to those imposed on the Personal Data 

Exporter by the Controller with respect to the processing of transferred Personal 

Data.  

 

 

2. Processing Restrictions  

 

The Personal Data Importer shall process the transferred Personal Data in 

accordance with the purposes specified in Appendix (2), unless otherwise directed 

in writing by the Personal Data Exporter, provided that the Personal Data shall 

be processed in accordance with the provisions of the Law and its Implementing 

Regulations in all cases.  

 

 

3. Compliance with the Requests of the Competent Authority  

 

A. In order for the Competent Authority to exercise its powers under the Law and 

the Implementing Regulations, the parties shall provide a copy of these Clauses 

to the Competent Authority upon request and without undue delay. The 

Competent Authority may request any additional information regarding transfers 

of Personal Data. 

 

B. Each party agrees to comply with any requests made by the Competent 

Authority in relation to these Clauses or the processing of the transferred data.  

 

C. Upon request, the Personal Data Importer (either directly or through the 

Personal Data Exporter or the Controller) shall disclose its identity, contact 

information, and the categories of Personal Data being processed to the Personal 

Data Subject and provide a copy of these Clauses.  

 

 

4. Accuracy and Quality of Personal Data  
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If The Personal Data Importer realizes that any transferred Personal Data is 

inaccurate or not up-to-date, it shall inform the Personal Data Exporter in 

writing without undue delay, provided that the Personal Data Exporter shall 

inform the Controller within (48) hours from the time the Personal Data Importer 

notifies the Personal Data Exporter to request a written directive requesting the 

destruction or correction of the Personal Data.  

 

 

5. Duration of Personal Data Processing and Destruction or Recovery  

 

A. The processing shall be carried out by the Personal Data Importer only for the 

period specified in Appendix (2). After completion of the purpose of the 

processing, the Personal Data Importer shall destroy all Personal Data processed 

on behalf of the Personal Data Exporter and notify the Personal Data Exporter 

accordingly, unless otherwise directed by the Personal Data Exporter in the 

following cases:  

 

1. Return all processed Personal Data to the Personal Data Exporter and delete 

the copies held by the Data Importer;  

 

2. If the regulations in force in the Kingdom require the retention of the 

transferred Personal Data for an additional period of time; 

 

3. To retain the minimum amount of Personal Data necessary for the 

establishment, prosecution, or defense of legal proceedings;  

 

4. Retain the minimum amount of transferred Personal Data necessary to protect 

the Data Subject's life or vital interests or to prevent, examine, or treat an 

infection.  

 

B. The Personal Data Importer remains bound by these Clauses until the Personal 

Data is deleted or recovered.  

 

 

6. Personal Data Security and Personal Data Breach Notifications  

 

A. The Parties shall ensure that the organizational, administrative, and 

technical measures specified in Appendix (3) provide a sufficient level of 

protection for the transferred Personal Data to comply with the requirements of 
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Article (19) of the Law and Article (23) of the Regulation.  

 

B. The Personal Data Importer shall implement the security measures specified 

in Appendix (3) and apply those measures to all transferred Personal Data to 

ensure the security and protection of Personal Data against any violation that 

may result in damage to the Personal Data Subject, unlawful action, loss, 

alteration, disclosure, or unauthorized access.  

 

C. The Personal Data Importer must periodically review the security measures 

stipulated in Appendix (3) to ensure that they are being implemented as 

required, and update them as needed to ensure compliance with Article (19) of 

the Law and Article (23) of the Regulation.  

 

If Personal Data Importer becomes aware of a data breach incident that could 

harm the transferred personal data or the data subjects, or conflict with their 

rights or interests, the Personal Data Importer must immediately take appropriate 

and necessary measures to contain the incident to minimize any risks or negative 

consequences and ensure that it does not recur. The Personal Data Exporter must 

be notified within 24 hours of the breach or upon becoming aware of it. This 

notification shall include a description of the incident, its causes, the measures 

taken or planned to contain the incident and prevent its recurrence, and contact 

details for follow-up by the Personal Data Exporter. The Personal Data Exporter 

must notify the controller within 24 hours of receiving the notification from the 

Data Importer. The controller must then notify the competent authority in 

accordance with the requirements set forth in "Article 24" of the Implementing 

Regulations of the Law.  

 

 

7. Sensitive Data  

 

Without prejudice to any restrictions related to sensitive data as stipulated in the 

Law and its Implementing Regulations, the Personal Data Exporter must ensure 

that the Data Exporter adopts additional protection measures appropriate to the 

nature of the sensitive data and ensures its protection from any risks during 

processing, while also ensuring the application of the restrictions and additional 

safeguards outlined in Appendix (2).  

 

 

8. Subsequent Transfer  
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A. The Data Importer shall not transfer or disclose the transferred Personal Data 

to a third party outside the Kingdom unless that party has acceded to these 

Clauses and in accordance with the appropriate template and the provisions of 

Clause (7) above.  

 

B. Without prejudice to the provisions of Articles (8) and (15) of the Law and 

(17) of the Implementing Regulation of the Law, the provisions of the Law and 

Regulations shall apply to Personal Data that has been previously transferred or 

disclosed to an entity outside the Kingdom.  

 

C. The Controller shall be responsible for verifying that the Personal Data 

Exporter and Data Importer comply with the above obligations, and the 

 

Controller may appoint an independent third party to review and verify 

compliance on its behalf. In all cases, if the Personal Data Exporter and Data 

Importer violate the instructions issued by the Controller or the agreement 

concluded with it regarding the processing of the transferred Personal Data, the 

Personal Data Exporter and Data Importer shall be considered as the Controller 

and shall be responsible for violating the Standard Contractual Clauses and the 

provisions of the Law and the Implementing Regulations before the Competent 

Authority.  

 

 

9. Sub-Processor Appointment  

 

A. If there is a need for the Personal Data Importer to appoint a Sub-Processor, 

the Personal Data Exporter is required to obtain prior written consent from the 

Controller at least [specify time period] before appointing any SubProcessor.  

 

B. If a Sub-Processor is appointed, this shall be done through a written agreement 

that imposes the same obligations as on the Personal Data Importer under these 

Standard Contractual Clauses. the Personal Data Importer shall, at the request of 

the Personal Data Exporter, provide a copy of this written agreement and any 

subsequent amendments thereto to the Personal Data Exporter.  

 

 

10. Compliance with These Clauses  

 

A. The Personal Data Importer shall respond to all inquiries and requests of the 

Personal Data Exporter or the Controller within the specified period and provide 
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all information requested by the Personal Data Exporter and Controller, in 

addition to providing the Personal Data Exporter or the Controller with all 

information it may request regarding the processing of the transferred Personal 

Data, including any information necessary to enable the Controller to prove its 

compliance with the requirements contained in these Clauses or the provisions 

stipulated in the Law and its Implementing Regulations before the Competent 

Authority.  

 

B. Each party is responsible for proving that all obligations under these Clauses 

have been fulfilled before the Competent Authority upon request, and in all 

cases, if the Personal Data Exporter and Data Importer violate the instructions 

issued by the Controller or the agreement concluded with it regarding the 

processing of the transferred Personal Data, the Personal Data Exporter and Data 

Importer shall be considered as the Controller and shall be responsible for the 

violation of the Standard Contractual Clauses and the provisions of the Law and 

the Implementing Regulations before the Competent Authority.  

 

C. The Personal Data Importer shall allow, without undue delay, the Personal 

Data Exporter or the Controller or their appointed representatives to audit the 

Data Importer's processing of Personal Data at the request of the Personal Data 

Exporter or the Controller.  

 

D. The Controller must provide the information revealed by the audit when 

requested by the Competent Authority.  

 

E. The right of audit does not grant the Personal Data Exporter or the Controller 

or their representative’s access to any confidential information of The Personal 

Data Importer as long as this information is not closely related to the processing 

of the transferred Personal Data.  

 

 

11.Rights of Personal Data Subjects  

 

A. The Personal Data Importer shall notify the Personal Data Exporter within 

(24) hours of receipt of any request received from the Personal Data Subject, 

provided that the Personal Data Exporter shall notify the Controller within (24) 

hours of receipt of the Data Importer's notification, provided that the Personal 

Data Importer and the Personal Data Exporter shall not respond to the request 

unless the Controller authorizes it to do so.  
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B. The Personal Data Importer shall take all necessary measures, in cooperation 

with The Personal Data Exporter and the Controller, to respond to the requests 

of Personal Data Subjects to exercise their rights under the provisions of the Law 

and Regulations.  

 

C. The Personal Data Importer is obliged to follow all instructions issued by the 

Personal Data Exporter and the Controller in all matters relating to the processing 

of the transferred Personal Data.  

 

D. All statements made to the Personal Data Subject must be presented in a clear, 

legible, and accessible format.  

 

 

 

 

 


