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Features
• Trained Anti-Spam Engine – the Filter goes well beyond 

traditional static keyword or block lists by creating a lexicon –
or dictionary – of common Spam characteristics. The anti-
Spam engine is trained with tens of thousands of messages to
identify and inventory what is Spam and what isn’t, increasing
accuracy and reducing false positives. 

• Complete Email Inspection – the Filter analyzes the entire
message, including the headers, subject line, body text and
over 200 attachment formats, including spreadsheets, word
processing documents, graphics and PDFs.

• Policy Enforcement – rule sets and full-text analysis allow
businesses to take a policy-based approach to message 
disposition.  Append watermarks and legal disclaimers as
needed, copy and archive outgoing messages to create an
accurate corporate memory and ensure corporate and 
regulatory email compliance.

• Choice of Actions for Suspect Messages – the Filter can take
specific, real-time actions on suspected Spam, including
bounce, notification, redirection, deletion or appending the
message. Rules can be set by user or group to facilitate
department-level policy enforcement.
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Overview

Sendmail Advanced Anti-Spam Filter is the only intelligent email
and Spam filtering solution that allows your organization to
proactively monitor, manage and, if necessary, filter unauthorized
inbound, outbound and intra-company email messages. In 
addition, the Filter allows organizations to enforce their unique
email security policies with precision, flexibility and ease.

The Sendmail Advantage

Sendmail, the leader in email routing infrastructure, can help
businesses fight the ever-increasing volume of unwanted email
with the Sendmail Advanced Anti-Spam Filter. Augmenting the
native Spam-fighting capabilities of the Sendmail Switch MTA
— like controlling relaying capabilities or subscribing to 
blacklists — the Sendmail Advanced Anti-Spam Filter provides
comprehensive email content management to further control the
flow of unwanted email.  

SYSTEMS AND STANDARDS SUPPORTED

Standards Requirements:
The Sendmail Advanced Anti-Spam Filter requires 
Sendmail Switch 2.2.2 or higher

Operating Systems: Red Hat Linux Advanced Server,
Windows 2000 SP2, Solaris 8
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• Scanning Sensitivity – administrators determine the level of sensitivity
for message scanning rules.  Sensitivity can scale up or down to comply
with company mandates.

• Real-time Alerts – provides immediate notification of policy violations
based on rule sets.

Benefits
• Reduce Network Congestion – large email attachments and Spam can

cause congestion, leading to network slowdown and slow message
throughput.  The Sendmail Advanced Anti-Spam Filter helps dispose
of unwanted or unneeded messages before they clog the network

• Limit Legal Liability – enforce corporate HR or regulatory policy

• Protect Confidential Data – guard sensitive company information by 
filtering messages based on unauthorized content

• Increase Employee Productivity and Reduce Costs – an average company
can lose $1,000 per day in productivity just dealing with Spam. The
Sendmail Advanced Anti-Spam Filter, integrated into the email routing
infrastructure, can pay for itself in less than a month while easing the
burden of fighting Spam

Integrated Approach to Fighting Spam

Sendmail provides an integrated approach to combat Spam, layering email
content management capabilities into the email routing infrastructure, where
it belongs. This approach results in a more fine-tuned and customizable
approach to dealing with Spam, providing higher effectiveness with less
false positives. Sendmail Advanced Anti-Spam Filter is a part of the 
comprehensive Mailstream Manager suite of products designed to manage
and protect the flow of email into and out of the enterprise, focusing on:

• Anti-Spam – controlling the flow of unwanted email

• Anti-Virus – protecting the email environment from malicious code

• Policy Enforcement – enforcing corporate or regulatory policy on 
email use
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