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1 Introduction

This document is a security checklist for HP LaserJet 4345 MFPs (hereafter called MFPs) and
related peripheral management solutions. This checklist is written for acceptance by the National
Institute of Standards and Technology (NIST) and will be available at the NIST website. HP
thanks NIST for its support in the process of creating this document.

This checklist is meant for trained network administrators, who use HP Web Jetadmin and the
Embedded Web Server (EWS) to configure security settings for normal use in enterprise
networks that include access to the internet.

This checklist includes step-by-step instructions to configure MFP security settings using remote
access from a network PC. These instructions assume that the network is a TCP/IP network that
includes MFPs, Web Jetadmin peripheral management software, DHCP, DNS, LDAP and other
components necessary to have a network. Thus, the settings recommended in this checklist are
not necessarily applicable to all network environments. You should assess the tools and
applications in your network to determine how to they relate to the settings recommended in this
checklist.

This checklist assumes that network administrators are familiar with HP Web Jetadmin and use it
to configure one or more MFPs. It assumes that network administrators are also familiar with
EWS, HP Jetdirect connections, and with firmware upgrades for Jetdirect and MFPs. Refer to the
MFP User Guide and the HP Jetdirect Administrator Guide for information on Jetdirect
connections. You can find MFP user documents at the following website or by searching for
them at hp.com:

HP LaserJet 4345 MFEP user quides

Web Jetadmin is a web-based peripheral management tool that uses any standard web browser to
access status and settings for MFPs and other peripherals. It is the recommended management
tool for all HP network printing products. It handles most settings recommended in this
document and much more. HP Web Jetadmin is available free for download and installation at
the following location:

http://www.hp.com/go/webjetadmin

You can also find HP Web Jetadmin by searching for it at hp.com. You should install Web
Jetadmin and become familiar with its features and functions before attempting to use this
checklist.

Some recommended settings are available only using the Embedded Web Server (EWS) on each
MFP. These settings are covered in the EWS Settings section. Also, check the Settings List
section for a complete list of all recommended settings. The Settings List section includes
checkboxes for convenience while making configurations. Print the Settings List section, and
mark each configuration as you go.

Keep in mind that Web Jetadmin manages a wide variety of network printers and other
peripherals, and it may use terminology that differs slightly from terms in the EWS.

This checklist is a guide to security configurations that allow for reasonable convenience and
usability for the MFPs. Some of the recommended settings create extra steps in processes to
access and manage MFPs. For instance, once you disable EWS configuration access, the only

HP LaserJet 4345 MFP Security Checklist 3


http://h20000.www2.hp.com/bizsupport/TechSupport/DocumentIndex.jsp?locale=en_US&contentType=SupportManual&docIndexId=3124&prodTypeId=18972&prodSeriesId=415204&lang=en&cc=us
http://www.hp.com/go/webjetadmin
http://www.hp.com/

way to access the configuration settings in the EWS is to re-enable EWS configuration using
Web Jetadmin.

TIP: You may wish to configure one MFP to the recommended security
settings, and use it as a template in Web Jetadmin to configure other
MFPs to the same settings.

You may wish to use higher-level security measures for your network if it is particularly
sensitive, for instance, to meet Department of Defense security standards. The instructions
address the implications of each setting, and they provide suggestions for higher-level security
where applicable. You should consider the impact of each setting on your network, and configure
it according to your needs. See the Ramifications section for more information on how these
settings can affect various networks.

Much of the information and recommended settings in this checklist are applicable to other HP
MFPs and printers especially as they relate to Web Jetadmin configurations. See product guides
and Web Jetadmin guides for more information. You can also find detailed information about
configuring HP products by searching at hp.com.

This checklist is provided as a complimentary guide to known best practices for increasing
security for MFPs in enterprise networks. HP does not claim or warrant that configurations
recommended in this document prevent misuse of MFPs or networks or that they prevent

malicious attacks on MFPs or networks. Use this document as a reference at your own risk.

1.1 Coverage and Testing

This checklist covers only those parts of HP Web Jetadmin and the EWS that pertain to the
recommended settings. The instructions for configuring the settings are presented in the order in
which they are the most efficient and effective.

This checklist covers a wide variety of settings that interact with one another and with other
network components. These settings are tested in various conditions and in various combinations
in test environments. Testing includes setting recommended configurations and trying to use
affected features of the network. However, it is impossible to test these configurations in all
plausible network environments. You should test these settings in your environment to ensure
that you understand the ramifications of them. You may find that some of the recommended
settings cause undesirable limitations in your network. See the Ramifications section for further
information and cautions.

NIST defines several user environments including environments targeted for HP LaserJet 4345
MFPs; however, this checklist is written to cover enterprise environments. Enterprise
environments generally use most all MFP features and capabilities where other environments
generally use a subset of them. Thus, this document covers configurations recommended for all
types of environments. Consider the impact of each recommended setting on your network
environment, and configure the MFP accordingly.

1.2 Assumptions

This checklist makes some assumptions about network administrators and about the enterprise
environments:
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Network administrators — This checklist assumes that readers are trained network
administrators who are familiar with common networking practices and that they are familiar
with the use of Web Jetadmin, EWS, and other network management solutions. Network
administrators should understand basic configurations of HP MFPs (or printers) including the
use of HP Jetdirect hardware and controls. Administrators should have read the MFP user
guide, the MFP administrator guide, the Jetdirect administrator guide, Web Jetadmin user
guides, and help files to have a good understanding of the intended usage of MFPs. This
checklist relies on user guides to provide necessary information.

MFP — This checklist covers security settings for one HP LaserJet 4345 MFP only as
installed on a network as shipped with factory default settings. The recommendations in this
checklist are for an MFP that is already installed and operating correctly in a network. You
can configure these settings on multiple MFPs using Web Jetadmin if you are familiar with
such techniques.

While the recommended settings are applicable to some other MFP models, all references
and mentions of MFPs in this document are about an HP LaserJet 4345 MFP only.

Updated firmware — This checklist assumes that each MFP has the latest MFP firmware and
the latest Jetdirect firmware. Updated firmware is available for download and installation at

the following website:
http://www.hp.com/go/1j4345mfp software
Follow all instructions at the website above to upgrade firmware.

Web Jetadmin — Much of this checklist is written for use with HP Web Jetadmin. You should
install Web Jetadmin, configure it for network security, and become familiar with its use
before attempting to configure this checklist. See Web Jetadmin help and user documentation
for instructions. Security settings for Web Jetadmin are covered in a white paper at the
following location:

HP Web Jetadmin 7.2 and 7.5 - Password Protection, Profiles, and Other Methods to Make
HP Web Jetadmin Secure

Single MFP — This checklist is written as though only one MFP is configured; however, Web
Jetadmin can configure multiple MFPs using the same process.

TIP: You may wish to configure one MFP for recommended settings and
use it as a template to configure more MFPs using Web Jetadmin. See
Web Jetadmin instructions for saving and copying configurations.

Environment — This checklist is written for administrators of enterprise networks. However,
settings recommended in this checklist apply to most networks. You should consider each
recommended setting as it relates to your network, which may include a variety of
applications and tools that require access to the MFP.

Network connection — This checklist assumes that each MFP is connected directly to a local
area network via Jetdirect. Other connections, such as direct-connect via parallel cable are
not covered in this checklist or tested by HP.

Suggested settings — All steps in this checklist are only suggestions for best practice security
in common enterprise MFP environments. You should make judgments about each
recommended setting and configure the MFP to meet your needs. For instance, you would


http://www.hp.com/go/lj4345mfp_software
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=bpj07482&prodTypeId=18972&prodSeriesId=27905&locale=en_US
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=bpj07482&prodTypeId=18972&prodSeriesId=27905&locale=en_US

not disable IPX/SPX protocol if your network uses it with Novell servers. This checklist
explains the implications of each recommended setting as much as possible.

Keep in mind that HP LaserJet 4345 MFPs are designed to be flexible and accessible in a
wide variety of environments. The configurations recommended in this checklist can limit
flexibility and accessibility to promote network security.

e Internet - all HP LaserJet 4345 MFPs should be installed behind network firewalls and other
standard tools such as updated virus protection applications. This checklist assumes that the
network includes basic security configurations and components.

e Intranet — All networks on which HP LaserJet 4345 MFPs are installed should include
standard common network tools such as use of encryption for sensitive data and protection
against compromises with physical installations (for instance, wire closets are kept locked).

1.3 Solutions covered

This checklist covers MFP device configurations for HP LaserJet 4345 MFPs as shipped from
HP (out of the box). The checklist covers these settings as they appear in remote configuration
utilities: Web Jetadmin and EWS. Most of these settings are available only using HP Web
Jetadmin management software; some are available only using the MFP EWS. This checklist
covers no other solutions or applications.

1.4 Organization

This checklist includes the following sections to organize recommended configuration
procedures:

e Threat model — The Threat Model section explains the circumstances around a typical
installation of an HP LaserJet 4345 MFP. It follows the Microsoft® STRIDE model to list
the types of data that MFPs encounter and the possible threats implied with MFP
communications.

e Network Security — The Network Security section provides step-by-step instructions on
configuring MFP settings for security. It covers settings in the MFP EWS, and in Web
Jetadmin.

e Settings List — The Settings List section is a list of the recommended settings without
explanations. A checkbox accompanies each item in the Settings List for convenience as you
make the configurations.

e Physical Security — The Physical Security section explains security concerns for the types of
information that an MFP would handle while a user is working directly with it, such as
picking up print jobs, copying, and scanning. This section includes suggestions for securing
or locking removable accessories such as networking cards and hard drives. It also covers
security for access to hardware components of an MFP.

e Ramifications — The Ramifications section explains possible limitations that each
recommended setting places on the usability and convenience of the MFP. It is reasonable to
expect certain compromises in functionality as a trade off to a higher level of security.
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2 Threat Model

This section explains the types of security risks involved with operating MFPs in enterprise
environments. This is not a comprehensive treatment of these issues. This section is only to alert
you of some general examples of the types of threats that can affect MFPs. The remainder of the
checklist provides instructions to help protect against these threats.

This section covers the threat model using the Microsoft STRIDE model of threats:
e Spoofing identity

e Tampering with data

e Repudiation

e Information disclosure

e Denial of service

e Elevation of privilege
The following subsections explain how each type of threat relates to MFPs:

2.1 Spoofing Identity

Spoofing identity is masquerading as someone else to fool others or to get unauthorized access.
This includes any of the following:

e Placing the address of a known person into the From address field of an email message
pretending to be that person. Example: Someone could place the address of a co-worker in
the From address field and send embarrassing or malicious messages others as though the
co-worker wrote them.

e Using someone else’s email address credentials to log in to the email server to get access to
address books

e Using someone else’s email address credentials to have free use of an email service
e Using someone else’s email credentials to view that person’s email messages

e Using someone else’s log on privileges for access to MFPs or networks

You can minimize the risks from identity spoofing in the following ways:

e Protect the from address field in the Digital Sending and Fax configuration.
e Protect disc access.

e Configure authentication.

2.2 Tampering with Data

Tampering with data can include any method of changing, destroying, or adding to information
that is flowing to or from an MFP or stored on it. Here are some examples of tampering with
data:

HP LaserJet 4345 MFP Security Checklist 7



e Canceling someone else’s job. The person who sent the job finds that only part or none of the
job was printed.

e Intercepting a print job before it reaches the MFP, altering it, and sending it on to the MFP

e Intercepting remote configuration data, such as communications between Web Jetadmin and
the MFP, to get passwords and other information

Here are some methods to minimize opportunities of tampering with data:
e Disable Cancel Job button.
e Encrypt the data stream to render files unreadable to unauthorized users.

e Prevent unnecessary remote access to files in process, such as closing down all unused ports
and protocols.

e Configure SNMPv3 for Web Jetadmin.
e Close down unused ports to prevent unnecessary access to the hard drive.

2.3 Repudiation

Repudiation in the context of MFPs is using the MFP without leaving behind usage information.
This includes preventing the MFP from logging data or bypassing security checks such as user
authentication. This also includes finding ways to use the MFP for free if job accounting
software is used to charge for usage. Here are some examples of repudiation on an MFP:

e Accessing usage logs to remove entries of an individual

e Changing file metadata to remove usage records

e Bypassing user authentication for anonymous use of the MFP

e Finding a way to grant access to the MFP without authenticating

Here are some methods of minimizing opportunities for repudiation on MFPs:

e Encrypt the data stream to include log data and file metadata.

e Prevent unnecessary access to the hard drive by closing unused ports and protocols.
e Save copies of log data at a separate location

e Add further security processes such as swipe-card readers and thumb-print readers.

2.4 Information Disclosure

Information disclosure is gathering information from an MFP and providing it to unauthorized
users. This can include job information, authentication information, or information from the
contents of a job. Here are some examples of information discloser on an MFP:

e Reading stored print jobs on the MFP hard drive

e Downloading log information

HP LaserJet 4345 MFP Security Checklist 8



e Intercepting print jobs, copy jobs, fax jobs, or digital send jobs (such as email)

Here are some methods of minimizing opportunities for information disclosure on an MFP:
e Encrypt the data stream.

e Prevent unnecessary access to the MFP hard drive by closing unused ports and protocols.
e Configure all possible password settings.

2.5 Denial of Service

Denial of service is any type of interference with normal use of an MFP. This can include any of
the following:

e Canceling or pausing the print jobs of others

e Turning off the MFP

e Disconnecting the MFP from the network

e Causing interference with network communication to the MFP
e Changing the network location of the MFP

e Causing an error state that interrupts service

e Changing access configurations to block usage

Here are some methods of minimizing opportunities for denial of service on an MFP:
e Lock the control panel.

e Lock EWS configuration settings.

e Close unused ports and protocols.

e Disable controls such as the Job Cancel button and the Go button.

e Enable the MFP to resume when possible if an error state stops it from processing.
e Control physical access to the MFP.

2.6 Elevation of Privilege

Elevation of privilege is any method of upgrading authorized access to include unauthorized
access. This can be any of the following:

e Non-administrators accessing configuration settings to get administrator privileges for
themselves

e Unauthorized use of management software to set configurations to provide access to other
unauthorized users

e Using management software to bypass job accounting functions

HP LaserJet 4345 MFP Security Checklist 9



Here are some methods of minimizing opportunities for elevation of privilege:
e Set the administrator (device) password.
e Lock the control panel.

3 Network Security

The main purpose of this checklist is to provide you a method of configuring MFPs for network
security. Each subsection covers one of the remote network tools with which you can configure
recommended settings:

e Settings in EWS

e Settings in Web Jetadmin

Some of the recommended settings are available only in the EWS while most are available in
Web Jetadmin. You should follow instructions in both sections to complete the checklist. Use the
Settings section to check off each configuration to be sure to configure all recommended
settings.

3.1 Settings in the EWS

This section covers settings recommended in the EWS: EWS Password, User Authentication,
Access Control List, Send to Folder, and Encryption Strength. Some of these settings are also
available in Web Jetadmin, but you should configure them in the EWS for best results. Web
Jetadmin settings are covered in the next section.

3.1.1 EWS Password

The EWS Password feature requires all users to provide the password for access to the EWS
configuration settings. This includes some settings that are also available in Web Jetadmin. Web
Jetadmin will prompt for the EWS password whenever a user attempts to change settings that
affect the EWS. Setting this password also sets the MFP Device (or Admin) password, which is
covered later in this checklist.

Here is how to set the Embedded Web Server Password:

1. Open the MFP EWS using secure communication. To do this, open a standard web browser
(Microsoft Internet Explorer appears in this checklist), and type https:// followed by the IP
address of the MFP. Example:
https://16. XX. XX. XX
Using https rather than http ensures that the browser communicates securely with the MFP.
After you press ENTER, the EWS default page (Figure 1) will appear.
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| Information || Settings || Digital Sending |[ Metworking |

Device Status

Configuration Page

Supplies Status
Event Log

Usage Page
Device Information
Control Panel
Print

Other Links

bhp instant support
Drder Supplies
Product Suppart

Device Status

Ready

. PauseiResume a Cantinue

Toners: (% remaining)

Black Cartridge 97% Maintenance Kit 100% Document Feeder Kit 100%
Q52954 110v-05421 4, 220V-054224 Q5774

LEFT OUTPUT BIN Staples: OK

Supplies Details
Media
Input:Output Status Capacity Size Type
Tray 1 Ermpty 100 Sheets ANY SIZE AMNY TYPE
Tray 2 = 0K 500 Sheets LETTER PLAIN
Tray 3 |=I oK 500 Sheets LETTER PLAIN
LEFT OUTPUT BIM —| oK A A

Change Settings

Figure 1: The default EWS page as it appears in Microsoft Internet Explorer.

2. Click the Settings tab at the top left of the page. The Settings page (Figure 2) will appear.

Information || Settings || Digital Sending || Mefworking |

Configure Device
E-mail Server
Alerts

AutoSend
Security

Authentication Manager
LDAP Authentication

Edit Other Links
Device Information
Language

Date & Time
Wake Time

Other Links

hp instant support
Order Supplies
Broduct Support

Configure Device

You may configure your device by selecting a configuration menu fram the navigation tree below. Once you have selected a configuration menu, you may configure its
settings atthe bottom of the page

IMFORMATION

B Fay

B PAPER HANDLING
B CONFIGURE DEVICE
B DIaGNOSTICS

PAIUSE O

Figure 2: The default settings page of the EWS.
3. Click Security in the menu to the left. The Security Setting page (Figure 3) will appear.

HP LaserJet 4345 MFP Security Checklist
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ﬁ hp LaserJet 4345 mfp
(a hp LaserJet 4345 mfp

Information |/ Settings Digital Sending |[ Networking |

ConfigureBevice ___ Security

E-mail Server

Alerts Set Password

M A security password can be setto prevent unauthorized users from remotely configuring the printer or gaining access to functionality reserved for
Security the network administrator.

Authentication Manager Username admin

LDAP Authentication New Password | |

Edit Other Links Werify Password | |

Device Information

T
L BILLE Print Page

Wake Time
Display On Device Status Page

[ cancel Job
Other Links Pause/Resume
hp instant support i
hp instant support Continue Button

Order Supplies
Product Support

Figure 3: The EWS Settings Security page.

4. Type a password in the New Password field, and repeat it exactly in the Verify Password
field.

CAUTION: Remember this password, and provide it to authorized users. If this
password is forgotten, the only way to restore access to EWS settings
IS to reset the MFP to factory default settings.

5. Click Apply at the bottom of the Security page (see Figure 3, above).

3.1.2 The Access Control List

The Access Control List (ACL) limits administrative access to only those computers or subnets
on the list. This, along with the administrative password, can be very useful for controlling who
can change settings on the MFP. Follow these instructions to configure the ACL.:

CAUTION: Be sure tofill in the Access Control List correctly, or it can cause you
to lose all access to configuration settings. See the HP Jetdirect
Administrator’s Guide for more information. If you lose access to
configuration settings, the only way to restore it is by resetting the
MFP to factory settings.

1. Click the Networking tab in the EWS. The Networking page (Figure 4) will appear.
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invent
[ Informati [ Settings | Digital Sending ||  Networking
CONFIGURATION . Sending product information to HP

Network Settings

Other Settings

Privacy Settings To better serve our customers, HP would like to collect information on the use of this product. Hewlett-Packard may use the information to
Select Language improve product features and services. HP will not collect personal data. To view the product information that may be collected, click the

link below.

SECURITY “ Product Information Collected

Settings ’ ’ . g . < =

Authorization To allow HP to collect information on product usage. click YES to continue. Otherwise, click NO to disable this feature.

~LIREEFHIEELS You may change your selection at any time using the "Privacy Settings” page.
DIAGNOSTICS For more information on our privacy policy, click the link below.

Network Statistics Hewlett-Packard Online Privacy Statement

Protocol Info

Configuration Page Yo
Other Links

Help

Support

HP Home

Figure 4: The EWS Network tab.

2. Click Authorization under the Security heading in the menu to the left. The Authorization
Settings page (Figure 5) will appear.

h
(In hp LaserJet 4345 mfp

[ Informati 1[ Settings || Digital Sending || MNetworking |

CONFIGURATION i i

et Authorization

LR [ Admin. Account | Ceificates || Access Control ]

Privacy Settings

Select Language

Use the fields below to set or change the Administrator Password. When set, the Administrator Password will be required before you

SECURITY can access and change configuration parameters. To disable the Administrator Password, leave the entries blank.

Settings
CAuthorization Mote: You may choose to automatically set the SNMPv1/:2 Set Community Mame to the Administrator Password. If you use HP Web

Mamt. Protocols JetAdmin, you will need to provide the Administrator Password as the SNMP Set Community Name.

User N : Admi

DIAGNOSTICS ser fame Mmoo

Network Statistics Password: |

FILLEE Ir!fo Confirm Password: | |

Configuration Page —_—

Use the Administrator Password as the Set Community Name

Other Links

Help [ Apply ] [ Cancel
Support

HP Home

Figure 5: The Networking Authorization page.

3. Click the Access Control tab under Authorization. The Access Control page (Figure 6) will
appear.
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(]
(a hp LaserJet 4345 mfp

f Information ]f Settings ]f Digital Sending ]f Networking ]
CONFIGURATION i i
e Authorization
Other Settings f Admin. Account ]f Certificates ]f Access Control ]
Privacy Settings
Select Language Access Control Lists (ACL) allow you to specify which IP addresses Save IP Address Mask
on your network are allowed access to the device. If the list is empty, ;-
SECURITY : then any system is allowed access. 1.1 0 :
Settings :
(Authorization Mote: ACLs may prevent device access when Proxy Servers or 2 U -
S Network Address Translators are used. By default, the ACL does not 3. [ |
4 check HTTP connections (i.e. Web Server or Internet Print Protocol). x
You can force the ACL to chack HTTP connections by clearingthe 4. [ |
DIAGNOSTICS checkbox below. -
Network Statistics 5 0|
FIEEER I Allow Web Server (HTTP) access o |
Configuration Page i
| = |
Other Links & O
Help 0. | |
Support :
HP Home 10. [ |

[ Apply ] [ Cancel ]

Figure 6: The Access Control page.

4. Fill in the table to provide the desired access controls. The Access Control List provides two
types of access controls:

e Limiting access to one or more computers — Type the IP address of a computer (leaving
the Mask field blank) to which you want to grant access. By doing this, the ACL blocks
access to all other computers on the network. Specify additional computers on subsequent
lines to grant access to them.

e Limiting access to one or more subnets — Type the IP address and the mask associated
with the subnet to which you want to grant access. The ACL will block access to all
computers outside that subnet. Specify other subnets to grant access to them. You can
also grant access to specific computers (IP addresses) on subsequent lines.

NOTE: The ACL limits access only when it is filled in.

5. Deselect (disable) the Allow Web Server (HTTP) access setting. This setting prevents
access from computers, such as proxy servers, that are using HTTP. Disabling web server
access ensures that only the computers on the Access Control List can configure the MFP.
Configure computers that access the MFP to bypass proxy servers when accessing the MFP
IP address.

CAUTION: With Allow Web Server (HTTP) access disabled, the MFP might deny
access to a computer attempting to use a proxy server because the
proxy server has an IP address that is not in the Access Control List.
Be sure to note the proxy configuration in the computer’s browser.
You can place the MFP IP address in the browser proxy exception list
to ensure that the computer can access the MFP.

CAUTION: If the Access Control List is filled in incorrectly, and the Allow Web
Sever (HTTP) access setting is disabled, you can lose all remote access
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to the MFP. At this point, the only way to restore access is to reset the
MFP to factory settings. Be sure the Access Control List contains
correct addresses before you disable web server access.

6. Click Apply at the bottom of the EWS page. If a confirmation page appears informing you of
the success of the configuration, click OK or Continue to return to the EWS page.

3.1.3 Authentication

One

of the most important security features of the MFP is user authentication. This feature

requires users to login with usernames and passwords before they can use features of the MFP.
In order to configure authentication, the MFP requires access to a network LDAP address server.
This section does not cover setup and configuration of LDAP servers. It assumes that an LDAP

serv
Foll

er is already configured correctly and available.
ow these instructions to configure an MFP for authentication:

1. Click the Settings tab in the EWS.

2. Click Authentication Manager in the menu to the left. The Authentication Manager page
(Figure 7) will appear.

Information I Settings l[ Digital Sending ” Networking i

LonfoweDevice A ythentication Manager

E-mail Server
—_— Heip

Alerts
AutosS:

Securi

Awthentication method
end

ity & Use sxternal Digital Send Serice software (if available)

Authel
LDAP

ntication Manager )
O Use internal LDAP
Authentication

Require user authentication for

Edit Other Links
Device Information

Langu

Copy

Scan to Email

1age
Scan to Fax

Date & Time
Wake Time

Scan to Metwark Folder

Other Links

hp instant support
Orcler Supplies
Product Support

Figure 7: The EWS Authentication Manager Page.

3.

HP

Click Use Internal LDAP. The Internal LDAP option enables the MFP to authenticate users
via a network LDAP server (it is called Internal LDAP because it is a new feature of the MFP
that allows for authentication without external solutions). The Use external Digital Send
Service Software... option is for networks that include HP Digital Sending Service (DSS)
Software, which is a workflow management solution. If you are using DSS, select the DSS
option. This checklist does not cover configurations that involve DSS).

Click to require user authentication for Copy, Scan to Email, Scan to Fax, and Scan to
Network Folder. This enables authentication for all use of the MFP (except for printing).

Click Apply at the bottom of the EWS page. If a confirmation page appears informing you of
the success of the configuration, click OK or Continue to return to the EWS page.

Click LDAP Authentication in the menu to the left. The LDAP Authentication page (Figure
8) will appear.
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Information Settings l[ Digital Sending H Nebworking ]

Configure Device H H
LomaareDevice L DAP Authentication
E-mail Server
Alerts
AutoSend Accessing the LDAP Server
Securty | DAP ServerBind Method [Bimple =l
Authentication Manager L DAP Server ID i
LDAP Authentication -
Part: 389
Edit Other Links
Device Information Bind Prefix
Language
Bind and search Root:
Date & Time
Wake Time
Searching the Database
Match the name entered
Other Links with the LDAP atfribute of
b instant support Retrieve the device user’'s
rder Supplies email address using attribute of
Product Support
and name using the atiribute of

Figure 8: The EWS LDAP Authentication page.

7.

Select an LDAP Server Bind Method. If your browser is capable of using Secure Socket
Layer (SSL) (recommended), select Simple over SSL. Otherwise, communication between
the MFP and the LDAP server is transferred in clear text. If your browser is capable of using
SSL, and you choose the Simple over SSL option, go to the EWS Networking Tab (Figure

9) to install the certificate.

[ Information ” Settings ” Digital Sending ][ Networking 1
LONEIGURATION _ Sepding product information to HP
Network Settings
Other Settings
Privacy Settings Ta better serve our customers, HP waould like to collect infarmation on the use of this product. Hewlett-Packard may use the infarmation to improve product
Select Language features and services. HP will not collect personal data. To view the product information that may be collected, click the link below.

Product Information Collected
SECURITY
Settings
Authorization
Mgmt. Protocols

T allow HP to collect information on product usage, click YES to continue. Otherwise, click NO to disable this feature.
You may change your selection at any time using the "Privacy Settings” page.

For mare information on our privacy policy, click the link below.

DIAGNOSTICS Hewlett-Packard Online Privacy Statsrment
Network Statistics
Protocol Info
s

Configuration Page

Other Links
Help

Support
HP Home

Figure 9: The EWS Networking Tab.

a. Click Authorization under the Security menu heading to the left. The Authorization
page (Figure 10) will appear.
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f Information ]f

Settings ][ Digital Sending ][ Networking ]

CONFIGURATION
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY
Settings
Authorization
Mgmt. Protocols

DIAGNOSTICS
Network Statistics
Protocol Info
Configuration Page

Other Links
Help

Support
HP Home

Authorization

f Admin. Account U Certificates ][ Access Control ]

Use the fields below to set or change the Administrator Password. ¥hen set, the Administrator Passward will be required before you can access and change
configuration parameters. To dizable the Administrator Passward, leave the entries blank

Mate: You may choose to automatically set the SNMPv1A2 Set Comrmunity Narme to the Administrator Password. If you use HP Web JetAdmin, you will
need to provide the Administrator Pagsword as the SNMP Set Community Name.

User Name: Admin
Password:
Confirm Password:

Use the Administrator Password as the Set Community Name

Figure 10: The Networking Authorization Page.

b. Click the Certificates tab in the gray area at the upper part of the Networking tab. The

Certificates page (Figure 11) will appear.

[ ion |

Settings ” Digital Sending ]f Netwaorking ]

CONFIGURATION
Network Settings
Other Settings
Privacy Settings
Select Language:

SECURITY
Settings
Authorization
Moimt. Protocols

Authorization

Admin. Account

Certificates 1f Access Control ]

Certificates are used to identify devices on the network.

Jetdirect Certificate

By default, a pre-installed selt-signed Jetdirect cerificate is created to identify Jetdirect. ¥ou can change this certificate to more accurately identify the device
and to update the length of time the cerificats is valid

DIAGNOSTICS Status: Installed

Network Statistics View . | [ Configure |

Protocol Info

Configuration Page
A Certificate Autharity (CA) certificate is required for some authentication methods. It is used to verify the authentication server's certificate. The CA cerificate
must be the certificate of the CA that signed the authentication server's certificate

Other Links

Help Status: Mot Installed

Figure 11: The Certificates page of the Networking Authorization tab.

c. Click Configure under CA Certificate at the bottom of the Certificates page. The

Certificates Options page (Figure 12) will appear.
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( Information ” Settings ” Digital Sending ]J’ Networking |

CONFIGURATION . N
Network Seftings Certificate Options
Other Settings
Privacy Settings

A Cerificate Authority (CA) cerificate is reguired for some authentication methods. It is used to

Select Language verify the authentication server's certificate. The CA certificate must be the certificate of the CA that
signed the authentication server's certificate

SECURITY

Settings = =

(Autherization @) Install CA Certificate Install the certificate for a trusted CA (Certificate Authority)

Momt. Protocols

DIAGNOSTICS )
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Home

[ Mext> | [ cancel | [ Help |

Figure 12: The Networking Certification Options page.

d. Click Next. The Install CA Certificate page (Figure 13) will appear.

f Information ]f Settings ]f Digital Sending ” Networking l

CONFIGURATION _—
Network Seftings Install CA Certificate
Other Settings
et Caution: This installation will erase any existing CA certificates. Please provide the filename of the
Select Language certificate to be installed. The file farmat must be PEM/Basebd encoding and have a maximum size

of 3KB.
SECURITY
“Settings File Name:

Authorization
Mgmt. Protocols

DIAGNOSTICS )
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Home

[ < Back ] [ Finish ] [ Cancel ] [ Help ]

Figure 13: The Networking Install CA Certificate page.

e. Click Browse, and locate the certificate.
f. Click Finish. The EWS will confirm successful installation of the certificate.

8. Fill out the LDAP Authentication page (see Figure 8 above) according to your network
configuration.
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9. Click Test at the bottom of the LDAP Authentication page to ensure that the settings are

correct.

10. Click Apply at the bottom of the EWS page. If a confirmation page appears informing you of
the success of the configuration, click OK or Continue to return to the EWS page.

At this point, the MFP will require users to provide authorization credentials (according to the

LDAP configuration) to use the MFP.

3.1.4 Send to Folder

The MFP can send scanned documents to network folders securely when the network and the
EWS are configured as such. If you are using Send to Folder, you should configure network
folders for limited access by authenticated users. The MFP can accommodate folder access
requirements according to settings configured in the EWS:

1. Click the Digital Sending Tab on the EWS. The Digital Sending General Settings page
(Figure 14) will appear.

[ Information ” Settings U Digital Sending U Networking ]

General

Send to E-mail
Send to Fax
Send to Folder
Addressing
Address Book
Log
Preferences

Other Links

General Settings

Administrator Information

Narme: Phone Murmber (optional):

E-mail address: Location {optiohal)

Figure 14: The Digital Sending General Settings page.
2. Click Send to Folder. The Send to Folder page (Figure 15) will appear.
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[ Information ” Settings ” Digital Sending l[ Networking ]

Gemeral Send to Folder

Send to E-mail

g

Send to Fax

[] Enable Send to Folder

Send to Folder

Addressing Predefined Folders

Address Baoke Alias Name:

Log
Preferences

Other Links

hp instant support
Order Supplies
Product Suppart

Default File Seftings

Default Filename Prefix Meta Data File Settings
Enable Default Filename Prefix File Faormat
Filename Prefix

Create Directory based on Username

Credentials To Access Puhblic Folders

Damain:
Username

QQQQQQQQQQ

Figure 15: The EWS Send to Folder page.

3. Fillin the Credentials to Access Public Folders fields to match the configurations of the
network folders.

The EWS Send to Folder menu also provides an NTLM Authentication option, which allows
you to transmit network folder access credentials encrypted. This setting and its security depends
on the configurations of the network and on the network folders to which the MFP is sending.
HP recommends that you configure your network to allow for this option. Here are instructions
for configuring this option for the MFP:

4. Scroll to the bottom of the EWS Send to Folder page (Figure 15, above) to view the Send to
Folder Network Settings area.

5. Set the NTLM Authentication option to one of the encrypted options according to your
network configuration.
NOTE: The Send to Folder page contains other security options that you should have
already configured above. See the Authorization Section above for these redundant EWS
settings.

6. Click Apply at the bottom of the EWS page. If a confirmation page appears informing you of
the success of the configuration, click OK or Continue to return to the EWS page.

3.1.5 Encryption Strength

Encryption Strength is another setting that appears only in the EWS. This setting prescribes the
level of encryption for HTTPS (SSL) communications with the MFP. Here is how to set
Encryption Strength:

1. Click the Networking tab (Figure 16) in the MFP EWS. The Networking page will appear.
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Information ” Settings ” Digital Sending ]f Networking 1
CONFIGURATION Network Settings
 Network Settings
Other Settings [ TcPaPp [ 1PXSPX_ ][ AppleTalk |[ DLCALC |[_ SHMP )
Privacy Settings
Select Language IP Configuration Method: IDHCF‘ 5
LSE(:-'IRITY Note: A change in IP Address will result in loss of connectivity to the browser.
ettings
Al Host Name: [momﬂmoﬂmm
Hgmt. Protocols IP Address: [ oo

DIAGNOSTICS
Network Statistics
Protocol Info
Configuration Page

Other Links
Help

Support
HP Home

Subnet Mask:

[Tooooox

Default Gateway: IW
Domain Name: | peesdsisey

Primary WINS Server: IW
Secondary WINS Server: IW

Syslog Server: I
Syslog Maximum Messages: I
I Seconds

Syslog Priority:

Idle Timeout:

TTLISLP: ]

System Contact: I

System Location: I

LPD Banner Page: m

Default IP: W (when BOOTP/DHCP/RARP servers are not available)
¥ Send DHCP requests if IP address is Auto IP (169.254.x.x) or Legacy Default IP

Figure 16: The EWS showing the Networking Tab page.

2. Click Mgmnt. Protocols under Security in the menu to the left. The Mgmnt. Protocols
page (Figure 17) will appear.

[ Information ][ Settings ” Digital Sending ” Networking ]
CONFIGURATION ™ o _ _
Network Settings By default, the Web Server encrypts all ¥Web communication, forcing all connections to use
Other Settings HTTPS. Howewver, the encryption of all Web communication can be disabled, allowing
Prion S ettinte connections via HTTP and HTTPS. Disabling the encryption of all Web communication is
g . not recommended. Management data (Administrator Password, SNMP Community
S ALl AR Names, and secret keys) may be compromised.
SEC'ﬁ'RITY Configure a new certificate:
Settings
Authorization Encryption Strength: Low (DES-56-bit, RC4-128-bit or 3DES-168-hit) |+
P e P
SarlL Eviacol L1 Encrypt All Web Communication (not including IPP})
DIAGNGOSTICS
b

Network Statistics [ Apply | [ Cancel |

Figure 17: The Mgmnt. Protocols page.

3. Set Encryption Strength to at least Medium. Click the dropdown menu next to Encryption
Strength, and select the setting for medium.

NOTE: All other settings on this page are covered in the Web Jetadmin

section below.

4. Click Apply at the bottom of the EWS page. If a confirmation page appears informing you of
the success of the configuration, click OK or Continue to return to the EWS page.
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This sets the level of encryption for HTTPS configuration communication between the PC and
the EWS. The medium setting provides for relatively fast communication with a reasonable level
of encryption for most networks. If your network requires higher-level security for sensitive data,
set Encryption Strength to High.

3.2 Settings in Web Jetadmin

This section explains how to make security settings using Web Jetadmin. The steps in this
section follow the Web Jetadmin menus and dialogs in the order in which they are the most
secure. This section covers only security-related configuration settings.

See the Setting List section later for a complete list of the recommended settings.
This section makes the following assumptions about the network and the administrator:

e Web Jetadmin is installed and working normally in a network environment. You can find
Web Jetadmin for download and installation free at the following hp.com location:
http://www.hp.com/go/webjetadmin
Follow all instructions for download and installation at the website above, and configure
Web Jetadmin to manage the MFPs.

e MFPs are installed and working normally on the network.

e Networks are configured with reasonable and standard security techniques.

e Administrators are familiar with industry-standard network management conventions.
e Administrators are familiar with Web Jetadmin, Jetdirect, and EWS.

CAUTION: This checklist covers a wide variety of configuration settings that can
react with one another and with other components of your network.
This checklist is tested in the environment explained in the
Assumptions section above. However, your network may react
differently. If the MFP or other components of your network show
unexpected errors, hangs, or malfunctions, contact HP Customer
Care. You can find HP Customer Care contact information by
searching for it at hp.com.

Once Web Jetadmin is ready to manage the MFP, you can begin with the instructions below:

5. Open Web Jetadmin, and find the HP LaserJet 4345 MFP that you wish to configure. One
easy way to find the MFP is to place the MFP IP address in the Quick Device Find field and
click Go. A page for the device will appear (usually the device status page). The remaining
steps in this checklist cover recommended security settings for a single MFP, but you can
configure the settings on multiple MFPs.

6. Click the Categories dropdown menu at the top of the page (Figure 18), and click
Configuration. This will open the configuration page (Figure 19, below).
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http://www.hp.com/go/webjetadmin

Device Managerent w

=B Device Management
| Device Lists
L[| Device Groups
J Device Cache
IEJ Management Settings
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Device Properties

Model:

IP Hostname:
IP Address:

Hardware
Address:
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Blaclk Fuser {100%)

[ —— |

...JTgmg System Contact:
= iteh Jetadmin Servers Description:
B Heln
ag Onling HP t: 2 Hp [nstant Support
At a Glan = Ready Capability Value
Quick Device Find 7 = Hard Disk Yes =
| = RAM Disk Mo
HCO Mo
? =l
Background Tasks ‘ Sleep Delay Yes -
“ [ JZ|
2

Monitored Devices ¢ =5
#* [ Monitored Dievices

Figure 18: The default page for an HP LaserJet 4345 MFP showing the Categories
dropdown menu circled in green.

A

Device Configuration: HP LaserJet 4345 MFP -

Configuration ~ @
invent
. . i . A
Configuration . | O
: Categories Size/Type Prompt T: ® :
Device Management v Da Not Display
Quick Set
= [28 Device Management , Device
[+ | Device Lists Network O 1P Address
(- | Device Groups Security e Citime
- | Device Cache Embedded Web Server
i ile System
#-__|Management Settings Fi ¥ 3
B Tools Media Administration 2| Autostore Bl: Port (1 to
R \Web Jetad g Tray Administration 3999):
12 VebEadmnEeee ?| Interval (1 0
E-_ |Help 1440):
[Clupdate Menus Now
No
Suppress Blank Pages 2l @
O Yes
At a Glance
2 = o =
Quick Device Find | El ® Auto
Jam Recovery 2 O Enabled
O Disabled
Background Tasks | =l 2
Monitored Devices 7 =l

# 0 Monitored Devices

Next Step

Figure 19: The Configuration Categories page showing the default Device Configuration
page.
CAUTION: You must click Apply at the bottom of each configuration page before

you move to the next configuration page. Otherwise, the settings you
configure will not be applied to the MFP.

The next step is to set up SNMPv3 communication for configuration settings. Setting up
SNMPv3 first provides secure communication while you are configuring the remaining
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recommended settings. You should configure SNMPv3 by itself because it requires several steps
that you should complete in the order explained below. This process requires you to create a
username and two passwords and then to provide them in a dialog window to complete the
configuration. Once the configuration is complete, the MFP will require these credentials every
time a user attempts to make changes to configurations using Web Jetadmin (or any other SNMP
tool).

7. Click Security in the Configuration Categories box (Figure 20). The Security
Configuration page will appear (Figure 21).

[ﬁ] Device Configuration: HP Laserlet 4345 MFP - 15.5.201.39
F Configuration - @
invent
configuration . O oishy 4
Categories Size/Type Prompt 7l ® :
Device Management v J Do Not Display
Quick Set
= E_IDevice Management e
B[] Device Lists Netwark O 1P Address
(| Device Groups Security v e
- | Device Cache Embedded Web Server
[ | Management Settings File System 3
Lﬁ--JTDDIS Media Administration 2| Autostore 2l: Port (1 to
. Tray Administration 9999):
< Web Jetadmin Servers -_,J Interval (1 to
- | Help 1440):
¥ Update Menus Now
® N
Suppress Blank Pages 2l 02
O Yes
At a Glance
Quick Device Find 7| =l ® Auto
Jam Recovery 20 O Enabled
O Disabled
Background Tasks ?l =1 2
L - ?
Monitored Devices = Next Step

# Monitored Devices

Figure 20: The Device Configuration page showing the Security Configuration Category
circled in green.
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Figure 21: The Security Configuration page.

g. Scroll down to the SNMPv3 setting, and enable it by clicking to select Enabled.

h. Click Apply at the bottom of the Security Configuration page. The Device Information
page (Figure 22) will appear asking for SNMPv3 credentials.

ﬂ] Device Security Configuration: HP LaserJet 4345 MFP - ]
ﬂ Configuration (i m

pevice Information

Device Management (i Model: hp Laserlet 4345 mfp
1P Address:

IP Hostname:

IPX Address:

=8 Device Management
- | Dewice Lists
| Device Groups

Bl-__| Device Cache Hardware Address:

®-__|Management Settings

| Tools Enter valid SNMPw3 credentials for this device, If no users exist, these credentials will be used to create an initial user.
-+ Web Jetadmin Servers User Name:

- | Help

Authentication Passphrase:

Confirm Authentication
Passphrase:

Privacy Passphrase:

Confirm Privacy Passphrase:

[Jsave for Browser Session

Figure 22: The Device Information page that appears for SNMPv3 user credentials.

NOTE: This page states, “If no users exist, these credentials will be used to
create an initial user.” This means that SNMPv3 has not been
configured (It can also mean that SNMPv3 has been configured but
disabled. In this case, you would have to provide the original
credentials in order to re-enable SNMPv3. However, this checklist
assumes that SNMPvV3 has never been configured).
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You are providing a new user name, a new passphrase, and a new
privacy phrase here for the initial configuration of SNMPv3. Once
you finish this configuration, the MFP will require these credentials
whenever anyone attempts to change settings.

I. Type a name in the User Name field. This can be any name you choose.

J.  Type a phrase in the Authentication Passphrase field. This can be any word or phrase
that is at least 8 characters.

k. Retype the authentication passphrase exactly in the Confirm Authentication
Passphrase field.

I.  Type another phrase in the Privacy Passphrase field. This can be any word or phrase
that is at least 8 characters.

CAUTION: Be sure to remember these credentials and provide them to
authorized users. If these credentials are forgotten, the only way to
restore Web Jetadmin access to the MFP is to restore the MFP to
factory default settings.

NOTE: The Device Information page has a Save for browser Session option.
This option keeps the SNMPv3 credentials available as long as you
keep Web Jetadmin open. If you use this setting, configuring the
remainder of the settings in this checklist will be easier, but you may
be risking the possibility of unauthorized users finding the
credentials. HP recommends that you do not use this feature.

m. Click OK. A View Log page (Figure 23) will appear confirming that the configuration
was successful.

Yiew Log

Configuration _.v @
_Device Managernent bt
=-IE8 Device Managernant
L Deviee Lists HP Web Jetadmin Device Configuration
| Device Groups R It
| Device Cache esults

- | Management Settings
- | Tools

----- Wieh Jetadmin Servers Set  SMMPv3  Completed  Success
B-__|Help

Figure 23: The View Log page that appears showing that the SNMPv3 configuration
is successful.

HP Laserlet 4345 MFP - Status: Completed Result: Success

Now, any time you click Apply to configure settings in Web Jetadmin (or in any other SNMP
tool), the MFP will require the SNMPv3 credentials you created above.

At this point, you can continue configuring the recommended settings in the checklist. The
remaining steps are in the order they would normally appear in the Web Jetadmin menus.

If Web Jetadmin is still showing the View Log page (Figure 23, above), click Go Back to view
the Security Configuration page.
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8. Click Device in the Configuration Categories box. The Device Configuration page (Figure

24) will appear.

Navigation
Device Management v.

=Bl Device Managemernt
& | Device Lists
- | Device Groups
Fl _|Device Cache
- Management Settings

#-_|Tools
= Weh Jetadmin Servers
- [Help
At a Glance
Quick Device Find ?l =l

G

Background Tasks ?l

Monitored Devices 7 1=}

# § Monitored Devices

Figure 24: The Device Configuration page.
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The Device Configuration page normally appears by default. It shows a few options for general

behavior of the MFP.

Follow these instructions to configure the recommended settings on the Device Configuration

page:

a. Enable Job Retention (already enabled by default). This allows users to use job retention
options such as private job and hold job. Users will be able to ensure that they are present
during printing to provide privacy for documents in the MFP output bins.

b. Enable Job Hold Timeout by selecting a reasonable timeout value for jobs held. Allow
enough time for a user to walk to the MFP to print a job, or allow more time to allow jobs
to print in line at the queue.

NOTE:

in this section).

Job Hold Timeout does not apply to fax jobs (see settings for fax later

c. Click Apply at the bottom of the Device Configurations page. The Device Information
page will appear prompting for SNMPv3 credentials. These are the credentials you
should have created earlier while setting up SNMPv3.

d. Fill in the credentials exactly as you created them, and click OK. The View Log page
(see Figure 23, above) will appear showing the success of the configurations.

9. Click Network in the Configuration Categories menu in the top left corner of the Device
Configuration page. The Network configuration page (Figure 25) will appear.
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Figure 25: The Network Configuration page (actual page will show the network
addresses).

Many of the security settings on the Network Configuration page are enabled by default but
should be disabled if not in use. However, you should consider each recommended setting in
terms of your network to avoid disabling functions that you may be using.

The next few steps explain recommended settings on the Network Configuration page.
Scroll down on the page as you select the options.

a. Deselect (disable) all features on the features list (see Figure 25, above) except for 9100
Printing.

Disabling all but 9100 Printing prevents users from accessing configuration settings and
other features through the network, but it allows users to send and manipulate their own
print jobs through 9100 printing. Remember that this recommendation is for common
enterprise networks. Your network may use some of the configuration methods on the
features list. If you choose to enable these methods, be sure to consider their security on
the network. See the Ramifications section for more information on these features.

NOTE: Disabling EWS Config prevents all access to the EWS configuration
settings including access to these settings through Web Jetadmin. This
includes EWS configuration settings for email, send to folder, and fax.
You should disable EWS Config, and enable it whenever you wish to
make changes to these settings.

b. Set the privacy option as desired. This setting allows HP to collect statistical data about
the MFP. HP will not collect network-specific or personal data. For information on HP
privacy policies, read the Hewlett-Packard Online Privacy Statement available by
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clicking privacy statement at http://www.hp.com. If you enable this feature, information
collected by HP will be limited to the following items:

HP Jetdirect product number, firmware version, and manufacturing date
Model number of the MFP
Web browser and operating system detected
Local language selections used for viewing Web pages
Network communications protocols enabled
Network management interfaces enabled
Device discovery protocols enabled
Printing protocols enabled
TCP/IP configuration methods enabled
SNMP control methods enabled
e Wireless configuration methods enabled
The MFP must have internet access to allow HP to collect information.

c. Deselect (disable) RCFG Setting unless the network includes Novell NetWare linkages
for printer management.

NOTE: When you click Apply to disable RCFG Setting, a warning message
will appear explaining that you are disabling access for Novell. When
this warning appears, click OK to continue with the configuration.

d. Select (enable) HTTPS Setting to Encrypt all web communication. This setting
requires that browsers use HTTPS to ensure secure communications. This setting is
related to the SSL certificate and the Simple Over SSL settings covered in the EWS
section, above.

e. Deselect all unused protocol stacks (as applicable to your network):

I.  Deselect (disable) IPX/SPX unless your network includes Novell servers that interact

with the MFP.

ii.  Select (enable) TCP/IP (if it is not already selected). TCP/IP protocol enables normal
network communication with the MFP.

iii.  Select (enable) DLC/LLC (if it is not already selected). DLC/LLC protocol enables
the MFP to communicate at basic levels on the network.

iv.  Deselect (disable) AppleTalk unless the network includes Apple computers that
interact with the MFP.

f. Click Apply at the bottom of the Device Configuration page once you are finished with
the settings. The Device Information page will appear for SNMPv3 credentials (you
should have created these credentials earlier in this checklist). Provide the credentials,
and click OK. The View Log page will appear reporting the success of the configuration.
Click Go Back to continue with this checklist.

10. Click Security in the Configuration Categories menu. This opens the Security
configuration page (Figure 26).
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Figure 27: The Security Configuration page.

The Security Configuration page lists options that are specific to MFP security. The next few
steps suggest and explain recommended settings that increase the level security for the MFP.
Scroll down on the Security Configuration page as you select the options:

a. Select Embedded Web Server Configuration Options. These options determine which
EWS configuration settings are available to users. Select the options as follows:

e Enable Outgoing Mail. The outgoing mail feature allows the MFP to send alerts and
AutoSend messages. Disable it if you do not wish to use these features.

e Disable Incoming Mail. Enable this feature only if you have installed a solution that
requires it.

e Disable Cancel Job Button. This setting removes the Cancel Job button from the
EWS. Disabling it removes the capability of remotely canceling jobs sent by other
users.

e Disable Go Button. This ensures that a remote user is unable to interfere with some
conditions on the MFP. The Go Button is called Pause/Resume in the EWS.

e Disable Command Invoke. This function is not applicable to the MFP. Disabling it
is a best practice to ensure control over access to the MFP.

e Disable Command Download. This function is not applicable to the MFP. Disabling
it is a best practice to ensure control over access to the MFP.

e Disable Command Load and Execute. This function allows Chai services such as
workflow applications and job accounting applications to be installed and run on the
MFP. If your network uses such applications, be sure to enable Command Load and
Execute, otherwise, disable it to ensure that no one can install programs on the MFP.

b. Set the File System Password. Type a password in the File System Password field and
repeat it exactly in the Confirm File System Password field. This setting requires all
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users to log in to configure the file system. This includes access to disc erase features and
other features that affect information on the hard drive.

NOTE: With this password and SNMPv3 configured, the MFP will require it
along with SNMPv3 credentials and any other applicable passwords.
You may see the Device Information page several times for some
configurations.

CAUTION: Remember this password, and provide it to authorized users. If this
password is forgotten, the only way to restore access to configure the
file system features is to reset the MFP to factory default settings.

c. Setthe Secure File Erase Mode to Secure Fast Erase. Type the correct password in the
File System Password field (as configured in the previous step), click the dropdown
menu, and select Secure Fast Erase. Secure Fast Erase will appear in the Secure File
Erase field. This setting determines the level of overwriting applied as files are deleted
during routine functions.

The Secure Fast Erase option deletes files by overwriting them with one pass. It can
slow down performance slightly, but it provides a reasonable level of file security.

Use the Secure Sanitizing Erase option to meet stringent security requirements such as
Department of Defense standards. The Secure Sanitize Erase option overwrites files
with three passes. It also takes significantly more time and can noticeably slow down
performance of the MFP.

d. Disable PJL, PML, and NFS in the File System External Access section if your
network is not using them. Type the File System password as configured above, and click
to select Disabled, for each one. Disabling file access through these protocols prevents
anyone from using them to access the hard drive. Disabling the NFS option disables the
entire protocol. If your network includes tools, such as disk management applications,
that interact with the MFP, you should enable the appropriate protocols — otherwise,
disable them.

e. Enable the PostScript protocol in the File System External Access section. Click to
select Enabled next to it. If you disable PostScript protocol, some types of print jobs will
not work properly.

f. Set the Device Password. This password should be already set if you are following the
checklist in order. When you set the EWS password in the first step of the EWS Settings
section, the MFP synchronized it with the Device password. Thus, you should be able to
use the EWS password for this feature. If it is not set for some reason, type a password in
the Set Device Password field, and type it again exactly in the Repeat Password field.
This password requires all users to login before remotely changing configuration settings.
This password is required for all access to the MFP via Web Jetadmin, the MFP EWS, or
any other management software.

NOTE: If you reset the Device Password, the EWS password will also be reset
to be the same as the Device Password.
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NOTE: With this password and SNMPv3 configured, the MFP will
require it along with SNMPvV3 credentials and any other applicable
passwords. You may see the Device Information page several times
for some configurations.

CAUTION: Remember this password, and provide it to authorized users. If this
password is forgotten, the only way to restore remote access to MFP
configuration settings is to reset the MFP to factory default settings.

g. Lock Control Panel Access. Click to select one of the lock options in the Control Panel
Access menu. HP recommends selecting at least Moderate Lock to ensure that no one
can access configuration settings in the control panel.

NOTE: This setting prevents everyone from accessing configuration settings
in the control panel, including digital send and fax settings. If you
have made the recommended settings up to this point, no one will
have access to control panel configuration settings for the MFP unless
an authorized administrator unlocks access via Web Jetadmin. If you
wish to make changes to configuration settings in the control panel,
unlock access in Web Jetadmin, make the changes, and then lock
access again.

h. Click Apply at the bottom of the Security Configuration page once you are finished
with the settings. The Device Information page will appear for SNMPv3 credentials
(you should have created these credentials in the first step of this checklist). Provide the
credentials, and click OK. The View Log page will appear reporting the success of the
configuration. Click Go Back to continue with this checklist.

Other pages in the Configuration Categories menu include security-related settings. Many of
them are redundant for your convenience, and they are already covered above. The next few
steps cover security settings that are not covered so far:

NOTE: The steps below cover only settings recommended for security in an
enterprise network environment. You may wish to make other
settings during this process, but they are not covered in this checklist.

11. Click Secure Storage Erase in the dropdown menu (Figure 29) at the top of the Web
Jetadmin device page.
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Figure 29: The Device Configuration page showing the Secure Storage Erase menu item

circled in green.

The Secure Storage Erase page (Figure 30) will appear.
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Figure 30: The Secure Storage Erase page.

The Secure Storage Erase page provides options for erasing all stored files on demand or as
scheduled. Keep in mind that this feature erases everything permanently from storage. This
includes stored jobs, downloaded fonts, and logs.

a. Type the File System Password (as configured in steps above) in the File System
Password field to enable the settings on the page.

b. Select Secure (Fast) Erase or Secure Sanitizing Erase in the Secure Storage Erase
Mode dropdown menu. You may have selected the secure storage erase mode in steps
above, but this page allows you to erase the entire contents of storage on demand. You
can also schedule this operation on this page. You may wish to use Secure Sanitizing
Erase for this operation and reset the secure erase mode to Secure Fast Erase when
finished. This will allow you to use the higher security mode periodically, but use the
faster erase mode for better performance while the MFP is operating normally.

c. Click to select the storage devices you wish to erase. This feature can erase the hard drive
or the Compact Flash (this feature erases Partition 2 of the Compact Flash card. It does
not erase the vital system data that resides on Partition 1, which is not accessible to these
settings).

d. Click Start now if you wish to erase storage now.
e. Select options for scheduling if you wish to erase storage on a regular schedule.
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12. Click Digital Send and Fax in the dropdown menu at the top of the configuration page

(Figure 31).
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Figure 31: The Configuration page showing the Digital Send and Fax option circled in

green.

The Digital Sending and Fax configuration page (Figure 32) will appear.
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Figure 32: The Digital Send and Fax page.

The Digital Send and Fax page provides options for built-in email and fax capabilities. Many of
these settings affect security. The next few steps cover settings on this page. Scroll down as you
make the selections.

13. Fill in the Default From Address, and select Prevent users from changing the Default
From Address. This ensures that users are unable to send email with incorrect or
inappropriate from addresses. Keep in mind some properties of the default from address as
you consider what to have in this field:

e The email sent from the MFP will show the default from address regardless of who
sends it.

e Some networks allow email sent only with a valid from address. This may mean that
the from address must be formatted correctly, but not necessarily that it is an actual
email address. You may wish to have a description of the MFP in a properly-
formatted address. Example: 4345.MFP.in.hallway @popserver.com.

e You may wish to use an actual email address if you wish to receive replies to
messages sent from the MFP. The MFP will not receive email, but you can configure
a from address that leads to an email account that is monitored elsewhere.

Note: You may also consider setting up the MFP for authentication, which is
configured only in the Embedded Web Server (see the EWS section
above). The MFP Authentication feature requires users to login using
a user name and password (depending on LDAP or address book
configurations). With the email option included in the authentication
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configuration, the MFP will place the user’s email address in the
From field, and it will not allow the user to change it.

14. Set the PIN number under Establish PIN Number in the Special Features section. This
feature requires users to have the PIN number for fax printing, fax forwarding, and fax
blocking.

15. Click Apply at the bottom of the Digital Send and Fax page once you are finished with the
settings. The Device Information page will appear for SNMPv3 credentials (you should
have created these credentials in the first step of this checklist). Once the MFP has
authenticated the SNMPv3 credentials, the Device Information page will reappear for other
applicable passwords (that should be configured in steps above). Provide the credentials
required each time the Device Information page appears, and click OK. The View Log page
will appear reporting the success of the configuration.

3.2.1 Using Web Jetadmin and MFP Passwords

Web Jetadmin is a powerful tool that allows you to manage any number of MFPs and printers. It
provides a wide variety of features and services on the network. Without proper security, Web
Jetadmin can enable malicious users the same conveniences for attacking your network. Thus,
setting Web Jetadmin and MFP passwords and updating them is important to network security.
This involves a large number of passwords that limit access to important areas of the MFP.
When you make changes to configurations of the MFP, the MFP will require all applicable
passwords. Thus, you may see several prompts for passwords when applying one or more
changes to settings.

Losing passwords can eliminate access to the MFP. The only way to restore access to many of
these areas without the password is to restore the MFP to factory default setting and completely
reconfigure it. You may wish to use a password vault program to organize and store all of the
passwords. Here is a list of the passwords you should set:

e EWS Password

e Web Jetadmin password
e SNMPv3 credentials

e Device password

e File system password

Use good practices for setting and updating passwords:
e Use alpha and numeric characters.
e Use passwords with at least six digits.

e Avoid using the same password for more than one setting (however, some passwords are
synchronized in the MFP).

e Avoid using a pattern for passwords.
e Change the passwords often.
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4 Settings List

This section is a complete list of the settings recommended in this checklist. This section does
not include explanations of the settings or the implications of them on the MFP and on the
network. Use this section as a reference to check off each setting to help ensure that you
configure all of the recommended settings. See the Network Security section (above) and the

Ramifications section (below) for information on each setting.

This section lists recommended settings for reasonable security on the most common networks

that include HP LaserJet 4345 MFPs. Networks configured according to this list are considered
reasonably secure, but HP does not warrant or guarantee that this configuration prevents or limits

networks from malicious attacks.

CAUTION: Remember that these settings are recommended for the most common

types of networks that do not include management tools other than

Web Jetadmin. Your network likely requires some configurations that

are not recommended in this section. Consider each setting for your

unique network.

4.1 EWS Settings

Set the Embedded Web Server Password.
Configure the Access Control List.

Disable Allow Web Server (HTTP) access.
Configure Authentication.

OO0O0a0a0o

Configure secure options on Send to Folder.
O Set Encryption Strength to at least medium.

4.2 Web Jetadmin Settings
O Enable SNMPv3 (Security page).

4.2.1 Device Page Settings

O Set the Device Password.

O Enable Job Retention.

O Enable Job Hold Timeout.

O Select a timeout value for jobs held.

4.2.2 Networking Page Options

O Disable all features on the features list except for 9100 Printing.

[0 Set the privacy setting as desired.
O Disable RCFG Setting.
O Enable HTTPS.
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4.2.3 Protocol Stacks (Networking Page)
O Disable IPX/SPX protocol stack.

O Enable TCP/IP protocol stack.

O Enable DLC/LLC protocol stack.

O Disable AppleTalk protocol stack.

4.2.4 Security Page Options

Enable Outgoing Mail.

Disable Incoming Mail.

Disable Cancel Job Button.

Disable Go Button.

Disable Command Invoke.

Disable Command Download.

Disable Command Load and Execute.

Set the File System password.

Set the Secure File Erase Mode to Secure Fast Erase.

Disable PJL, PML, and NFS protocols in File System External Access.
Enable the PostScript protocol in the File System External Access.

OO0O0O0O0OO0OO0OO0OO00Oa0Q

O

Set Control Panel Access Lock to Moderate Lock.

4.2.5 Secure Erase Options
O Set Secure File Erase to Secure (Fast) Erase.
O Use Secure Storage Erase often, and configure options for scheduling.

4.2.6 Digital Sending and Fax Options

O Fill in the Default From Address, and select Prevent users from changing the Default
From Address.

O Configure the PIN number for fax printing, on demand fax printing, fax forwarding, and fax
blocking.

5 Ramifications

Raising the level of security on a system usually requires giving up some conveniences and
usability. This section explains some of the compromises that can occur from using the settings
and configurations recommended in this checklist. However, keep in mind that this is not a
comprehensive list. You should test your system to know how it reacts to these settings and
configurations. You should also note the order of the settings recommended in the instructions.
Your network may require some changes to the order in which these settings are configured to
complete the checklist.

HP LaserJet 4345 MFP Security Checklist 39



The following explains some of the known ramifications of each recommended setting:

5.1 EWS settings

Set the Embedded Web Server Password. The EWS password is added security for
configuration settings. With it configured, the MFP prompts for the password whenever a
user attempts to access certain configuration settings. This is true even when SNMPv3 is
enabled. The MFP will prompt for the SNMPv3 credentials and for the EWS password. It
will also prompt for other passwords such as the device password if they are configured.
Thus, you may see several prompts for authorization credentials when you click Apply to
change settings in Web Jetadmin.

Fill in the Access Control List. The Access Control List is a table that lists the IP addresses
of PCs that are allowed to send configuration data to the MFP. This can be helpful toward a
highly secure configuration; however, if the Access Control List is filled in at all, it limits all
configuration communication with the MFP to the IP addresses (or subnets) in the list. Thus
if the IP address of a PC is not in the Access Control List, the PC will not be able to
configure the MFP.

CAUTION: If the Access Control List is filled out incorrectly, it can cause
complete loss of communication with the MFP. Thus, make sure to fill
in all fields with the correct information. It is possible to restore
communication with the MFP by resetting the MFP to factory default
settings, which it takes more time and effort to start over configuring
the MFP.

Disable Allow Web Server (HTTP) access. This adds more assurance that unauthorized
users will be prevented from using web browsers to access configuration settings on the
MFP. You already should have enabled HTTPS, which requires secure communication, and
you should have limited access to only authorized users by filling in the Access Control List
and by setting EWS and device passwords. This setting also adds more assurance that the
MFP will not allow IPP Printing (see an explanation of IPP Printing later in this section).

Configure Authentication. Authentication provides two benefits to improve security: it
requires users to log on using usernames and passwords for use of the MFP, and it places the
user’s email address in the From address of email messages. It also does not permit users to
change the From addresses. The Authentication feature overrides other settings for the
default From address. Authentication requires an LDAP server accessible on the network.
This feature supports no other address servers.

Set Encryption Strength to at least medium. The encryption strength setting covers only
communication between a PC and the Embedded Web Server. When HTTPS is configured
(as recommended in this checklist), communication with the Embedded Web Server is
encrypted according to the Encryption Strength setting. With HTTPS enabled, the browser
used to configure the MFP must accommodate HTTPS.

5.2 Web Jetadmin Settings

Enable SNMPv3 (Security Page). SNMPv3 is a secure protocol that encrypts information
over network lines. Web Jetadmin accesses many of the MFP configuration settings through
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the MFP SNMP port.

Setting up SNMPv3 can be tricky. Be sure to follow the instructions exactly. If the SMNPv3
setup process fails, try it again. If failure continues, power cycle the MFP, and try it again.

Once SNMPV3 is configured, the MFP will prompt for the credentials every time anyone
tries to configure settings using Web Jetadmin or any other tool. Thus, an MFP configured
according to this checklist may prompt several times for various passwords and credentials to
make certain configuration changes.

If you enter the SNMPvV3 credentials incorrectly while attempting to make a configuration
change, the SNMPv3 credentials window will refresh with blank fields. It does not alert you
that the credentials you provided are incorrect.

5.2.1 Device Page Settings

Set the Device Password. The device password helps to prevent unauthorized users from
using management software such as Web Jetadmin to change configurations on the MFP.
The MFP will not allow network access to configuration settings without the password. Web
Jetadmin will always prompt for this password before accessing the configuration settings,
but other management software may not. The MFP will not allow them access without it.

The MFP will require the device password even if SNMPV3 is enabled and configured. When
you make configuration changes an MFP with this configuration, the MFP will require
SNMPv3 credentials and the device password in separate steps.

Enable Job Retention. Job Retention is a feature of the MFP that saves fax or print jobs on
the hard drive for printing at the convenience of the user. The security implication is that a
user can be sure to be present at the time of printing. Thus, the user can be sure that others do
not have access to the printed documents. Security for Job Retention in printing requires that
the user configure a PIN number at the time of sending the print job. The MFP will require
the PIN number at the control panel before it will print the job. Security for Job Retention in
fax printing requires that the fax PIN number is configured using Web Jetadmin (see the
Network Security section).

Job Retention security also requires that access to the MFP hard drive is limited to authorized
users. You should disable access to the hard drive and enable secure file erase as
recommended in the Network Security section to ensure that stored jobs are kept from
unauthorized users.

Enable Job Hold Timeout. Job Hold Timeout is enabled when you select a timeout value for
jobs held. Job Hold Timeout is related to Job Retention. Job Hold Timeout is a limit on the
time a job is held for printing on the hard drive. Once the Job Hold Timeout expires, the MFP
erases the job on the hard drive. The MFP will use the Secure File Erase mode to erase the
file securely. Job Hold Timeout is meant to ensure that files are not left on the hard drive
long enough to allow unauthorized access. The ramification of using the Job Hold Timeout is
that jobs removed after the timeout expires are gone permanently.
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5.2.2

Networking Page Options

e Disable all features on the features list except for 9100 Printing. The features list provides
options to enable or disable various supported features for the MFP. These features are
designed for access and convenience on the network, but they should be disabled when not in
use (sometimes only for best-practice control of the networking capabilities). The following
list explains the ramifications of each feature supported for the MFP:

EWS Config — EWS Config enables access to configuration settings via the MFP
Embedded Web Server. The Embedded Web Server is the main access point to
configuration settings for an MFP out of the box. Without Web Jetadmin, it is the only
access point available for many important configuration settings such as email and fax
settings. Thus, you should disable EWS Config only after you have configured settings in
the Embedded Web Server. If you wish to change these settings, enable EWS Config
using Web Jetadmin, make the changes, and disable EWS Config again.

Telnet Config — Telnet Config is an access point for some older (legacy) printer
management tools. It is also an access point to make configurations in Jetdirect using
ordinary Telnet commands (if the user knows which commands are compatible). Thus,
unless your network uses legacy printer management software, you should disable Telnet
Config. Enabling Telnet Config also transmits data across network lines in clear text. HP
recommends using only Web Jetadmin to manage all network peripherals to ensure that
you can make the configurations securely.

SLP Config — SLP Config accommodates network service discovery features of Novell
(depending on how Novell is configured). Disabling it disables these features. Thus if
your network uses these features of Novell, you should enable SLP Config.

FTP Printing — FTP Printing enables firmware upgrades using certain tools; however, it
also allows anyone to upload files onto the MFP hard drive with the potential of filling up
the hard drive. HP recommends disabling FTP printing and using Web Jetadmin to
upgrade firmware.

LPD Printing — LPD Printing is the protocol necessary for printing in UNIX, HPUX, or
Linux environments. You should enable LPD Printing if your network includes any of
these workstations that might print using the MFP.

9100 Printing — 9100 Printing should always be enabled. It is the printing protocol used
by the HP LaserJet 4345 MFP print driver. Disabling 9100 Printing would disable all
printing for most users.

IPP Printing — IPP Printing is a protocol for printing directly from the Internet. It is not
secure, and it should not be used. You can print images from the Internet using other
methods.

MDNS Config — MDNS Config is a method of resolving host names with IP addresses in
small networks that have no DNS servers. Most enterprise networks include DNS servers
and do not require this service. If your network does not include a DNS server, enable
MDNS Config.
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e IPv4 Multicast Config — IPv4 Config is a method of configuring multiple devices
simultaneously over the network. Some networks may include tools that use this method;
however, HP recommends using Web Jetadmin to manage multiple devices securely.

Set the Privacy setting as desired. The Privacy setting is included in this checklist to inform
you that enabling it allows HP to collect statistical data on the use of MFPs. HP uses such
information to help improve the design and development of MFPs. HP will not collect
network-specific or personal data. For information on HP privacy policies, read the Hewlett-
Packard Online Privacy Statement available by clicking privacy statement at
http://www.hp.com viewed in your language.

If you enable this feature, information collected by HP will be limited to the following items:
e HP Jetdirect product number, firmware version, and manufacturing date
e Model number of the attached printer or device

Web browser and operating system detected

Local language selections used for viewing Web pages

Network communications protocols enabled

Network management interfaces enabled

Device discovery protocols enabled

Printing protocols enabled

TCP/IP configuration methods enabled

SNMP control methods enabled

Wireless configuration methods enabled

For HP to collect any information, Internet access must be available.

Disable RCFG Setting. The RCFG setting (sometimes called RCONFIG) allows remote
configuration of the MFP on an IPX/SPX network. Web Jetadmin may use RCFG to
configure Novell NetWare queue-server linkages on older Jetdirect print servers. You should
disable RCFG Setting unless your network has Novell and older Jetdirect print servers.

When you disable the RCFG setting and click Apply, a caution message will appear to alert
you that you are disabling certain types of Novell access. Click OK to go ahead with
disabling it.

Enable HTTPS. This setting enables secure Internet protocol that provides encryption for
configuration data as it is transferred between the PC and the MFP. You should enable
HTTPS to configure the MFP via Web Jetadmin or via EWS. If HTTPS is disabled,
configuration communication with the MFP, including passwords, is transferred in clear text.
This setting is related to the EWS Encryption Strength setting explained later in this
section.

5.2.3 Protocol Stacks (Networking Page)

Disable IPX/SPX protocol stack. IPX/SPX protocol is the network protocol for Novell.
Disabling it prevents printing and other communication between the MFP and other points if
they are using Novell. Thus, you should enable IPX/SPX protocol if your network includes
Novell components.
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Enable TCP/IP protocol stack. TCP/IP protocol is the standard network protocol for the
MFP. It provides the necessary network communication for printing and for configuration. If
you disable the TCP/IP protocol stack, the MFP will most likely be unable to provide
services over the network.

Enable DLC/LLC protocol stack. DLC/LLC is a networking protocol used in small networks
in which routing is not required. HP includes it in MFPs because it is used on older products.
Unless the network is using the DLC/LLC for communication, disabling it has no affect

the MFP.

Disable AppleTalk protocol stack. AppleTalk is a protocol used with Apple computers. If
your network includes Apple or Macintosh computers, enable AppleTalk. Otherwise, disable
it as a best practice to maintain control over network communications.

5.2.4 Security Page Options

Enable Outgoing Mail. The MFP sends some email, such as automatic fax notifications and
consumables alerts, depending on configurations. This Outgoing Mail feature does not affect
the MFP send to email functions. It also is not known to affect network security. If you use
fax notification or other automatic email alerts, you should enable outgoing email.

Disable Incoming Mail. Some network solutions can send commands to the MFP via email.
If your network uses any of these solutions, you should enable Incoming mail. Otherwise,
disable it.

Disable Cancel Job Button. The EWS provides a Cancel Job button that allows users to
cancel jobs that are pending in the queue. This includes canceling jobs sent by other users.
Thus, disabling the Cancel Job button removes the ability to remotely (and anonymously)
cancel jobs; however, users will be able to cancel their own jobs from the printer driver or
from the control panel.

Disable Go Button. The Go button is the EWS Pause/Resume button, which enables users
to pause operations, such as print jobs, indefinitely. Disabling the Go button prevents users
from delaying or even preventing other users from using the MFP; however, users will be
able to pause or resume their own jobs from the print driver or from the control panel.

Disable Command Invoke. Command Invoke is a legacy feature that is not available on the
MFP. Disabling it is good security practice to ensure that access to it is closed.

Disable Command Download. Command Download is a legacy feature that is not available
on the MFP. Disabling it is good security practice to ensure that access to it is closed

Disable Command Load and Execute. Command Load and Execute accommodates add-on
applications (Chailets), such as workflow programs and job accounting programs. This
function is called Load Services in the EWS. If your network uses such MFP add-on
software, you should enable Command Load and Execute. If not, you should disable it to
prevent users from installing these types of applications.

You may wish to power cycle (turn off power and turn it on) the MFP after disabling
Command Load and execute. The MFP will run add-on applications that are already loaded
until it reboots.
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e Set the File System password. The File System password feature prevents unauthorized users
from making changes to the contents or to the settings of the MFP hard drive. This includes
changing secure erase settings (see the next step). The File System password setting provides
and extra layer of protection for certain settings of the MFP. This is true even when SNMPv3
is enabled. The MFP will prompt for the SNMPv3 credentials and for the File System
password. It will also prompt for other passwords such as the device password if they are
configured. Thus, you may see several prompts for authorization credentials when you click
Apply to change certain settings in Web Jetadmin.

e Set the Secure File Erase Mode to Secure Fast Erase. Secure Fast Erase mode overwrites
files with arbitrary characters one time to render the files unreadable whenever the MFP
deletes files. This process requires considerably more time than the default Non-Secure Fast
Erase mode does. You should consider the impact of this configuration on normal use of the
MFP. If the MFP might store sensitive data on the hard drive, you should use Secure Fast
Erase. If your network is required to meet stringent security requirements such as DOD
regulations, you should use Secure Sanitize Erase. Secure Sanitize Erase overwrites files
three times with arbitrary characters. It requires significantly more time than Secure Fast
Erase does, and it noticeably slows down MFP performance.

e Disable PJL, PML, and NFS protocols in File System External Access. The File System
External Access settings limits read and write access to the MFP data storage file system.
Some data storage applications, such as the Web Jetadmin Device Storage Manager
(available by installing the Device Storage Manager plug-in using the Product Update
navigation mode), use these protocols to access the MFP file system. If your network uses
any of these applications, you can disable these protocols, enable them to use the
applications, and then disable the protocols when you are finished. Disabling PJL and PML
in this feature disables these protocols only for MFP disc access. Disabling NFS in this
feature disables the entire protocol for all access to the MFP.

e Enable the PostScript protocol in the File System External Access area. The PostScript
protocol enables programs such as Adobe ® products to access the MFP directly for printing
and for access to fonts. This feature is convenient and useful, and it is not known to pose a
significant risk to security. If you never use PostScript® drivers or print PDF files, you may
wish to disable PostScript protocol.

e Set Control Panel Access Lock to Moderate Lock. The Control Panel Access Lock setting
removes configuration settings from the MFP control panel. HP recommends using the
Moderate Lock option to allow users to operate the MFP on their own jobs but to prevent
them from making configuration changes that affect default settings on the MFP.

The Control Panel Access Lock prevents everyone from accessing settings on the control
panel. There is no way to give access to authorized users. The MFP does not include
functionality to setup authorization for control panel controls. Thus, you should lock the
control panel and use Web Jetadmin to unlock it whenever you wish to changes to control
panel configurations. However, most of the locked control panel settings are available
remotely using Web Jetadmin.

Control Panel Access Lock closes all access to the fax menu. This includes the options to
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Cancel All Pending Transmissions and ‘Cancel Current Transmission. Thus, Control Panel
Access Lock prevents all users from canceling faxes.

5.2.5 Secure Erase Options

Set Secure File Erase to Secure (Fast) Erase. Secure File Erase the mode the MFP uses
whenever it deletes files. The default mode, Non-Secure, is the fastest, but it provides no
security for the data that remains on the hard drive. It only removes the file references to the
data, but does not actually alter the data.

The recommended mode, Secure (Fast) Erase, overwrites file data with a single pass of
arbitrary characters. This renders the data virtually unrecoverable while taking a reasonable
amount of time. Secure (Fast) Erase mode takes more time than the default mode does, but
considerably less time than Secure Sanitize Erase does.

Secure Sanitize Erase overwrites files with three passes to ensure that the data is completely
unrecoverable. It uses a method that meets stringent DOD requirements to render the data
destroyed. Secure Sanitize Erase slows down MFP performance considerably. You should
use Secure Sanitize Erase only for circumstance where the data is extremely sensitive or
where the network is required to meet DOD standards.

Use Secure Storage Erase often, and configure options for scheduling. Secure Storage
Erase is a feature that uses the Secure File Erase mode to delete files from MFP storage on
a schedule or on demand. It guarantees that nothing is left behind during routine MFP
operations. You may wish to use the Secure (Fast) Erase for normal MFP operation, and
configure Secure Sanitize Erase for Secure Storage Erase on demand. This will allow better
performance during normal use and better security when you can choose a time that is
convenient for lower performance.

You should also configure scheduled Secure Storage Erase to be sure that all data is removed
regularly.

5.2.6  Digital Sending and Fax Options

Fill in the Default From Address, and select Prevent users from changing the Default
From Address. The Default From Address setting allows you to place a standard and
consistent address in the From field of emails sent from the MFP. Selecting Prevent users
from changing the default from address ensures that users are unable to tamper with the
address in the From field. These features ensure that nobody can use the MFP to spoof
identity or provide erroneous addresses. Consider using a From address that describes the
location or the type of MFP, or use a real From address for a location that can monitor reply
messages.

With the Default From Address configured, no one can change the From address in email
messages sent by the MFP. The address you create is the only address anyone can use. Keep
this in mind as you choose an address for this setting.

You may wish to consider using email address authentication, which authenticates the user’s
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own email address at the LDAP server and places it in the From address. This configuration
does not allow users to change the From address.

e Configure the Fax PIN number. With this feature configured, the MFP requires a code at the
control panel before it will release fax jobs for printing. This ensures that authorized users are
present at the time of printing. Unauthorized people are less likely to see printed faxes.

With the fax PIN configured, the MFP will not release a fax job to anyone without the PIN.
The MFP will hold a fax job on the MFP hard drive until someone prints it (according to fax
job settings). However, Secure Storage Erase removes all non-system files including fax
jobs. Thus, if someone is not available to print a fax, the fax job could be lost to Secure
Storage Erase before the fax can be printed. Be sure to plan for this as you configure these
settings.

NOTE: Stored faxes are not affected by Job Storage settings such as Job Hold Timeout.

6 Physical Security

Many of the most notable features of a HP LaserJet 4345 MFP involve hard copy documents.
The MFP can print them, scan them, send them to email, send them to network folders, send
them to other printers, and fax them. Handling hardcopy documents can involve a variety of
activities that can lead to compromise of data security:

e Leaving documents in the print output trays exposed to possible unauthorized viewers.

e Leaving documents in Automatic Document Feeder (ADF) or on the flatbed scanner exposed
to possible unauthorized view.

Physical security also involves access to the location where an MFP is installed. Limiting

physical access to an MFP can easily prevent many security risks from unauthorized users. Such

risks include the following:

e Access to configurations in the control panel
e Access to power cycle the MFP, to initiate cold resets, and to change other configurations
e Access to removable storage devices such as hard drives and memory cards

e Access to input trays, output trays, and automatic document feeder trays where hardcopy
documents may be left after processing

e Access to network cables connected to the MFP
e Access to digital sending services and features
e Access to stored print jobs (depending on settings)

e Access to copy features (unauthorized overuse of resources such as toner and paper)

You can help minimize all of these risks by placing the MFP in an access-controlled location. HP
LaserJet 4345MFPs also accommodate locks to protect access to removable storage devices. Use
a lock, such as a Kensington Lock, as recommended in the HP LaserJet 4345 MFP User Guide.
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7 Appendix 1: Glossary of Terms and Acronyms
The following table lists terms and acronyms found in this checklist:

Term

Description

MFP

Multi-Functional Peripheral — An MFP is a device that includes
multiple capabilities such as print, copy, fax, and email (digital
sending). This checklist covers the HP LaserJet 4345 MFP, which
includes all of these functions.

The HP LaserJet 4345 MFP provides monochrome printing, color
scanning, fax, and email. It can perform other functions with additional
solutions: digitally sending documents to network folders, LAN fax, or
work flows. However, this checklist covers the HP LaserJet 4345 MFP
only as it comes shipped and installed on a network. Thus, in this
context, digital sending refers to the send to email capability, and fax
refers to analog fax (fax via telephone lines). This context also assumes
that the MFP is connected to a LAN via Ethernet cables.

EWS

Embedded Web Server — The embedded web server is a web page built
into the MFP to provide status and configuration settings. The EWS is
accessible over network lines using any Web browser connecting to the
MFP network IP address.

WIA

HP Web Jetadmin — HP Web Jetadmin is a peripheral management tool
that provides access to multiple devices for status and configuration. It
is capable of configuring multiple MFPs simultaneously. Web Jetadmin
is the recommended tool for configuring all settings in this checklist.

Digital sending

Digital sending is a function of the MFP that sends scanned documents
to email destinations. Digital sending can also be upgraded to send
scanned documents to network destinations on networks with Digital
Sending Service software installed. This checklist assumes that the
MFP is installed and used as shipped without upgraded solutions, and
thus in this context, digital sending refers only to send to email
functions.

Analog fax

Analog fax is fax functions via telephone lines. HP LaserJet 4345
MFPs are available with analog fax functions with a fax module
installed. The fax module is available in most HP LaserJet 4345 MFP
bundles and it is covered in this checklist. HP LaserJet 4345 MFPs are
also capable of sending fax via LAN fax or internet fax using additional
solutions on the network. LAN fax and Internet fax are not covered in
this checklist.

Firmware

Firmware is the program that operates the MFP. It controls all functions
of the MFP. Firmware is upgraded as HP improves it. New firmware is

available searching for it by product at hp.com. This checklist assumes

that the MFP is upgraded with the latest firmware.
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Term

Description

Storage device

A storage device is a component that stores data. The MFP includes
two types of storage devices: hard drive, and Compact Flash cards.

The MFP hard drive stores two types of data: system data, such as
configurations, that is part of the firmware and user data such as print
jobs and address books.

The MFP compact flash cards store system information such as
firmware data and fonts.

Formatter

The formatter is the main circuit board of the MFP. It is similar to the
motherboard of a PC. The formatter of HP LaserJet 4345 MFPs
accommodates the MFP hard drive, the Compact Flash cards, the
Jetdirect card, the CPU, the analog fax accessory card, and the DC
Controller, which is the power supply for the MFP. The formatter also
accommodates accessories such as wireless cards for the MFP.

Since the formatter of an HP LaserJet 4345 MFP is removable (using
common tools), it includes the capability to be locked using devices
such as Kensington locks.

Scanner , ADF, or
flatbed scanner

The top of the MFP is a scanner that converts paper documents into
digital images for copy, fax, or digital sending. The scanner can scan a
document in two ways: Automatic Document Feeder (ADF) or flatbed.

The ADF is the top of the MFP. It is the cover of the flatbed scanner
(see below). The ADF draws sheets into a paper path from an input tray
similar to the input paper tray on a printer. It runs each sheet past the
scanner and places it in an output tray.

The flatbed scanner is a flat pane of glass under a cover (the ADF) that
opens to allow placement of one sheet for scanning. The flatbed
scanner is for documents such as folded paper or books that will not go
through the ADF.

SNMPv3

SNMPv3 is a secure network protocol that encrypts network traffic. It
is available with Web Jetadmin, but it requires configuration at Web
Jetadmin and at the MFP.

Microsoft® is a U.S. registered trademark of Microsoft Corporation.

Adobe and PostScript are trademarks of Adobe Systems Incorporated.

© Copyright 2005 Hewlett-Packard Development Company, L.P.
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