Chapter 7
Configuring RIP

Routing Information Protocol (RIP) is an IP route exchange protocol that uses a distance vector (a number
representing distance) to measure the cost of a given route. The costis a distance vector because the cost often
is equivalent to the number of router hops between the HP routing switch and the destination network.

An HP routing switch can receive multiple paths to a destination. The software evaluates the paths, selects the
best path, and saves the path in the IP route table as the route to the destination. Typically, the best path is the
path with the fewest hops. A hop is another router through which packets must travel to reach the destination. If
the HP routing switch receives a RIP update from another router that contains a path with fewer hops than the
path stored in the HP routing switch’s route table, the routing switch replaces the older route with the newer one.
The routing switch then includes the new path in the updates it sends to other RIP routers, including HP routing
switches.

RIP routers, including HP routing switches, also can modify a route’s cost, generally by adding to it, to bias the
selection of a route for a given destination. In this case, the actual number of router hops may be the same, but the
route has an administratively higher cost and is thus less likely to be used than other, lower-cost routes.

A RIP route can have a maximum cost of 15. Any destination with a higher cost is considered unreachable.
Although limiting to larger networks, the low maximum hop count prevents endless loops in the network.

HP routing switches support the following RIP types:
¢ Version 1

e V1 compatible with V2

e Version 2 (the default)

ICMP Host Unreachable Message for Undeliverable ARPs

If the routing switch receives an ARP request packet that it is unable to deliver to the final destination because of
the ARP timeout and no ARP response is received (routing switch knows of no route to the destination address),
the routing switch sends an ICMP Host Unreachable message to the source.

RIP Parameters and Defaults

The following tables list the RIP parameters, their default values, and where to find configuration information.

RIP Global Parameters

Table 7.1 lists the global RIP parameters and their default values, and indicates where you can find configuration
information.
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Table 7.1: RIP Global Parameters

Parameter

Description

Default

See page...

RIP state

Routing Information Protocol version 2

Note: You can change the RIP version on individual
interfaces. See Table 7.2 on page 7-3.

Disabled

7-3

Administrative
distance

The administrative distance is a numeric value
assigned to each type of route on the router.

When the routing switch is selecting from among
multiple routes (sometimes of different origins) to the
same destination, the routing switch compares the
administrative distances of the routes and selects the
route with the lowest administrative distance.

This parameter applies to routes originated by RIP.
The administrative distance stays with a route when it
is redistributed into other routing protocols.

120

Redistribution

RIP can redistribute routes from other routing
protocols such as OSPF and BGP4 into RIP. A
redistributed route is one that a routing switch learns
through another protocol, then distributes into RIP.

Disabled

7-7

Redistribution
metric

RIP assigns a RIP metric (cost) to each external route
redistributed from another routing protocol into RIP.
An external route is a route with at least one hop
(packets must travel through at least one other router
to reach the destination).

This parameter applies to routes that are redistributed
from other protocols into RIP.

1 (one)

7-8

Update interval

How often the routing switch sends route updates to
its RIP neighbors

30 seconds

7-10

Advertising and
learning default
routes

The router can advertise default routes to its RIP
neighbors and learn default routes from the
neighbors.

Note: You also can enable or disable this parameter
on an individual interface basis. See Table 7.2 on
page 7-3.

Disabled

7-10

Advertising and
learning with
specific
neighbors

The routing switch learns and advertises RIP routes
with all its neighbors by default. You can prevent the
routing switch from advertising routes to specific
neighbors or learning routes from specific neighbors.

Learning and

advertising permitted

for all neighbors

7-11
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RIP Interface Parameters

Table 7.2 lists the interface-level RIP parameters and their default values, and indicates where you can find
configuration information.

Table 7.2: RIP Interface Parameters

Parameter Description Default See page...
RIP version The version of the protocol that is supported on the Version 2 only 7-4
interface. The version can be one of the following:
* Version 1 only
e Version 2 only
e  Version 1, but also compatible with version 2
Metric A numeric cost the router adds to RIP routes learned | 1 (one) 7-5
on the interface. This parameter applies only to RIP
routes.
Advertising and Locally overrides the global setting. See Table 7.1 on | Disabled 7-10
learning of page 7-2.
default routes
Loop prevention | The method a router uses to prevent routing loops Split horizon 7-12
caused by advertising a route on the same interface Note: Enabli .
as the one on which the router learned the route. ote: ng ing p0|spn
reverse disables split
e Split horizon — The router does not advertise a horizon on the
route on the same interface as the one on which | interface.
the router learned the route.
e Poison reverse — The router assigns a cost of 16
(“infinite” or “unreachable”) to a route before
advertising it on the same interface as the one on
which the router learned the route.
Advertising and | You can control the routes that a routing switch learns | The routing switch 7-13
learning specific | or advertises. learns and advertises
routes all RIP routes on all
interfaces.

Configuring RIP Parameters

Use the following procedures to configure RIP parameters on a system-wide and individual interface basis.

Enabling RIP

RIP is disabled by default. To enable it, use one of the following methods. When you enable RIP, the default RIP
version is RIPv2. You can change the RIP version on an individual port basis to RIPv1 or RIPv1 with RIPv2
compatibility if needed.

USING THE CLI

To enable RIP on a routing switch, enter the following commands:

HP9300 (config)# router rip
HP9300 (config-rip-router)# exit
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HP9300 (config)# write memory
Syntax: [no] router rip
USING THE WEB MANAGEMENT INTERFACE

1. Log on to the device using a valid user name and password for read-write access. The System configuration
dialog is displayed.

2. Select the Enable radio button next to RIP.
3. Click the Apply button to apply the changes to the device’s running-config file.

4. Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

Changing the RIP Type on a Port

When you enable RIP, RIPv2 is enabled on all ports by default. You can change the RIP type to one of the
following on an individual port basis:

e Version 1 only

e Version 2 only (the default)

e Version 1, but also compatible with version 2

Use one of the following methods to change the RIP type supported on an individual port.
USING THE CLI

To change the RIP type supported on a port, enter commands such as the following:

HP9300
HP9300
HP9300
HP9300

config)# interface ethernet 1/1
config-if-1/1)# ip rip vil-only
config-if-1/1)# exit

config)# write memory

Syntax: [no] ip rip v1-only | vi-compatible-v2 | v2-only
USING THE WEB MANAGEMENT INTERFACE
To change the RIP version on an individual port:

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

Click on the Interface link to display the RIP interface table.

Click on the Modify button in the row for the port.

Select the RIP version from the pulldown menu. The default is version 2.
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Click the Apply button to save the change to the device’s running-config file.

NOTE: To apply the changes to all RIP interfaces, select the Apply To All Ports button instead of the Apply
button.

8. To configure settings for another port, select the port (and slot, if applicable) and go to Step 6.

9. Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.
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Configuring Metric Parameters

By default, a routing switch port increases the cost of a RIP route that is learned on the port by one. You can
configure individual ports to add more than one to a learned route’s cost. In addition, you can configure a RIP
offset list to increase the metric for learned or advertised routes based on network address.

Changing the Cost of Routes Learned on a Port

By default, a routing switch port increases the cost of a RIP route that is learned on the port. The routing switch
increases the cost by adding one to the route’s metric before storing the route.

You can change the amount that an individual port adds to the metric of RIP routes learned on the port. To do so,
use either of the following methods.

NOTE: RIP considers a route with a metric of 16 to be unreachable. Use this metric only if you do not want the
route to be used. In fact, you can prevent the routing switch from using a specific port for routes learned though
that port by setting its metric to 16.

USING THE CLI
To increase the cost a port adds to RIP routes learned in that port, enter commands such as the following:

HP9300 (config)# interface ethernet 6/1
HP9300 (config-if-6/1)# ip metric 5

This commands configure port 6/1 to add 5 to the cost of each route learned on the port.
Syntax: ip metric <1-16>
USING THE WEB MANAGEMENT INTERFACE

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
Click on the plus sign next to IP in the tree view to expand the list of IP option links.

Click on the Interface link to display the interface table.

Click on the Modify button in the row for the port.

Enter a value from 1 — 16 for the metric.

Click the Add button to save the change to the device’s running-config file.

To configure settings for another port, select the port (and slot, if applicable) and go to step 6.
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Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

Configuring a RIP Offset List

A RIP offset list allows you to add to the metric of specific inbound or outbound routes learned or advertised by
RIP. RIP offset lists provide a simple method for adding to the cost of specific routes and therefore biasing the
routing switch’s route selection away from those routes.

An offset list consists of the following parameters:
¢ An ACL that specifies the routes to which to add the metric.
e The direction:
* In applies to routes the routing switch learns from RIP neighbors.
¢ Out applies to routes the routing switch is advertising to its RIP neighbors.

e The type and number of a specific port to which the offset list applies (optional).
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The software adds the offset value to the routing metric (cost) of the routes that match the ACL. If a route matches
both a global offset list and an interface-based offset list, the interface-based offset list takes precedence. The
interface-based offset list's metric is added to the route in this case.

You can configure up to 24 global RIP offset lists and up to 24 RIP offset lists on each interface.
USING THE CLI
To configure a global RIP offset list, enter commands such as the following:

HP9300 (config)# access-list 21 deny 160.1.0.0 0.0.255.255
HP9300 (config)# access-list 21 permit any
HP9300 (config)# router rip

HP9300 (config-rip-router)# offset-list 21 out 10

The commands in this example configure a standard ACL. The ACL matches on all IP networks except 160.1.x.x.
When the routing switch advertises a route that matches ACL 21, the offset list adds 10 to the route’s metric.

Syntax: [no] <acl-number-or-name> in | out offset [ethernet <portnum>]

In the following example, the routing switch uses ACL 21 to add 10 to the metric of routes received on Ethernet
port 2/1.

HP9300 (config-rip-router)# offset-list 21 in ethernet 2/1
USING THE WEB MANAGEMENT INTERFACE

You cannot configure this option using the Web management interface.

Changing the Administrative Distance

By default, the routing switch assigns the default RIP administrative distance (120) to RIP routes. When
comparing routes based on administrative distance, the routing switch selects the route with the lower distance.
You can change the administrative distance for RIP routes.

NOTE: See “Changing Administrative Distances” on page 10-30 for a list of the default distances for all route
sources.

USING THE CLI

To change the administrative distance for RIP routes, enter a command such as the following:
HP9300 (config-rip-router)# distance 140

This command changes the administrative distance to 140 for all RIP routes.

Syntax: [no] distance <num>

USING THE WEB MANAGEMENT INTERFACE

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

Click on the General link to display the RIP configuration panel, shown in Figure 7.1 on page 7-10.

Edit the value in the Distance field.
Click the Apply button to save the change to the device’s running-config file.

To configure settings for another port, select the port (and slot, if applicable) and go to step 5.
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Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.
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Configuring Redistribution

You can configure the routing switch to redistribute routes learned through Open Shortest Path First (OSPF) or
Border Gateway Protocol version 4 (BGP4) into RIP. When you redistribute a route from one of these other
protocols into RIP, the routing switch can use RIP to advertise the route to its RIP neighbors.

To configure redistribution, perform the following tasks:

e Configure redistribution filters (optional). You can configure filters to permit or deny redistribution for a route
based on its origin (OSPF, BGP4, and so on), the destination network address, and the route’s metric. You
also can configure a filter to set the metric based on these criteria.

e Change the default redistribution metric (optional). The routing switch assigns a RIP metric of one to each
redistributed route by default. You can change the default metric to a value up to 16.

. Enable redistribution.

NOTE: Do not enable redistribution until you configure the other redistribution parameters. Otherwise, the
routing switch might redistribute routes that you plan to filter or otherwise modify.

Configuring Redistribution Filters

RIP redistribution filters apply to all interfaces. If redistribution is already enabled, the software begins using a
redistribution filter as soon as you configure it.

USING THE CLI

To configure a redistribution filter, enter a command such as the following:

HP9300 (config-rip-router)# deny redistribute 2 all 207.92.0.0 255.255.0.0
This command denies redistribution for all incoming routes received from the 207.92.0.0 network.

Syntax: [no] permit | deny redistribute <filter-num> all | bgp | ospf | static <ip-addr> <ip-mask>
[match-metric <value> | set-metric <value>]

The <filter-num> specifies the redistribution filter ID.

The all parameter applies redistribution to all route types.

The bgp parameter applies redistribution to BGP4 routes only.

The ospf parameter applies redistribution to OSPF routes only.

The static parameter applies redistribution to the static route only.

The <ip-addr> <ip-mask> parameters apply redistribution to the specified network and sub-net address.

The match-metric <value> parameter applies redistribution to those routes with a specific metric value; possible
values are from 1 — 15.

The set-metric <value> parameter sets the RIP metric value that will be applied to those routes imported into RIP.
The following command denies redistribution into RIP for all OSPF routes:

HP9300 (config-rip-router)# deny redistribute 3 ospf 207.92.0.0 255.255.0.0

The following command denies redistribution for all OSPF routes that have a metric of 10:

HP9300 (config-rip-router)# deny redistribute 3 ospf 207.92.0.0 255.255.0.0 match-
metric 10

USING THE WEB MANAGEMENT INTERFACE

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

2. Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
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3. Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

4. Click on the Redistribution Filter link.

e If the device does not have any RIP redistribution filters, the RIP Redistribution Filter configuration panel
is displayed, as shown in the following example.

e If a RIP redistribution filter is already configured and you are adding a new filter, click on the Add
Redistribution Filter link to display the RIP Neighbor Filter configuration panel, as shown in the following
example.

e If you are modifying an existing RIP redistribution filter, click on the Modify button to the right of the row
describing the filter to display the RIP Redistribution Filter configuration panel, as shown in the following
example.

RIP Redistribution Filter

TP Address: ||192.21.D.0
Mask: ||255 .255.0.0
Filter ID: ||1

Al:tion:lf* Deny | Permit
Protocol: [ A1 |€ Static| © OSPF|C BGP
Match OSPF Metric: |® Disable| © Enable

MMatch Metric: HD

Set RIP Metric: | Disable | O Enable

Set WMetric: ||D
ﬂl Deletel Resetl

Shew

[Home[Site Wap [Logout][ Save [Frame Enable|Disable [TELNET]

5. Enter an IP address and mask to filter on a specific network. You can use zeros (0.0.0.0) instead of a specific
interface to allow all IP addresses or mask ranges.

Enter the filter ID.
Select either Permit or Deny as the action.

Select the types of routes you want to filter on next to Protocol.
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Enable the Match Metric parameter if you want to limit the import of routes to only those that match the metric
specified in the Match Metric field.

10. Enable the Set Metric parameter to define and assign a specific metric to an imported route. If enabled, the
specified value overrides the default metric defined on the RIP configuration panel.

11. Click the Add button to save the change to the device’s running-config file.

12. Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

Changing the Redistribution Metric

When the routing switch redistributes a route into RIP, the software assigns a RIP metric (cost) to the route. By
default, the software assigns a metric of one to each route that is redistributed into RIP. You can increase the
metric that the routing switch assigns, up to 15.

USING THE CLI

To change the RIP metric the routing switch assigns to redistributed routes, enter a command such as the
following:
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HP9300 (config-rip-router)# default-metric 10

This command assigns a RIP metric of 10 to each route that is redistributed into RIP.
Syntax: [no] default-metric <1-15>

USING THE WEB MANAGEMENT INTERFACE

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

Click on the General link to display the RIP configuration panel, shown in Figure 7.1 on page 7-10.

Enter a value from 1 — 15 in the Redistribution Default Metric field.
Click the Apply button to save the change to the device’s running-config file.

To configure settings for another port, select the port (and slot, if applicable) and go to step 5.

© N o o ~ 0 DN

Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

Enabling Redistribution

After you configure redistribution parameters, you need to enable redistribution.
USING THE CLI

To enable RIP redistribution, enter the following command:

HP9300 (config-rip-router)# redistribution

Syntax: [no] redistribution

USING THE WEB MANAGEMENT INTERFACE

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

Click on the General link to display the RIP configuration panel, shown in Figure 7.1 on page 7-10.

Select Disable or Enable next to Redistribution.
Click the Apply button to save the change to the device’s running-config file.

To configure settings for another port, select the port (and slot, if applicable) and go to step 5.
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Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

Configuring Route Learning and Advertising Parameters

By default, an HP routing switch learns routes from all its RIP neighbors and advertises RIP routes to those
neighbors.

You can configure the following learning and advertising parameters:

e Update interval — The update interval specifies how often the routing switch sends RIP route advertisements
to its neighbors. The default is 30 seconds. You can change the interval to a value from 1 — 1000 seconds.

e Learning and advertising of RIP default routes — The routing switch learns and advertises RIP default routes
by default. You can disable learning and advertising of default routes on a global or individual interface basis.

e Learning of standard RIP routes — By default, the routing switch can learn RIP routes from all its RIP
neighbors. You can configure RIP neighbor filters to explicitly permit or deny learning from specific neighbors.

7-9
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Changing the Update Interval for Route Advertisements

The update interval specifies how often the routing switch sends route advertisements to its RIP neighbors. You
can specify an interval from 1 — 1000 seconds. The default is 30 seconds.

USING THE CLI

To change the RIP update interval, enter a command such as the following:

HP9300 (config-rip-router)# update 120

This command configures the routing switch to send RIP updates every 120 seconds.
Syntax: update-time <1-1000>

USING THE WEB MANAGEMENT INTERFACE

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

Click on the General link to display the RIP configuration panel, shown in Figure 7.1 on page 7-10.

Enter a value from 1 — 1000 in the Update Time field.
Click the Apply button to save the change to the device’s running-config file.

To configure settings for another port, select the port (and slot, if applicable) and go to step 5.
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Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

RIP

‘ Update Time (seconds): “30
| Redistribution: | # Disable © Enable Eedistribution Filter
Redistribution Default Metric: [1 ‘

l Distance: “_12?
Apply | Reset |

[Interface][Eoute Filter][Meishbor Filter]

[Heme][Site Wap [Logout][ Save[Frame EnableDisable [TELNET]

Figure 7.1 RIP configuration panel

Enabling Learning and Advertising of RIP Default Routes

By default, the routing switch does not learn or advertise RIP default routes. You can enable learning and
advertising of RIP default routes on a global or interface basis.

USING THE CLI

To enable learning of default RIP routes on a global basis, enter the following command:

HP9300 (config-rip-router)# learn-default

To enable learning of default RIP routes on an interface basis, enter commands such as the following:

HP9300 (config)# interface ethernet 1/1
HP9300 (config-if-1/1)# ip rip learn-default

Syntax: [no] learn-default
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USING THE WEB MANAGEMENT INTERFACE
To enable learning of default RIP routes:

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

Click on the Interface link to display the RIP interface table.

Click on the Modify button in the row for the port.

Select Disable or Enable next to Learn Default.

N o ok~ 0D

Click the Apply button to save the change to the device’s running-config file.

NOTE: To apply the changes to all RIP interfaces, select the Apply To All Ports button instead of the Apply
button.

8. To configure settings for another port, select the port (and slot, if applicable) and go to step 5.

9. Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

Configuring a RIP Neighbor Filter

By default, an HP routing switch learns RIP routes from all its RIP neighbors. Neighbor filters allow you to specify
the neighbor routers from which the HP routing switch can receive RIP routes. Neighbor filters apply globally to all
ports.

USING THE CLI

To configure a RIP neighbor filters, enter a command such as the following:
HP9300 (config-rip-router)# neighbor 1 deny any

Syntax: [no] neighbor <filter-num> permit | deny <source-ip-address> | any

This command configures the routing switch so that the device does not learn any RIP routes from any RIP
neighbors.

The following commands configure the routing switch to learn routes from all neighbors except 192.168.1.170.
Once you define a RIP neighbor filter, the default action changes from learning all routes from all neighbors to
denying all routes from all neighbors except the ones you explicitly permit. Thus, to deny learning from a specific
neighbor but allow all other neighbors, you must add a filter that allows learning from all neighbors. Make sure you
add the filter to permit all neighbors as the last filter (the one with the highest filter number). Otherwise, the
software can match on the permit all filter before a filter that denies a specific neighbor, and learn routes from that
neighbor.

HP9300 (config-rip-router)# neighbor 2 deny 192.16.1.170
HP9300 (config-rip-router)# neighbor 1024 permit any

USING THE WEB MANAGEMENT INTERFACE
To define a RIP neighbor filter:

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

2. Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
3. Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.
4. Click on the Neighbor Filter link.

e If the device does not have any RIP neighbor filters, the RIP Neighbor Filter configuration panel is
displayed, as shown in the following example.
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* If a RIP neighbor filter is already configured and you are adding a new filter, click on the Add Neighbor
Filter link to display the RIP Neighbor Filter configuration panel, as shown in the following example.

e If you are modifying an existing RIP neighbor filter, click on the Modify button to the right of the row
describing the filter to display the RIP Neighbor Filter configuration panel, as shown in the following
example.

RIP Neighbor Filter

[ mE

| Action: | ® Deny © Permit

‘Sourl:e IP: [195.21.14.60
|

Add | | Modiy | Delste | | Resst |

Show

[Heme[Site Wap [Logout][ Save[Frame Enable[Disable [TELNET]

Enter the filter ID.
Select either Permit or Deny as the action.
Enter the IP address of the RIP neighbor router.

Click the Add button to save the change to the device’s running-config file.

Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

To modify or delete a RIP neighbor filter:

1.

Log on to the device using a valid user name and password for read-write access. The System configuration
dialog is displayed.

2. Click on the plus sign next to Configure in the tree view to expand the list of configuration options.

3. Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

4. Click on the Neighbor Filter link.

5. Click the Modify or Delete button next to the filter that is to be changed or deleted. If you click Modify, enter
the changes to the Action or IP Address fields and then click the Modify button apply the changes. If you click
Delete, the filter is removed immediately.

6. Click the Add button to save the change to the device’s running-config file.

7. Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change

to the startup-config file on the device’s flash memory.

Changing the Route Loop Prevention Method

RIP can use the following methods to prevent routing loops:

Split horizon — The routing switch does not advertise a route on the same interface as the one on which the
routing switch learned the route. This is the default.

Poison reverse — The routing switch assigns a cost of 16 (“infinite” or “unreachable”) to a route before
advertising it on the same interface as the one on which the routing switch learned the route.

These loop prevention methods are configurable on an individual interface basis.

NOTE: These methods are in addition to RIP’s maximum valid route cost of 15.
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USING THE CLI
To enable poison reverse on an interface, enter commands such as the following:

HP9300 (config)# interface ethernet 1/1
HP9300 (config-if-1/1)# ip rip poison-reverse

Syntax: [no] ip rip poison-reverse
USING THE WEB MANAGEMENT INTERFACE
To enable RIP routing on individual interfaces:

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

Click on the Interface link to display the RIP interface table.

Click on the Modify button in the row for the port.

Select poison reverse.
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Click the Apply button to save the change to the device’s running-config file.

NOTE: To apply the changes to all RIP interfaces, select the Apply To All Ports button instead of the Apply
button.

8. To configure settings for another port, select the port (and slot, if applicable) and go to step 6.

9. Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

Suppressing RIP Route Advertisement on a VRRP or VRRPE Backup Interface

NOTE: This section applies only if you configure the routing switch for Virtual Router Redundancy Protocol
(VRRP) or VRRP Extended (VRRPE). See “Configuring VRRP and VRRPE” on page 12-1.

Normally, a VRRP or VRRPE Backup includes route information for the virtual IP address (the backed up
interface) in RIP advertisements. As a result, other routers receive multiple paths for the backed up interface and
might sometimes unsuccessfully use the path to the Backup rather than the path to the Master.

You can prevent the Backups from advertising route information for the backed up interface by enabling
suppression of the advertisements.

USING THE CLI
To suppress RIP advertisements for the backed up interface in Router2, enter the following commands:

Router2 (config) # router rip
Router2 (config-rip-router)# use-vrrp-path

Syntax: [no] use-vrrp-path
The syntax is the same for VRRP and VRRPE.
USING THE WEB MANAGEMENT INTERFACE

See “Configuration Examples” on page 12-30.

Configuring RIP Route Filters

You can configure RIP route filters to permit or deny learning or advertising of specific routes. Configure the filters
globally, then apply them to individual interfaces. When apply a RIP route filter to an interface, you specify
whether the filter applies to learned routes (in) or advertised routes (out).
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NOTE: A route is defined by the destination’s IP address and network mask.

NOTE: Once you define a RIP route filter, the default action changes from learning and advertising all routes to
denying all routes except the ones you explicitly permit. Thus, to deny specific routes but allow all other routes,
you must add a filter that allows all other routes. When you apply route filters to an interface, make sure you apply
the one that allows all routes as the last filter. Otherwise, the software can match on the permit all filter before a
filter that denies a specific route, and permit a route you intended to deny.

USING THE CLI
To configure RIP filters, enter commands such as the following:

HP9300 (config-rip-router

( # filter 1 permit 192.53.4.1 255.255.255.0
HP9300 (config-rip-router

(

(

4

# filter 2 permit 192.53.5.1 255.255.255.0
HP9300 (config-rip-router 6
HP9300 (config-rip-router 1

# filter 3 permit 192.53.6.1 255.255.255.0
# filter 4 deny 192.53.7.1 255.255.255.0

These commands explicitly permit RIP routes to three networks, and deny the route to one network.

Since the default action changes from permit to deny once you configure and apply a RIP filter, no other routes
can be learned or advertised on the interfaces to which you apply these filters.

Syntax: filter <filter-num> permit | deny <source-ip-address> | any <source-mask> | any [log]
The following commands deny a specific route and permit all other routes:

HP9300 (config-rip-router)# filter 5 deny 192.168.1.170 255.255.255.0
HP9300 (config-rip-router)# filter 1024 permit any any

USING THE WEB MANAGEMENT INTERFACE
To define a RIP route filter:

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

2. Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
3. Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.
4. Click on the Route Filter link.

e If the device does not have any RIP route filters, the RIP Route Filter configuration panel is displayed, as
shown in the following example.

¢ If a RIP route filter is already configured and you are adding a new filter, click on the Add Route Filter link
to display the RIP Route Filter configuration panel, as shown in the following example.

* If you are modifying an existing RIP route filter, click on the Modify button to the right of the row
describing the filter to display the RIP Route Filter configuration panel, as shown in the following
example.
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RIP Route Filter

C B

| Action: | ® Deny ' Permit

|Address: “209. 157.22
|
‘ MMask: ||255 .2Z55.255.0

Add || Modity | Delste | | Resst |

Shew | [Filter Group

[Heme[Site Wap [Logout][ Save[Frame Enable[Disable [TELINET]

Enter the filter ID.
Select either Permit or Deny as the action.
Enter an IP address and mask or the wildcard value, 0.0.0.0, to allow all routes.

Click the Add button to save the change to the device’s running-config file.
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Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

To modify or delete a RIP route filter:

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.

Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.

Select the Route Filter link.

Click on the Modify button or Delete button to the right of the row describing the filter.

If you are modifying a filter, see the procedure above for configuration information.

N o o k0D

Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change
to the startup-config file on the device’s flash memory.

Applying a RIP Route Filter to an Interface

Once you define RIP route filters, you must assign them to individual interfaces. The filters do not take effect until
you apply them to interfaces. When you apply a RIP route filter, you also specify whether the filter applies to
learned routes or advertised routes:

e Out filters apply to routes the routing switch advertises to its neighbor on the interface.
e Infilters apply to routes the routing switch learns from its neighbor on the interface.
USING THE CLI

To apply RIP route filters to an interface, enter commands such as the following:

HP9300 (config)# interface ethernet 1/2
HP9300 (config-if-1/2)# ip rip filter-group in 2 3 4

Syntax: [no] ip rip filter-group in | out <filter-list>
These commands apply RIP route filters 2, 3, and 4 to all routes learned from the RIP neighbor on port 1/2.
USING THE WEB MANAGEMENT INTERFACE

1. Log on to the device using a valid user name and password for read-write access. The System configuration
panel is displayed.
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2. Click on the plus sign next to Configure in the tree view to expand the list of configuration options.
3. Click on the plus sign next to RIP in the tree view to expand the list of RIP option links.
4. Select the Route Filter link.
5. Select the Filter Group link.
e If the device does not have any RIP filter groups, the Filter Group configuration panel is displayed, as
shown in the following example.
* If a RIP filter group is already configured and you are adding a new group, click on the Add RIP Route
Filter Group link to display the Filter Group configuration panel, as shown in the following example.
e If you are modifying an existing RIP filter group, click on the Modify button to the right of the row
describing the group to display the Filter Group configuration panel, as shown in the following example.
Filter Group
‘ Slot: [3_=JPort2 =]
| Direction: ¥’ In Fier ™ | Out Filter
Filter ID List: [1 2 5 10
[Show]
[Home][Site Map|[Logout][Save][Frame Enable[Disable [TELNET]
6. Select the port (and slot if applicable) to which you are assigning the filter.
7. Select either or both the In Filter and Out Filter options.
e Selecting In Filter applies the filters to all RIP updates received on the port.
e Selecting Out Filter applies the filters to all routes advertised on the port.
e Selecting both options applies the filters to both incoming updates and outgoing advertisements.
8. Click the Add button to save the change to the device’s running-config file.
9. Select the Save link at the bottom of the dialog. Select Yes when prompted to save the configuration change

to the startup-config file on the device’s flash memory.

Displaying RIP Filters

To display the RIP filters configured on the routing switch, use one of the following methods.

USING THE CLI
To display RIP filters, enter the following command at any CLI level:

HP9300> show ip rip

RIP R oute Filter Table
Ind ex Action Route IP Address Subnet Mask
1 deny any any
RIP N eighbor Filter Table
Ind ex Action Neighbor IP Address
1 permit any

Syntax: show ip rip
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This display shows the following information.

Table 7.3: CLI Display of RIP Filter Information

This Field...

Displays...

Route filters

The rows underneath “RIP Route Filter Table” list the RIP route filters. If no RIP route filters are configured on
the device, the following message is displayed instead: “No Filters are configured in RIP Route Filter Table”.

Index

The filter number. You assign this number when you configure the
filter.

Action

The action the router takes if a RIP route packet matches the IP
address and sub-net mask of the filter. The action can be one of the
following:

e deny — RIP route packets that match the address and network
mask information in the filter are dropped. If applied to an
interface’s outbound filter group, the filter prevents the router
from advertising the route on that interface. If applied to an
interface’s inbound filter group, the filter prevents the router from
adding the route to its IP route table.

e permit — RIP route packets that match the address and network
mask information are accepted. If applied to an interface’s
outbound filter group, the filter allows the router to advertise the
route on that interface. If applied to an interface’s inbound filter
group, the filter allows the router to add the route to its IP route
table.

Route IP Address

The IP address of the route’s destination network or host.

Subnet Mask

The network mask for the IP address.

Neighbor filters

The rows underneath “RIP Neighbor Filter Table” list the RIP neighbor filters. If no RIP neighbor filters are
configured on the device, the following message is displayed instead: “No Filters are configured in RIP

Neighbor Filter Table”.

Index

The filter number. You assign this number when you configure the
filter.

Action

The action the router takes for RIP route packets to or from the
specified neighbor:

e deny — If the filter is applied to an interface’s outbound filter
group, the filter prevents the router from advertising RIP
routes to the specified neighbor on that interface. If the filter
is applied to an interface’s inbound filter group, the filter
prevents the router from receiving RIP updates from the
specified neighbor.

e permit— If the filter is applied to an interface’s outbound filter
group, the filter allows the router to advertise RIP routes to
the specified neighbor on that interface. If the filter is applied
to an interface’s inbound filter group, the filter allows the
router to receive RIP updates from the specified neighbor.

Neighbor IP Address

The IP address of the RIP neighbor.
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USING THE WEB MANAGEMENT INTERFACE
To display RIP filter information:

1. Log on to the device using a valid user name and password for read-only or read-write access. The System
configuration panel is displayed.

2. Click on the plus sign next to Configure in the tree view.
3. Click on the plus sign next to RIP.
4. Select one of the following links:

* Neighbor Filter

* Route Filter

. Redistribution Filter
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