Configuring MAC Authentication in the HP ProCurve Wireless Access Point 420

Local MAC Authentication MAC Authentication Settings
MAC Authentication Mode | MAC Authentication System Default MAC Address Permission RADIUS Comments
Deny Allow
All MAC addresses denied unless
* permission specifically allowed
Local MAC authentication Local MAC Deny XX-XX=XX-XX-XX-XX Not needed [in MAC Authentication Table. Can

be combined with other methods
for improved security.

All MAC addresses allowed

* unless permission specifically
Local MAC authentication Local MAC Allow XX-XX=XX-XX-XX-XX Not needed |denied in the MAC Authentication
Table. Can be combined with other
methods for improved security.

RADIUS Server
Use PAP authentication and 12

MAC address permission contiguous characters for the Works with authentication
Remote MAC authentication |Radius MAC policy based on RADIUS MAC address i.e. 0030f18c83b4. MUST Open/Shared AND encryption
server configuration. User and password on the Disabled/WEP Static.

RADIUS server must be the
same.




