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News Advisory 

HP Extends Network Threat Protection with Next-
Generation Firewall  
New offering addresses need to protect users’ mobile and cloud 
interactions in the New Style of IT  

 

WASHINGTON, Sept. 17, 2013 — HP today unveiled its new family of HP TippingPoint 

Next-Generation Firewall (NGFW) appliances to further protect customers from threats 

introduced by mobile and cloud computing.  

 

Bringing to market five new models, HP is extending its network security portfolio to help 

organizations disrupt the adversary before the network is infiltrated. 

 

As computing becomes borderless, adversaries are increasingly bypassing network 

security with ease and taking advantage of vulnerabilities brought on by the growing 

number of applications and entry points. Attacks have also become more frequent and 

sophisticated, with the average enterprise reporting one network compromise per day 

and an average of four attempts per minute registered by existing perimeter controls. (1) 

 

“In a world where personal mobile devices dominate the workplace and organizations have 

less control of network access points, security solutions must extend protection beyond the 

perimeter to disrupt the adversary on all fronts,” said Rob Greer, vice president and general 

manager, Enterprise Security Products, TippingPoint, HP. “The introduction of the HP 

TippingPoint Next-Generation Firewall is a natural extension of our leading network 

solutions portfolio, enabling us to stop the attacks at every control point across and 

beyond the enterprise network.” 

 

Next-generation protection in the New Style of IT 
With the expansive growth in the demand for cloud, mobility and bring-your-own device 
(BYOD) technologies, organizations must be equipped to handle the challenges and risks 
that come with the evolving workplace environment. This “new style of IT” demands 
deeper integration of IT solutions to defend against potential security threats at the user 
interaction level. The HP TippingPoint NGFW is designed to address risks introduced by 
the use of each of these trends:    

 Cloud computing introduces new ways to access applications outside the enterprise 

and organizations must be able to secure interactions with enterprise cloud 

applications, such as Software-as-a-Service (SaaS) and cloud storage. The HP 

TippingPoint NGFW provides granular application control and visibility, allowing 

Editorial contact 

 

Kristi Rawlinson, HP 

+ 1 650 799 7061 

kristi.rawlinson@hp.com  

 

www.hp.com/go/newsro

om 

http://hp.com/go/ngfw
http://hp.com/go/ngfw
mailto:kristi.rawlinson@hp.com
http://www.hp.com/go/newsroom
http://www.hp.com/go/newsroom


 Page 2 of 4 

 

organizations to limit general access to cloud file transfer applications for certain 

employees if there is a concern that intellectual property may be stored outside of 

corporate policy. 

 Mobile computing introduces the need for broad visibility and control of applications 

regardless of where they are being accessed. Organizations must be protected from 

potential infections or breaches introduced by employees that connect to the corporate 

network remotely through their mobile devices. The HP TippingPoint NGFW enables the 

automatic blocking of stealth and malicious code that may enter the network with its 

egress blocking capabilities, which in turn prevents exfiltration of sensitive data to 

known command-and-control destinations. 

 BYOD policies allow personally owned devices into the workplace to keep employees 

productive and engaged; however, they sit at the edge of the network and out of reach 

of traditional IPS systems. To protect networks from potential threats introduced by 

these devices, organizations must put controls in place that operate at a network’s 

edge. The HP TippingPoint NGFW provides granular-level application policy controls, 

which can manage the interaction with popular consumer applications such as 

Facebook, Google and Twitter.  

 

“With a mission to provide our administrative staff and students with equal access to 

educational opportunities, it is critical that we embrace online and mobile tools that are 

fully protected from malware and cyberthreats,” said Mike Kunz, director, Technology, 

Collinsville Community School District. “The HP TippingPoint Next-Generation Firewall has 

afforded us this peace of mind, enabling broader visibility into potential vulnerabilities 

across our extended network, and ensuring our most sensitive data is secure.” 
 
HP TippingPoint NGFW series of appliances  

Expanding HP’s industry-leading portfolio, the HP TippingPoint NGFW is available in five 

models: 

 HP TippingPoint Next-Generation Firewall S1050F features 500Mbps throughput and 

250,000 concurrent connections and is used in branch network deployments. 

 HP TippingPoint Next-Generation Firewall S3010F and 3020F features 1Gbps/2Gbps 

throughput and 500,000/1,000,000 concurrent connections and is used in branch and 

campus network deployments. 

 HP TippingPoint Next-Generation Firewall S8005F and S8010F features 5Gbps/10Gbps 

throughput and 10/20 million concurrent connections and is used in core and data 

center network deployments. 

 

Effective network security requires proactive intrusion prevention and network visibility 

with the ability to centrally analyze network traffic and user behavior patterns. Leveraging 

the same HP TippingPoint Security Management System (SMS) that manages the leading 

HP TippingPoint Next-Generation Intrusion Prevention System (NGIPS), the new series of 

firewall appliances can be centrally managed from the network edge to the data center to 

protect data, applications and users. The complete portfolio also leverages advanced 

security research from HP TippingPoint DVLabs and the Zero Day Initiative (ZDI) along 
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with HP TippingPoint ReputationDV feeds, to proactively identify the latest threats and 

known command and control center-based attacks.  

 

Availability 

The series of HP TippingPoint Next-Generation Firewall appliances are available today. 

 

Additional information about the HP TippingPoint Next-Generation Firewall series is 

available at www.hp.com/go/ngfw. 

 

HP’s annual enterprise security event, HP Protect, is taking place Sept. 16-19 in 

Washington, D.C. 

 

HP’s premier EMEA client event, HP Discover, takes place Dec. 10-12 in Barcelona, Spain. 

 

About HP 

HP creates new possibilities for technology to have a meaningful impact on people, 

businesses, governments and society.  With the broadest technology portfolio spanning 

printing, personal systems, software, services and IT infrastructure, HP delivers solutions 

for customers’ most complex challenges in every region of the world.  More information 

about HP (NYSE: HPQ) is available at http://www.hp.com. 
 
(1) Ponemon Institute Research. 

 
This news advisory contains forward-looking statements that involve risks, uncertainties and assumptions. If 

such risks or uncertainties materialize or such assumptions prove incorrect, the results of HP and its 

consolidated subsidiaries could differ materially from those expressed or implied by such forward-looking 

statements and assumptions. All statements other than statements of historical fact are statements that could 

be deemed forward-looking statements, including but not limited to statements of the plans, strategies and 

objectives of management for future operations; any statements concerning expected development, 

performance, market share or competitive performance relating to products and services; any statements 

regarding anticipated operational and financial results; any statements of expectation or belief; and any 

statements of assumptions underlying any of the foregoing. Risks, uncertainties and assumptions include the 

need to address the many challenges facing HP’s businesses; the competitive pressures faced by  HP’s 

businesses; risks associated with executing HP’s strategy; the impact of macroeconomic and geopolitical trends 

and events; the need to manage third party suppliers and the distribution of HP’s products and services 

effectively; the protection of HP’s intellectual property assets, including intellectual property licensed from third 

parties; risks associated with HP’s international operations; the development and transition of new products and 

services and the enhancement of existing products and services to meet customer needs and respond to 

emerging technological trends; the execution and performance of contracts by HP and its suppliers, customers 

and partners; the hiring and retention of key employees; integration and other risks associated with business 

combination and investment transactions; the execution, timing and results of restructuring plans, including 

estimates and assumptions related to the cost and the anticipated benefits of implementing those plans; the 

resolution of pending investigations, claims and disputes; and other risks that are described in HP’s Quarterly 

Report on Form 10-Q for the fiscal quarter ended April 30, 2013 and HP’s other filings with the Securities and 

Exchange Commission, including HP’s Annual Report on Form 10-K for the fiscal year ended October 31, 2012. 

HP assumes no obligation and does not intend to update these forward-looking statements. 

 

© 2013 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change 

without notice. The only warranties for HP products and services are set forth in the express warranty 
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statements accompanying such products and services. Nothing herein should be construed as constituting an 

additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein. 


