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Continuous views of 
organizational IT risks
HP Continuous Monitoring Offering
Measuring the effectiveness of your real-time security to 
improve risk mitigation and resolution.

Boost your IT security 
posture

HP Continuous Monitoring (CM) enables you to 
constantly assess your IT security risk posture 
from all levels of the organization. It provides 
current security and compliance insights in 
real time, to help you improve your security 
situational awareness and make cost-effective 
risk-based decisions.

As cyber attacks have evolved in their 
intent, so, too, must your security defenses. 
Originally, cyber hackers were intent on 
making a name for themselves through 
notoriety and media attention. Although some 
“noisy” cyber attackers (such as Anonymous) 
still exist today, the majority of attacks 
are designed to remain undiscovered. By 
remaining quiet, individuals are able to spread 
throughout networks and, in some cases, 
use them as launching points to infiltrate 
additional networks. Stopping these attacks 
before they can extract information is the goal 
of all enterprises alike. To accomplish this, it 
requires departments and agencies to take a 
more proactive approach to monitoring their 
network security defenses.

Ultimately, the objective of continuous 
monitoring is simply to determine if the required 
architectural security control, implemented 
within information systems, remains effective 
over time despite inevitable environmental and 
operational changes. You need visibility into 
your hardware, software, firmware and threat 
space, as operations continue to evolve. In and 
of itself, CM does not provide a comprehensive  
enterprise-wide risk management approach; 
however, when CM is integrated with current 
policies and processes, it creates a strong 
overall risk management process. 

Get continuous monitoring

Enterprises are responsible for implementing 
and maintaining their individual Information 
Assurance (IA) programs to assess organizational 
compliance with laws, regulations, policies, 
etc. Until recently, these IA programs were 
based on a periodic checklist—or a snapshot in 
time of the organization’s security posture.

By implementing a CM program to replace 
the checklist-based periodic IA program, CM 
provides:

• Continuous feedback on the effectiveness of 
risk management activities and responses

• Real-time identification of changes to 
information systems and operational 
environments and correlation between 
those changes and how they affect your risk 
tolerance

• Verification of compliance to federal, state 
and local legislation, Executive Orders, 
Directives, policies, and Standards and 
Guidelines

• Reduced costs with system and application 
maintenance

Filling the Gaps

Due to the importance of the IA process within 
the public sector, Continuous Monitoring 
efforts have been mandated by the Office 
of Management and Budget (OMB) and 
funded by Congress. The Department of 
Homeland Security (DHS) recently released 
a five-year, $6B BPA for .gov agencies to 
procure CM products and services with 
access to centralized funding. State and local 
governments may also utilize the contract 
vehicle for CM purchases; however, they are 
not eligible for Congressional funding.  

Insight
• Measuring the 
 effectiveness of your  
 security can lead to  
 improved situational  
 awareness and the   
 ability to make cost- 
 effective risk-based  
 decisions.

• HP offers you a service 
 that, when paired with  
 current policies and 
 processes will   
 strengthen your  
 overall risk manage- 
 ment process.



Why HP

• The DHS BPA provides a centralized ordering 
mechanism for all federal, state and local 
agencies 

• HP is a Gartner-recognized market leader 
in cybersecurity products and services 
with extensive experience with designing, 
implementing and integrating solutions  

• HP has managed some of the largest and 
most complex IT networks in the U.S. 
Public Sector, protecting national critical 
infrastructures and commercial industries

• HP is a single-source provider of full lifecycle 
Continuous Monitoring solutions and is well 
positioned to support and integrate the  
DHS’s phased approach to building the  
CM suite of offerings

 
 

 
 
 
 
 

For more information

Learn more at: hp.com/go/cybersecurity

As an awardee of the DHS BPA, HP is following 
DHS’s lead by offering a subset of CM services 
(hardware/software asset management, 
configuration management, and vulnerability 
management) in the near term.  

As the requirements continue to be defined 
and and individual agencies are assuming 
increased levels of responsibility for systems 
and processes, DHS is taking a phased 
approach to launching CM services. 

The CM Phased Approach

HP’s CM offering currently supports two DHS 
task areas, with additional phases to follow 
once these are complete. 

How we can help

HP’s CM offering provides the analysis, design, 
installation, operation and maintenance of 
diagnostic sensors (tools) deployed to your 
network. It performs hardware and software 
asset management, performs configuration 
management, and performs vulnerability 
management. Integrating these four 
components provides a greater value than 
merely the sum of its parts.  

Using input from the sensors and your agency-
level dashboards, you can quickly and easily 
identify which issues to resolve first and 
empower your technical resources to prioritize 
and mitigate your risks. 
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