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HP Leads the Way in Latest NSS Labs 
NGIPS Group Test 

HP TippingPoint Next Generation IPS first to be 

evaluated and pass new 2012 test methodology 

 

 

 

PALO ALTO, Calif., Feb. 24, 2012 – HP today announced that HP 

TippingPoint has completed the most recent Network Intrusion Prevention 

IPS Group Test. 

NSS Labs tested the flagship HP TippingPoint 6100N Next Generation 

Intrusion Prevention System (NGIPS) with real-world traffic mixes and 

multiple exploit attack and evasion techniques.   

The HP TippingPoint 6100N NGIPS delivered 100 percent coverage 

against all evasions and attack techniques out of the box with no 

additional tuning. In addition, 88 percent of exploits were blocked with no 

tuning. When tuned, the HP TippingPoint IPS successfully blocked more 

than 91 percent of exploits. Measured against a real-world mix of traffic, 

the HP TippingPoint 6100N delivered 10.7Gbps of inspected throughput.  

HP TippingPoint 2012 NSS IPS Group Test Summary 

Product HP TippingPoint 6100N 
Evasions and attack techniques 
coverage 
(Tuned policy) 100.00% 
Evasions and attack techniques 
coverage (Recommended/”Out-of-the-
box” policy) 100.00% 

Exploit Percentage Blocked 
(Tuned policy) 91.10% 

Exploit Percentage Blocked 
(Recommended/”Out-of-the-box” 
policy) 87.80% 

Advertised Throughput 8Gbps 

Rated Throughput 10Gbps 

“Real-World Traffic” Throughput 10.7Gbps 
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The results of the testing prove that HP TippingPoint continues to pioneer 

Network Intrusion Prevention and establish its market leadership in NGIPS. 

The HP TippingPoint 6100N is the first IPS that NSS Labs has tested and 

passed as part of its 2012 IPS Group Test.  

“For multigigabit environments looking to upgrade defenses from their 

current IPS, the HP TippingPoint 6100N TOS 3.2.2 provides excellent 

protection,” said Vikram Phatak, chief technology officer, NSS Labs. “HP 

has demonstrated significant improvements in protection, and has passed 

all evasion, stability and leakage tests with an excellent blockage rate. In 

addition, the HP TippingPoint management system was easy to use and 

powerful, making it ideal for use in enterprise organizations or 

multitenanted environments such as service providers. Tuning and 

maintenance is simple and well thought out, making it a good choice for 

most any environment.” 

“As HP continues to innovate in the network security space, independent 

validation of our solutions is critical,” said Greg Adams, vice president, HP 

TippingPoint, Enterprise Security Products, HP.  “The outstanding 

independent test results of our recommended and tuned policy settings 

show that the HP TippingPoint IPS product, backed by our industry-leading 

HP DVLabs security intelligence and research organization, provides 

customers the assurance that their organization is protected.” 

What differentiates HP TippingPoint from the pack? 

In addition to industry-leading NGIPS solutions, HP TippingPoint delivers 

intelligence research through HP DVLabs. The HP DVLabs team defines, 

develops and delivers NGIPS security services, including Reputation DV, 

Application DV, Web Application DV, Digital Vaccine Toolkit and Digital 

Vaccine filter service. When combined with the HP TippingPoint Security 

Management System (SMS) and ThreatLinQ security portal, organizations 

get instant visibility into the global threat environment, along with 

integrated event data, resulting in better policy decision making, better 

device management, and a better security posture for their networks. 

More information about HP TippingPoint solutions is available at 

www.hpenterprisesecurity.com/ 

HP will be demonstrating its solutions at RSA Conference 2012, Feb. 27-

March 2, at the Moscone Convention Center, San Francisco, in booth 

http://www.hpenterprisesecurity.com/
http://www.rsaconference.com/events/2012/usa/mightier.htm
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1717.  

HP’s premier client event, HP Discover, will take place June 4-7 in Las 

Vegas.  

About HP 

HP creates new possibilities for technology to have a meaningful impact on 

people, businesses, governments and society. The world’s largest 

technology company, HP brings together a portfolio that spans printing, 

personal computing, software, services and IT infrastructure to solve 

customer problems. More information about HP (NYSE: HPQ) is available 

at http://www.hp.com. 
 

This news advisory contains forward-looking statements that involve risks, uncertainties and 

assumptions. If such risks or uncertainties materialize or such assumptions prove incorrect, the results of 

HP and its consolidated subsidiaries could differ materially from those expressed or implied by such 

forward-looking statements and assumptions. All statements other than statements of historical fact are 

statements that could be deemed forward-looking statements, including but not limited to statements of 

the plans, strategies and objectives of management for future operations, including execution of 

restructuring and integration plans; any statements concerning expected development, performance or 

market share relating to products and services; any statements regarding anticipated operational and 

financial results; any statements of expectation or belief; and any statements of assumptions underlying 

any of the foregoing. Risks, uncertainties and assumptions include macroeconomic and geopolitical 

trends and events; the competitive pressures faced by HP’s businesses; the development and transition 

of new products and services (and the enhancement of existing products and services) to meet customer 

needs and respond to emerging technological trends; the execution and performance of contracts by 

HP and its customers, suppliers and partners; the protection of HP's intellectual property assets, 

including intellectual property licensed from third parties; integration and other risks associated with 

business combination and investment transactions; the hiring and retention of key employees; 

expectations and assumptions relating to the execution and timing of restructuring and integration 

plans; the resolution of pending investigations, claims and disputes; and other risks that are described 

in HP’s Annual Report on Form 10-K for the fiscal year ended October 31, 2011 and HP’s other filings 

with the Securities and Exchange Commission.  HP assumes no obligation and does not intend to 

update these forward-looking statements. 

© 2012 Hewlett-Packard Development Company, L.P. The information contained herein is subject to 
change without notice. The only warranties for HP products and services are set forth in the express 

warranty statements accompanying such products and services. Nothing herein should be construed as 
constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions 
contained herein. 
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