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Executive Summary 
In December 2008, HP commissioned Forrester Consulting to determine how the global economic 
downturn would affect IT priorities and technology deployments in 2009 and how these changes 
would reshape backup and recovery priorities, budgets, and strategies. 

In conducting in-depth surveys with 152 IT decision-makers and influencers at US enterprises, 
Forrester found that in 2009, despite the economic downturn, a majority of companies will keep 
spending the same or increase spending on backup and recovery.1 Furthermore, they will 
accelerate their adoption of disk-based backup and data protection solutions in order to improve 
recovery capabilities, back up virtual servers more effectively, and secure data with encryption and 
the elimination of physical tape transport. But because budgets will stay the same or increase only 
slightly, enterprises must fund this evolution to disk-based data protection with their existing 
budgets. This means that backup software solutions, disk appliances, and virtual tape libraries 
(VTLs) must integrate easily into the existing IT environment, solve core backup and recovery 
challenges, optimize capacity, and limit any kind of risk exposure — in short, they must have a 
compelling value proposition and positive total cost of ownership (TCO) compared to existing 
approaches. 

Key Findings 
Forrester’s study yielded five key findings: 

• During the economic downturn, companies will focus on consolidating IT, helping 
the company achieve regulatory compliance, and securing the company’s sensitive 
data. As a result, companies will expand the use of server virtualization and storage 
capacity optimization techniques to facilitate the consolidation as well as reduce IT 
footprint. They will also deploy more disk-based data protection technologies to keep data 
online for improved backup and recovery but also faster access and to reduce reliance on 
tape — which will help eliminate physical tape handling and transport and so mitigate the 
risk of lost or stolen tapes. 

• The economic downturn will not significantly impact backup and recovery budgets 
and continued adoption of disk-based data protection. According to our study, 59% of 
respondents plan to increase spending, 27% say budgets will stay the same, and only 14% 
plan to decrease budgets. All 152 respondents in the survey already use or plan to deploy 
some form of disk-based data protection, such as an appliance or VTL as a disk target, 
snapshots, replication, or online backup service. 

• In 2009, companies remain focused on solving fundamental backup challenges 
including: improving recovery objectives, improving success rates, and backing up 
virtual servers. Not surprisingly, when respondents were asked what were the motivations 
of the deployment of disk-based data protection, responses closely mirrored the challenges 
and priorities for 2009: improve speed of recovery (64%), improve success rates (59%), 
and improve the speed of backups (55%). 

• Deduplication will become mainstream in the next 12 months. According to our study, 
7% of companies have already deployed deduplication, while 22% currently have pilot 
deployments and another 56% plan to deploy it in the next 12 months. Whether it’s 
compression, deduplication, or virtual full capabilities, companies want capacity 
optimization techniques and see these techniques as essential, not special, features of 
disk-based data protection solutions. 
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• Server virtualization will have a significant impact on backup and data protection 
strategies. According to our study, 22% of respondents say it will have a major impact, and 
45% of respondents say it will impact their backup and recovery strategies. As companies 
expand the use of server virtualization across IT and also increase the ratio of virtual 
machines (VMs) to physical hosts, traditional backup methods break down. But what new 
approach do companies prefer? That’s not entirely clear yet, but there seems to be some 
preference to sticking with an upgrade of their existing backup application and replacing 
tape with disk as the backup target. 
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Why Companies Struggle With Backup 
Even before the economic downturn, backup and recovery was a challenge for most companies. In 
addition to some of the inherent challenges associated with backup, companies face additional 
challenges: 

• There is more data to back up than ever before. There is simply too much data that IT 
operations must back up. Enterprises now measure the amount of data they must back up 
in hundreds of terabytes (see Figure 1-1). In addition, 75% of the respondents expect data 
capacities to increase in 2009 despite the economic downturn, and of these respondents, 
52% expect growth rates of greater than 40% (see Figure 1-2 and see Figure 1-3). 

• There is less planned downtime during which to complete backups. In the past, IT 
operations had 12 hours each night of the work week and the entire weekend to complete 
backups. But this is changing because many companies — particularly online retailers, 
financial services firms, and companies with a global presence — must operate IT systems 
24x7 or close to it. There is less and less time during which IT operations can take 
applications offline to actually perform backups. Shrinking windows coupled with increasing 
amounts of corporate data to protect mean that IT operations professionals cannot continue 
their current backup strategy. 

• Business owners want more frequent backups and faster restores. It's difficult enough 
to complete one backup each day; now, business owners want two or more. They have 
become more sensitive to data loss and unplanned downtime. Performing only one backup 
each day for a given application or data set without additional backups will result in 8 to 12 
hours of data loss. If the backup data is stored on tape, restore time will depend on whether 
the tapes are still in the library and drives are available. To limit data loss, IT operations 
must perform more frequent backups, and to limit unplanned downtime, it must improve the 
performance of restores. 
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Figure 1-1: The Amount Of Data That Must Be Backed Up 
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Base: 152 IT and backup decision-makers and influencers 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 
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Figure 1-2: Data Growth and Figure 1-3: Data Growth Rates 
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The Impact Of The Economic Downturn On IT 
The global economic downturn will put significant pressure on IT organizations to cut costs. As a 
result, IT decision-makers will need to reprioritize projects and initiatives and fight for their 2009 
budget. 

Consolidation And Risk Mitigation Top IT Priorities 
According to our study, consolidation, regulatory compliance, and data security are the top three IT 
initiatives for 2009 (see Figure 2). These results aren’t surprising because: 

• Consolidation is the key to further cost reductions. In 2009, companies will continue to 
consolidate servers, storage, and other IT infrastructure to reduce hardware, power, and 
cooling costs and to free up space in data centers that are out of space. 

• The financial meltdown will fuel additional regulatory oversight and litigation. Given 
the financial meltdown of bellwether financial services firms in the US, massive government 
bailouts worldwide, and new financial accounting scandals, companies can expect more 
scrutiny as well as litigation in the coming years. This will not only require additional IT 
controls but will also put more pressure on IT to retain data for longer periods of time as 
well as provide fast search and retrieval of this data to comply with audits and eDiscovery 
requests. 

• Companies want to secure their intellectual property and protect their reputations. In 
an economic downturn, companies can’t afford to have their names in the press, so they 
must take extra precaution to ensure that sensitive customer and employee data are 
secure. State privacy laws in the US require companies to inform affected individuals if their 
personal data has been compromised. Security breaches and lost or stolen backup tapes 
can cost a company millions of dollars in notification cost, fines, and lawsuits.2 
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Figure 2: 2009 IT Priorities 
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Base: 152 IT and backup decision-makers and influencers 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 

(percentages may not total 100 because of rounding) 

Virtualization, Capacity Optimization, And Disk-Based Data 
Protection Top IT Deployments 
New IT priorities will require a change in technology deployment and use plans in 2009. According 
to our study, respondents will focus on expanding server virtualization, determining how they can 
optimize storage capacity, and deploying more disk-based data protection technology (see Figure 
3). Why are these technologies so important? 

• Expanded server virtualization will drive further consolidation and accelerate the 
return on investment of current deployments. There is no doubt that server 
virtualization saves money, but there is an opportunity to save more. In 2009, companies 
will not only continue the expansion of server virtualization in production, but they will also 
increase the ratio of VMs to physical hosts. The higher the ratio, the more companies can 
save on physical hardware costs. 

• Capacity optimization drives storage consolidation and reduces costs. With data 
growth rates of 40% or more, IT cannot pursue a business-as-usual strategy in storage. To 
control spiraling storage costs, companies must improve storage utilization rates and 
reduce capacity requirements through capacity optimization techniques such as thin 
provisioning in the production environment, virtual fulls, compression, and deduplication in 
the backup environment. 
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• Disk-based data protection will improve backup and recovery and lay the 
groundwork for enhanced disaster recovery (DR) capabilities. In order to reduce risk 
and better secure corporate data, companies must improve the performance of backup and 
recovery as well as eliminate the physical transport of tape with disk-based data protection 
solutions. Disk-based data protection solutions have the added benefit of not only 
improving local backup and recovery capabilities but also improving DR capabilities, with 
affordable remote snapshot and replication functionality. 

Figure 3: 2009 Technology Use And Deployment Plans 
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Base: 152 IT and backup decision-makers and influencers 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 

Backup Budgets Increase To Meet Capacity And Address Key 
Challenges 
Despite the economic downturn, the majority of respondents to our survey don’t expect budgets for 
backup and recovery to decrease (see Figure 4-1). In fact, 27% of respondents expect budgets to 
stay the same, and 59% of respondents expect their budgets to increase. This isn’t surprising given 
that companies expect data capacity to continue to increase in 2009 and because top IT priorities 
for 2009 include achieving regulatory compliance and securing data. But it’s important to note that 
of the 50% of respondents who expect budgets to increase, 40% expect budgets to increase 
slightly. So IT still has to be selective about its future technology deployment and use plans in 
backup. 
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Figure 4-1: 2009 Backup And Recovery Budgets 
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Base: 152 IT and backup decision-makers and influencers 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 

(percentages may not total 100 because of rounding) 

How will companies spend their 2009 backup and recovery budgets? According to our survey, 
companies are focused on improving fundamental backup and recovery capabilities and operations 
such as (see Figure 4-2): 

• Improving recovery time and recovery point capabilities. Business owners and 
application owners demand faster system and data recovery for mission-critical and 
business-critical applications such as email, ERP, and CRM applications. In addition, end 
users demand more granular recovery capabilities. They want the ability to restore their 
own individual files and email without the need to submit a ticket to the IT help desk and 
wait for a lengthy restore. 

• Improving success rates of backup and restores. Backup solutions are a complex 
ecosystem of software, client agents, media servers, corporate and storage networks, disk 
systems, and tape systems. As a result of this complexity, when backups complete with 
errors, restores fail, or there are performance problems, determining the root cause of 
these issues is time-consuming because of the complexity. 

• Backing up virtual servers. As companies expand the use of server virtualization and 
increase the ratio of VMs to physical hosts, backing up these VMs becomes a challenge 
because of the performance limitation of the physical host. IT operations must rethink VM 
backups. 
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Figure 4-2: 2009 Backup And Recovery Priorities 
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Companies Turn To Disk-Based Data Protection To 
Solve Backup Challenges 
With data growing at double-digit rates each year and backup windows shrinking dramatically or 
altogether, enterprises are increasingly incorporating disk-based data protection into their backup 
strategies. Today, a majority of enterprises are shifting to disk as the first line of protection, thanks 
to less disruptive offerings such as VTLs and advanced technologies like snapshots that are now 
easier to manage.3 The economic downturn will not impact the continued adoption of disk-based 
data protection technologies. All 152 respondents in the survey already use or plan to deploy some 
form of disk-based data protection (see Figure 5-1). In addition, enterprises will store as much data 
on disk as is cost-effective before ultimately vaulting the data to tape for long-term retention. 
According to our survey, of respondents who already have deployed a backup to disk appliance or 
VTL, more than 60% are storing data on disk for six months or longer (see Figure 5-2). 

Figure 5-1: Current And Planned Adoption Of Backup And Data Protection Technologies 
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Base: 152 IT and backup decision-makers and influencers 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 
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Figure 5-2: Retention Of Data On Disk 
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Base: 85 respondents who already use a backup to disk appliance or VTL 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 

What are the advantages of disk-based data protection? Its key advantages are faster backups, 
even faster restores, reliability, and advanced functionality such as snapshots and replication. While 
the capital acquisition cost of disk still remains more expensive than tape on a per terabyte basis, 
the difference in price between the two has narrowed as disk prices have declined dramatically over 
the past five years. In addition, capacity optimization techniques, such as compression and 
deduplication, together with ease of use and reliability have significantly improved the TCO of disk. 

When respondents were asked what motivated them to adopt or plan to adopt disk-based data 
protection, 64% selected a need “to improve the performance of restores,” 59% selected “to 
improve the success rates of backups and recoveries,” and 55% selected “to improve the speed of 
backups” (see Figure 5-3). 
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Figure 5-3: Disk-Based Data Protection Adoption Drivers 
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Base: 152 respondents who have already deployed or plan to deploy a disk-based data protection solution 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 

Evaluating Disk Appliances And VTLs 
One means of introducing disk into your backup strategy is to replace tape with disk as the target of 
backups. It’s possible to back up data to any conventional disk systems most enterprises prefer to 
back up to a disk target that was designed as a backup target, such as a VTL or other specialized 
disk appliance. The advantages of a VTL or other specialized appliance versus a conventional disk 
system are that they are easier to deploy and easier to manage, they offer data replication 
functionality for DR and to electronically vault data off-site, and they offer capacity optimization 
techniques such as compression and deduplication. When asked what enterprises consider the 
most important features of an appliance or VTL, more enterprises selected integration with the 
existing backup ecosystem, encryption, and replication as important or very important (see Figure 
6). 
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Figure 6: Disk Appliances And VTL Requirements 
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Base: 152 respondents who have already deployed or plan to deploy a disk-based data protection solution 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 

Evaluating Backup And Recovery Software 
Another means of introducing more disk into backup and recovery is to deploy a backup application 
that supports not only backup to tape but also backup to disk, snapshots, replication, and even 
continuous data protection. Forrester refers to this consolidation of recovery management under a 
single pane of glass as unified data protection. When asked what enterprises consider the most 
important features of data protection software, more enterprises selected the ability to back up 
virtual servers, integration with existing IT systems and applications, and encryption as important or 
very important (see Figure 7). 
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Figure 7: Backup Software/Data Protection Software Requirements 
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Base: 152 IT and backup decision-makers and influencers 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 

Deduplication Goes Mainstream 
Deduplication is one method for optimizing capacity. It eliminates redundant data with pointers to a 
shared copy of the data. It can be performed by the backup application software itself (referred to as 
source deduplication) or by the VTL or disk appliance (referred to as target deduplication). 
Deduplication will help reduce the capacity required to store backups, and it will also help 
companies store more data on disk for longer periods before vaulting the data to tape. Forrester 
regards deduplication and other capacity optimization techniques as required features in either the 
data protection software or the disk target. 

Current and planned adoption of deduplication technology is quite high. According to our study, 7% 
of respondents have already deployed deduplication, 22% are piloting deduplication, and 56% of 
respondents plan to deploy deduplication in the next 12 months (see Figure 8-1). Given the current 
and planned adoption, it’s clear that enterprises not only see the value and importance of 
deduplication but also feel confident in the solutions currently available in the market. 

Has deduplication lived up to its promise? It will still take more time to tell, but of those respondents 
who have already deployed deduplication, the majority is seeing deduplication ratios of between 
10:1 and 20:1 (see Figure 8-2). 
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Figure 8-1 and 8-2: Deduplication Adoption And Ratios 
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Enterprises Still Use Their Backups As Archives 
According to the study, 91% of respondents use their backups as archives (see Figure 9). This has 
been the typical approach to archiving for a long time, but it’s not one that Forrester recommends 
enterprises continue with.4 Backups and archives serve very different purposes. Backups create 
duplicate copies of data for recovery purposes while archiving migrates data from production 
systems to an archive repository for one or all of the following reasons: 1) to comply with 
regulations; 2) to mitigate the cost of legal discovery; 3) to retain corporate intellectual property; 
and/or 4) to achieve operational efficiencies. In addition, when it comes to archiving data to satisfy 
regulatory or legal discovery requirements, the archiving software and storage have unique 
characteristics that ensure the integrity, immutability, and authenticity of the data. 

Using your backups as archives exposes the company to significant risks and costs in a regulatory 
audit or legal discovery filing, and it also negates the operational benefits of archiving, which 
includes reducing storage costs through the reclamation of expensive disk storage in the production 
environment and improving the performance of databases and email applications by reducing their 
size. Having a separate archiving strategy will also improve your backup strategy. Forrester has 
seen many companies reduce their backup retention schedules to 30 days or less when they no 
longer have to use their backups as archives. When you only have to retain backups for 30 days, 
it’s very feasible to eliminate tape in backup. 

Many enterprises are aware of the need to separate backup and archiving but find it cost-prohibitive 
to invest in separate archiving software and supporting disk and tape infrastructure. The fact that 
until recently, an enterprise had to invest in separate software offerings for email, file, and database 
archiving compounded the problem. This is changing. Vendors are consolidating archiving 
functionality into a single software offering, and enterprises can use a single, massively scalable 
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disk system as the target for all archives. In addition, while backup and archiving must remain 
separate, it’s possible to at least leverage some of the same infrastructure for both. Vendors are 
increasingly offering backup and archiving capabilities in the same software offering or offering 
consolidated agents across two offerings that are closely aligned. Storage vendors will offer disk 
appliances and VTLs that enterprises can partition to support backup and archiving capacity and 
apply software-based “write once, read many” (WORM) to the archiving partition to provide data 
immutability. 

Figure 9: Majority Of Enterprises Use Backups As Archives 

 

Base: 152 IT and backup decision-makers and influencers 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 
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Server Virtualization Will Accelerate Adoption Of 
Disk-Based Data Protection 
Enterprise adoption of x86 server virtualization is mainstream. Virtualization is no longer deployed in 
just test and development environments but also in production environments. In fact, many large 
enterprises now have hundreds or thousands of VMs to manage. Server virtualization has greatly 
reduced infrastructure costs, but it has also complicated backups — and backup was already 
complicated. When you run multiple VMs on a single physical host, you may not have enough 
processing power, memory, or I/O to back up these VMs within your available maintenance window. 
As the ratio of VMs to physical host increases, many enterprises will have to rethink their current 
approach to backup. It comes as no surprise that our survey revealed server virtualization 
backup/protection as the most important feature that enterprises consider when they evaluate 
backup software (refer back to Figure 7). 

Many of the major backup and recovery software applications now have special integration with 
leading server virtualization vendors to facilitate off-host backups, and new vendors that offer 
specialized data protection software just for virtual environments have emerged. Whether you 
upgrade your existing backup application to gain the new VM integration or you opt for a specialized 
offering, you must change the way you currently perform backups. And you must upgrade to disk 
because the integration features from major backup vendors and the new vendor offerings all 
require some type of disk target. 

When we asked enterprises how server virtualization will impact backup strategy, 77% said it would 
have an impact or major impact on their strategy (see Figure 10-1). An overwhelming majority of 
enterprises, almost 94%, agree or strongly agree that as a result of server virtualization, they are 
expanding the use of disk in backup (see Figure 10-2). When it comes to software, enterprises are 
open to different approaches to solve VM backup; 91% of respondents agree or strongly agree that 
they want to solve VM backup with their existing software, but 88% of respondents also agree or 
strongly agree that they are currently evaluating new software. 

Enterprises also believe that deduplication can help solve some of the VM backup challenges; 84% 
of respondents agreed or strongly agreed that VM backup software must provide deduplication. In 
this case, the primary driver is not to save capacity but to reduce the amount of backup data that 
must be transmitted. Deduplication can help alleviate some of the I/O constraints of the physical 
host and the corporate network. It is just one technique that can alleviate bandwidth constraints. 
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Figure 10-1: The Impact Of Server Virtualization On Backup And Data Protection Strategy 
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“On a scale of 1-5 where 1 equals “No impact at all” and 5 equals “Major impact”, 
how much do you anticipate server virtualization will impact your backup/data protection 

strategy in the next 12 months?”

 

Base: 152 IT and backup decision-makers and influencers 
Source: A commissioned study conducted by Forrester Consulting on behalf of HP, December 2008 

Figure 10-2: How Will Enterprises Solve Server Virtualization Backup? 
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Summary And Recommendations 
The economic downturn will force IT professionals to prioritize consolidation to reduce costs and 
initiatives that help the enterprise reduce risk by achieving regulatory compliance and securing 
sensitive data. To facilitate consolidation and cost reductions, IT will expand the use of server 
virtualization and take advantage of capacity optimization techniques in both production and backup 
environments. This means IT will need to determine how to effectively back up potentially hundreds 
of VMs across the environment and leverage capacity optimization techniques such as virtual fulls, 
compression, and deduplication. To achieve regulatory compliance and secure sensitive data, IT 
will need to focus on primary security and risk tenets of confidentiality, integrity, and availability of 
data. Availability of data requires IT to perform regular backups and to ensure that data is 
recoverable no matter what. Confidentiality and integrity require IT to ensure that the proper 
authorization and access controls are in place across IT and to ensure that data is encrypted in 
flight and at rest. 

In addition to these new IT priorities, IT professionals are still faced with capacity requirements that 
are growing between 40% and 60% per year, increasing recovery demands from business and 
application owners, and longer-data-retention requirements. IT can’t achieve these priorities and 
solve all of its existing challenges with its current backup strategies and infrastructure. As tape 
libraries come off warranty and software licenses are up for renewal, it’s a good time to rethink your 
entire backup strategy from software to target and even blur the lines between backup and DR to 
develop a more comprehensive data protection strategy. And while backup and recovery budgets 
aren’t expected to decline, most enterprises can expect them to stay the same or increase slightly 
to accommodate the additional data growth. This means you’ve got to fund this transformation with 
your existing budget, not new capital investment. Forrester recommends the following for 
enterprises: 

• Focus on the TCO of end-to-end data protection solutions. When evaluating solutions, 
enterprises must take into account not only the capital acquisition cost of the solution (i.e., 
the cost to acquire and implement the software and hardware) but also the ongoing 
operational costs (i.e., labor, ongoing license fees, maintenance, upgrades, and services 
such as off-site tape vaulting) and facilities costs (i.e., power and cooling, data center 
footprint). These costs must be offset by the benefits of the solution. Benefits might include 
reducing the cost of downtime because of improved recovery capabilities, the ability to 
increase the ratio of VMs to physical hosts because of advanced backup functionality, 
managing increasing amounts of backup data with the same number of storage 
administrators, reducing the data center footprint required for backup infrastructure, etc. 
Enterprises should project these costs and benefits out over at least three years. When 
companies look at this more complete picture, they will often find that the TCO of disk or 
disk-plus-tape data protection strategy is much better than that of tape. 

• Don’t let backup inhibit the aggressiveness of your server virtualization plans. If you 
want to achieve a much higher ratio of VMs to physical host, you can’t back up individual 
VMs like physical servers. As you increase the ratio of VMs to physical host, it becomes 
almost impossible to complete backups during your defined maintenance windows. You 
have no choice; you must rethink your approach to VM backup. You have several options 
to consider, including: 1) determining whether your existing backup software has or will 
have native GUI integration with your hypervisor’s backup interface (this facilitates an off-
host backup of VMs); 2) evaluating the ability to snapshot VMs with the networked storage 
supporting your VM environment; or 3) evaluating entirely new backup software designed 
for virtual environments. Whatever option you go with, you will need to back up to disk first, 
so be prepared to accelerate your adoption of disk. Also, understand how the backup 
software vendor has adjusted its licensing for virtual environments. 
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• As you accelerate your adoption of disk, understand all the approaches to capacity 
optimization. With data still growing at 40% per year, you need to leverage every possible 
capacity optimization technique at your disposal. Deduplication plays a critical role in 
capacity optimization; the average enterprise can expect deduplication ratios of 10:1 to 15:1 
in its backup environment. In addition to deduplication, enterprises should consider other 
capacity optimization techniques such as virtual fulls. Enterprises normally take a full 
backup at least once a week, followed by daily incrementals. With virtual fulls, enterprises 
perform one full backup followed by daily incrementals for an extended period of time — 
months or years — depending on the backup software. In addition, each backup represents 
a full backup; the burden isn’t on you to restore the last full and all the subsequent 
incrementals — the software handles that for you. With virtual fulls, you reduce not only the 
amount of data transmitted over the network but also how much disk you need to store 
backups. Compression is still important too; many disk appliance and VTLs compress and 
deduplicate data to achieve their reduction ratios, and in some cases, enterprises that don’t 
have a lot of redundancy in their data and backups will opt not to pay a premium for 
deduplication when native hardware compression capabilities reduce data by 2:1. 

• Consider the best place to encrypt data and how best to manage encryption keys. 
Based on the results of this survey, it’s clear that encryption is a priority for enterprises. But 
there are multiple approaches to encryptions, and where in the IT stack encryption is 
performed will have a big impact on the performance of backups, index, and search 
capabilities and the ability to compress and deduplicate data. Rather than make this 
decision alone, IT infrastructure and operations professionals should work together with 
their security counterparts to understand if all data needs to be encrypted and at what point 
in the process it needs to be encrypted. Even more importantly, enterprises need to have a 
strong key management solution in place. With the keys to encrypt the data, you won’t be 
able to recover your data. A strong key management solution must manage keys from 
multiple sources, provide quorum-based recovery, and also replicate or escrow keys to 
another site for DR purposes. 
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Appendix A: Methodology 
In December 2008, Forrester Consulting conducted an online survey of 152 IT decision-makers and 
influencers in the US. In this survey: 

• All 152 respondents were from enterprises. Forrester defines enterprises as companies 
and organizations that have 1,000 or more employees. Fifty-six percent of respondents 
were from enterprises with 1,000 to 4,999 employees, 32% were from enterprises with 
5,000 to 19,999 employees, and 12% were from enterprises that had 20,000 or more 
employees. 

• All respondents were knowledgeable of their company’s backup and recovery 
environments and were also influencers or decision-makers in the planning and purchasing 
of backup and recovery solutions. Forty percent of respondents stated they were the “head 
of IT,” 14% stated they “reported directly to the head of IT,” and 45% stated they were “a 
manager within IT.” 

• Respondents were from a variety of industries. 
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Appendix B: Supplemental Material 
Related Forrester Research 
“State Of Enterprise Disaster Recovery Preparedness: Q3 2008” by Stephanie Balaouras, January 
7, 2009 

“Q&A: Top Questions About VMware Backup” by Stephanie Balaouras and Galen Schreck, July 14, 
2008 

“2008 Trends In Backup And Data Protection” by Stephanie Balaouras, April 2, 2008 

“Will Data Deduplication Finally Make Disk As Cheap As Tape?” by Stephanie Balaouras, July 23, 
2007 
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Appendix C: Endnotes 
                                                      

1 Forrester defines an enterprise as an organization that has 1,000 or more employees. 

2 All things considered, a security breach can cost you anywhere between $90 and $305 per record. 
This means that the cost of a single significant breach may run into millions or even billions of 
dollars. See the April 10, 2007, “Calculating The Cost Of A Security Breach” report. [42082] 

3 According to enterprise interviews, data growth coupled with shrinking backup windows is the 
main driver of disk-based data protection adoption. Because disk provides significantly faster 
backups and restores than tape, enterprises use disk as a staging area or “cache” before data is 
vaulted to tape. It is also used as the backup target for mission-critical applications that have a low 
tolerance for downtime and require almost-immediate data restore. See the November 17, 2006, 
“Disk-Based Data Protection Forecast: 2006 To 2011” report. [40036] 

4 When it comes to archiving data to satisfy regulatory or legal discovery requirements, the 
employed software and storage have unique characteristics that ensure the integrity, immutability, 
and authenticity of the data and also ensure that it can be retrieved in a reasonable amount of time 
to comply with audits or legal discovery filings. This is a key point to digest because it means that 
you must invest in the appropriate technology for data retention and not attempt to repurpose 
existing software, infrastructure, and IT processes — in particular, the data backup ecosystem — 
for data archiving. See the November 17, 2006, “Backup Versus Archiving: Firms Need Separate 
Strategies For Each” report. [40528] 


