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1. Introduction & Overview

This document provides an overview of the security and connectivity features supported by HP Designlet and
PageWide XL printers as of October 2018.

The security features described in this document make the HP DesignJet and PageWide XL printer series particularly
well suited for deployment in environments where network, data, and access control security are important.

In this document, you will find:

e The description of the features, where to configure them and some recommended values (Section 2,
Security concepts explanation).

e Description of the advanced printing workflows that can be used with the HP Designlet (only
T1700/26/29+/76 Pro/Z9+ Pro) and PageWide XL printers (Section 3, Advanced workflows).

e The tables summarizing the new and existing security features of the HP DesignJet and PageWide XL
printer series and how they are configured using the control panel, Embedded Web Server and/or HP Web
Jetadmin (WJA). Please make sure that your printer has the latest firmware version to benefit from all the
security features (Section 4, Large Format printers: security features summary).

e The table summarizing the new and existing security features of the HP Scanners compatible with the HP
DesignJet and PageWide XL printers (Section 5, Large Format scanners: security features summary).

e The list of ports used by the printer and the effect of keep them blocked (Section 5, Ports used in HP
printers).

NOTE: If your printer is not listed in the table, then these features are not implemented.

2. Security concepts explanation
2.1 Device security

UEFI secure boot

It prevents the loading of unauthorized operating systems (0S) during system startup. This feature is compliant with
the UEFI specification. Non-configurable feature.

HP Secure Boot

HP Secure Boot is another security feature that further protects the printer during boot process by making the BIOS
validate its own integrity at the very start before continues execution. Secure Boot ensures a clean bootup to avoid
any usage of external software installed in the printer and blocking backdoors to prevent hacking of the BIOS of the
device.

To achieve this, file whitelisting ensures that the firmware and datafiles are originals and not modified or replaced
files by unknown sources.
Security Event Logging (Sysslog)

Security Event Logging ensures the device can register all the security-related events. It is achieved through
integration with Splunk and McAfee’s SIEMS.

All sensitive information, such as keys and passwords, are stored in an independent hardware item. To access this
hardware, the system uses different keys, protecting the printer’s identity when authenticating.
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Integration with SIEM tools

SIEM tools are software products and services that result from the combination of Security Information Management
and Security Event Management. They provide real-time analysis and recording of security alerts generated by
applications and network hardware.

Connection Inspector

Connection Inspector monitors the printer connections to the internet, detecting patterns from malicious software
connections and acts on them. It can display 3 different system errors, based on severity:

e Warning
e Severe Continuable

e Severe not Continuable (requires printer restart). By restarting the printer, during the disk check, traces and
injected malware will be cleared.

Firmware protection

All HP portfolio use signed firmware package, that means firmware packages are digitally signed by the HP Code
Signing group.

The printer is able to check the authenticity of any firmware and install only those signed by HP.

It is really important to keep the printer updated with the latest firmware, that provides you the highest security and
new features.

The firmware can be updated in various ways, although not all them are available in all the printers:

e Plugging a USB drive with the firmware file in the root folder.
e Sending the firmware file through EWS.
e Sending the firmware file through the port 9100, as any other job.

e Activating the Automatic Firmware Upgrade (AFU): This function connects the printer with the HP server,
checks if there is a new firmware and downloads it. The installation should always be launched from EWS
or printer control panel.

Despite the signature system, the recommendation is to protect the printer from unauthorized firmware upgrades:

e Protect the EWS access with an admin account (see section 2.2.6, Embedded Web Server (EWS) access
control).

e Disable the firmware upgrade from USB (see section 2.2.7, USB drive control)

e Use the Automatic Firmware Upgrade to download the firmware.
2.2 Device configuration protection

Disable protocols

In some cases, you might want to disable all protocols that you do not plan to use to access your printer. For example,
you might prevent users from sending files via ftp or connecting through telnet to manage the printer network
settings. You can disable unused protocols through the Mgmt. Protocols option in the Embedded Web Server, or the

6



HP DesignJet and PageWide XL Printers

Network Enable Features in Web Jetadmin.

@ HP Designjet T2300 PostScript
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In the HP DesignJet T830 MFP/T730 printer and HP DesignJet T200/600/Studio Printer, the network Management

Protocols can be configured from the Network > Advanced Settings menu.
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Security Features

NETWORK

+ General

+ Wired (802.3)

+ Wireless (802.11)

+ Wi-Fi Direct

+ AirPrint™

+ Internet Printing
Protocol

— Advanced Settings

Certificates
Management Protocol
802.1X Authentication
Bonjour

SNMP

WINS

SLP

LPD

LLMNR

Port 9100 Printing
Microsoft Web Services
Syslog

Advanced DHCP Settings

7 HP DesignJet T830 MFP
Embedded Web Server

Search

Home Scan WebServices Network Tools Settings

Advanced Settings
Certificates

Certificate Options

Printer Certificate

By default, a pre-installed self-signed printer certificate is created to identify this printer. You can change this
certificate to more accurately identify the printer and to update the length of time the certificate is valid.

Status: Installed (View) m
Certificate Authority (CA) Certificate

A Certificate Authority (CA) certificate is required for some authentication methods. For example, it is used to
verify the certificate of the e-mail server and to verify the 802.1x authentication server.

I T R N

SNMP compatibility

SNMP is a protocol to get printer information and to configure it. SNMPv3 is its encrypted version. Enabling it, only
the client applications knowing the keys will be able to access the printer using this protocol.

The main benefits of using SNMPv3 are:

e Integrity: protects data flowing from side-to-side from being modified by a third party.

e Authentication: verifies the data source.

e Encryption: protects data from being accessed by a third party.

e Access control: restricts the Managed Device data that can be accessed by each Network Management

System.

You can enable and disable the SNMPv3 agent from your printer. You may set up an account that allows a
management application to access the SNMPv3 agent.

The recommendation is to work with SNMPv3 and keep SNMPv1/v2 disabled if your system allows it.
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Pratocol Info [®] Disable SNMPVIA2

Configuration Page
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To enable or change an SNMPv3 setting, values must be entered in all three fields.

Disable connectivity interfaces

Depending on the printer series, there are some USB network interfaces that can be disabled to restrict access to the
printer through these interfaces.

In some products, you caninstall a Jetdirect card to add extra security features, in this case, you might want to disable
the onboard Ethernet.

The HP Jetdirect 640n is a print networking device that offers high-speed wired functionality, easy set-up, full
manageability, backward compatibility and enterprise-class security features.

|deal for enterprise and workgroup SMBs requiring full-featured, secure, and backward-compatible print
management of printers and MFPs over shared, wired networks.
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Features: Print at high speed over gigabit networks

Security Features

e Quickly connect to shared printers and MFPs throughout your office, over a gigabit network.

See http://www8.hp.com/emea_africa/en/products/print-servers/product-detail.html?0id=5305778 for

Maintain rigorous standards through IPv6 network features: more IP addresses than IPv4 and IPsec security.

Help reduce administration and operation costs with off-the-shelf functionality and backward compatibility.

more

information about the Jetdirect card.

If you enable or disable a connectivity option, the printer will automatically restart. Keep in mind that disabling a
connectivity option could cut off network access to the printer. As a security measure, you cannot disable the

connection that you use to access the Embedded Web server.

(& HP Designjet T1200 PostScript - Security - Windows Internet Explarer

| HP Designiet TL200 PostSeript - Serurity |

/2] HP Designjet T1200 PostScript

NPIAG343D / 16.23.45.148
T seun

Configuration

Security

Frinter settings

Maintenance
Firmware update

Paper preset management Checkto disable or uncheck to ens

Disabiz on-board Gigabit Etharnet *
Disable USB

Select an option to set the level of the control pane! access lock:
® Unlock
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(== s
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SEEL Access Control
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Date & Time = Access controlis currently disabled. To enable access control you must set the administrator user account

able connectivity options. If any of them are changed, the printer will automatically restart.

Note: * To disable this interface you should acoess the EVS through a diffarent network interface.

Control Panel Access Lock

Printer status: (£ Replace G cartridge &3
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") HP DesignJet T830 MFP

Embedded Web Server Search »

Home Scan WebServices Network Tools  Settings

SETTINGS Security
Administrator Settings

+ Power Management
Enable/Disable Features

+ Preferences
YOu €an customize your printer by enabling or disabling the features available from the list below. After a feature has
been disabled, it is not available from the embedded web server (EWS) or printer control panel.
- Security
Note:
Password Settings 1. If Printer Update is disabled, Web Services will be disabled, as well.

+ Email Alerts Enable All

+ Restore Defaults + Connectivity
) + Network Settings
+ Firewall
+| Web Services Settings
+| Printer Settings
—| Memory Device/Direct Port Settings
| Host USB (USB Flash Drive/Mass Storage)
& Open/Print fram USB Devices

4 Save to USB (Scan to USB)

L Direct Ports

+

Printer Updates

Control Panel Access

The DesignJet and PageWide technologies allow the printer administrator to lock some features in the control panel
of the device. Currently, there are two modes of control access “Control Panel Access Lock” and “Access Control”,
depending on the model. To use these features, it is compulsory to define an administrator account and password.

In some printers, when setting an Embedded Web Server admin password, you also restrict access to certain front
panel features by default. The protected features on the front panel are:

22.1.17

Network connectivity & Internet connectivity
Control firmware upgrades

Reset factory defaults

External hard disk connection

Security

Control Panel Access lock

The control panel access lock is a feature intended for IT administrators, which enables them to lock the device's
control panel by using either the HP Web Jetadmin or the printer's Embedded Web Server (depending on the printer
model). This feature prevents unauthorized users from accessing some features on the control panel. Administrators
can specify the level of access as follows:

Unlock

Minimum lock
Moderate lock
Intermediate lock

Maximum lock

This option can be enabled from the HP Web Jetadmin as shown below:

11
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| Status | Corfig |Alerts || Groups || Reports | Supplies || Storage || Applications || Detailed Info || Capabities | Troubleshoot || Fimware |
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This option can also be enabled from the T1200 Embedded Web Server as shown below:

Security Features
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HP Designjet T1200 PostScript
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The following table shows the features enabled or disabled for each lock level:

Lock level Functionality locked when the Lock level is set

0-Unlock

1 —Minimum Lock

Resets, CIP config, Security, Service Menu 1

2 —Moderate Lock

Resets, CIP config, Security config
Connectivity, AFU, IDS workflows, System info, Job Queue

3 — Intermediate Lock

Resets, CIP config, Security
Connectivity config, AFU, IDS workflows, System info, Job Queue
Media mgmt. workflows, Pause printer, Maintenance & IQ workflows

4 — Maximum Lock

Resets, CIP config, Security

Connectivity config, AFU, IDS workflows, System info, Job Queue
Media mgmt. workflows, Pause printer, Maintenance & IQ workflows
Any settings, Connectivity info, IDS info, Paper Info, Cancel jobs, Calibration info

12
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Grouped by categories:

Security Features

Actions Permission denied if FP lock level is at least:

Settings App Access 4 - Maximum
Connectivity App Access 4 - Maximum
Connectivity App Details Access 2 - Moderate
Settings App Internet connectivity 2 - Moderate
Settings App Connectivity Troubleshooting 2 - Moderate
IDS App Access 4 - Maximum
IDS App Actions i.e. replacement, alignment, etc. 2 - Moderate
IDS Widget — Access to IDS App 4 - Maximum

IDS Widget — Cartridge Replacement

3 - Intermediate

Settings App Inks Entry Access

3 - Intermediate

Paper App Access 4 - Maximum
Paper App Load Media 3 - Intermediate
Paper App Unload Media 3 - Intermediate
Paper App Change Paper Type 3 - Intermediate
Paper Widget — Access to Paper App 4 - Maximum
Settings App Paper Entry Access 4 - Maximum
Printer Information App Access 4 - Maximum
Printer Information App AFU Access 2 - Moderate
Job Queue App Access 2 - Moderate
Pause printing 3 - Intermediate
Cancel printing 4 - Maximum
Settings App Calibration Info Entry Access 4 - Maximum

Settings App IQ maintenance Entry Access: Test plots,
Align PH, 1Q

3 - Intermediate

Settings App Maintenance Entry Access

3 - Intermediate

Settings App System Entry Access 2 - Moderate
Settings App CIP Entry Access 1 - Minimum
Settings App Restore Factory Settings 1 - Minimum
Settings App FW Update 2 - Moderate
Settings App Printer Logs 3 - Intermediate
Settings App Allow SNMP 1 - Minimum

Settings App Service Level 1

1 - Minimum — PIN needs to be provided

NOTE: When the Intermediate or Maximum locks are set, you will not able to load/unload paper or replace
printheads/ink cartridges without first unlocking the front panel. These options should only be set in specific
circumstances where the implications are known and understood.

NOTE: None of these levels locks the copy, scan, or print applications.

13
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When the control panel is locked, the applicable menus show a ‘lock’ symbol in the front panel. If a user attempts to
access a “locked” menu entry, a warning message is displayed.

Default printing options
Access denied.

Contact the printer
administrator

NOTE: In PageWide XL, when the user attempts to access a “locked” menu, the printer asks for the User password
that is not available when the Control Panel Access Lock is used. To insert the Admin password, click on the top left
corner.

Printer authentication

Enter password to unlock this option

User password

Cancel 0K

2212 Access Control

The Access Control page is placed in the Setup tab, in the subsection called Access Control.

This function allows you to manage at least three roles of use (depending on the firmware version), defining which
applications are available for each of them.

The Control Panel Access Lock (Setup > Security) should be set to unlocked (see 3.5.1. Control Panel Access Lock).

How to configure Access Control

The Access Control page has three main sections for the three main actions that can be performed:

¢ Sign-in methods: this section shows the enabled sign-in methods that can be used to signin to the device.

o Device user accounts: in this section you can create, edit or delete the user accounts that are available on
the printer.

¢ Sign-in and permission policies: here you can set up the sign-in requirements for specific tasks and restrict
user access by role.

14
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a.

b.

i

Configuration
Printer seftings
Security

Access Control

HP ePrint connectivity
Email server

Address Book
Notification

Scan to network

Dats & Time

Anonymous usage information
storage

Maintenance
Firmware update

Paper management

[ etworking | Gustomer imahement rogran | support ]
Access Control [2|

Enabled sign-in methods can be used tosign in at the device.

| on Local device Local accounts have access codes bstween 4 and 8 digits long. Accounts are stored on product hard disk. |

Device user accounts

When using device user accounts, paople will sign in at the device using an access cods. A permission sst is assigned to each account

I T S e XS

Sign-In and Permissions Policies

You can set sign-in requirements for specific tasks, and restrict access by users who have not signed in ("Guesls") tospecific features. Permissions can be applied to local user accounts stored on
the printer.

Optimize quality application 7] L]
= Administration
About printer application =]
Network settings ) 4] Ll
Network application il a []
Print quality settings &
Ink settings i
Prepare printer for reshipment =
Restore factory settings 1] la] O
Usage application | 4] Ll
Copy application i
1 Print application
Print application ¥}
Color print setting 1]
Print from USB 1]
Ink application %]
12l Paper application
Paper application =
= —

Sign-in methods

Figure T - Access Control page

This section shows the enabled sign-in methods that can be used to sign in on the device.

Currently, sign-in methods are Local device, LDAP and Windows Sign-in (Kerberos).

Sign-in methods

Enabled sign-in methods can be used to sign in at the device

Status Setup

Sign-in method Description

On Device user accounts Local device Lecal accounts have access codes between 4 and 8 digits long. Accounts are stored on preduct hard disk
On LDAP sign-in server LDAP Authenticate using an LDAP directory server. A username and password will be requested
QOn Windows sign-in configuration Windows Windows domain, usermame, and password will be requested.

Figure 2 - Sign-in methods

Device user accounts

In this section, there are four actions available:

e New: to add a new user account.

« Edit: to edit the selected user account.

e Delete: to delete the selected user account.

e Delete all: to delete all the user accounts.

Security Features
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When using device user accounts, people will sign in atthe device using an access code. A permission set is assigned to each account.

Figure 3 - Empty user accounts list

To add a new user:

» Click the New button; a section is expanded. It is required to fill in the name and password fields.

» |tis possible to change the User access code and the Permission that is set. You can select from the
following permission roles.

Usertype | Role details ‘
Adminuser | This role has all the access privileges granted to it and cannot be edited.

Device user | This role has some access privileges granted to it that can be edited in the Access
Control page.

Guest user This role has some access privileges granted to it that can be edited in the Access
Control page.

New device user account

MName [Juhn ] Email [juhn@dua.cum ]

User access code [4&99908 ] Network user name (fully qualified) I ]

Permission set | Device user | ©

Figure 4 - Creating a user account

After adding the user, you will see the following screen.

Device user accounts

When using device user accounts, people will sign in at the device using an access code. A permission set is assigned to each account

|D John john@doe.com 48399908 -- Device user |

Figure 5 - User accounts list

¢. Sign-in and permissions policies

You can change the permissions for the roles guest and user. Select the permissions and click Apply.

16



HP DesignJet and PageWide XL Printers Security Features

Sign-In and Permissions Policies

ou can set sign-in requirements for specific tasks, and restrict access by users who have not signed in (*Guests®) to specifc festures. Permissions can be applied to local user accounts stored on the printer.

Bl Administration

Firmware update 7
Settings
View network status
Modfy network configuration v
Optimize printing quality
Prepare printer for reshipment v
Restore factory seftings

Copy v

Bl Print
Frintin color ’
Print from USB

B ik ’
Menage ink system (settings)

Bl Paper ’
Paper source setiings

Bl scan v
Scan to email
Stan to network folder v
Save to USB drive

Bl Job queue 7

Manage job queue

[CHCH I B < < [fmli< < miimi< < sl < < o]
KRR R R R R R R R R R R R R R R R R E]

Figure 6 - Defining permissions

NOTE: Users have at least the Guest permission.

NOTE: Any app that forces the user to log in will cause the Guest column to be disabled.

Front Panel log in

When the user clicks on any blocked function for the first time, a window appears. The user must enter in his/her
password. Session expiration can be managed in Settings.

To login as Admin, click the menu in the corner.

2.2.1.3 Deadlock: Front Panel locked + EWS password forgotten

Under certain circumstances, a printer might become inaccessible if the control panel has been locked and the
administrator has lost the password needed to unlock it. This could happen if the front panel is locked through the
printer's Embedded Web Server and the Administrative password for the EWS is lost. In this situation, it would not be
possible to unlock the front panel from the Embedded Web Server and it would not be possible to reset the
Embedded Web Server from the front panel.

NOTE: If the printer’s front panel becomes locked and you are unable to unlock it, then you should contact HP support
as soon as possible.

SCL certificates

e Jetdirect identity certificate
You can request, install, and manage digital certificates on the HP Jetdirect print server. Certificates are used
to identify the Jetdirect print server both as a valid web server for network clients, and as a valid client

requesting access on a secure network. By default, the Jetdirect print server contains a self-signed, pre-
installed certificate.
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& 16.23.13.181 - Windows Internet Explore

@ HP Designjet T2300 PostScript

NPI002655882481 / 16 23 13 181

Networking
Configuration A - -
uthorization uppo
TCP/P Settings | Support | \ g
Network Settings Certificates
Other Sett
g Certificates are used to identify devices on the network.
Security
Settings Jetdirect Certificate
Attt By default, a pre-installed self-signed Jetdirect certificate is created to identify Jetdirect. You can change this certificate to more accurately identify the device and to update the

length of time the certificate is valid.
Mgmt. Protocols

IPsec/Firewall Status: Installed

Mageontc j Covgus_|

Network Statistics

CA Certificate
Protacol Info

A Certificate Authority (CA) certificate is required for some authentication methods. It is used to verify the authentication server's certificate. The CA certificate must be the
Configuration Page certificate of the CA that signed the authentication server's certificate.

Status: Mot Installed

o C(ertificate Authority certificate

You can install and manage a CA certificates in the printer. The CA certificate is used to validate the identity
of the network servers you may connect to, such as SSL or LDAP servers secured with SSL.

Status  Corfig  Alets  Troubleshoot Groups Reports  Supplies  Storage  Solutions Capabilities  Fimware
ﬁApp\yT&mplate... ‘ﬁt’\d’\ew History S%Customlze... @Raﬁesh

- Device
=] {Q Metwark File: ‘ ‘ Browse
- DHCPw4 FQDN complian..
- DNS Server
- Error Handling
- HTTP Idle Timeout
IPP Printer Install Wizard
IPv4 Information
- IPvE Information
- Link Setting
- Locally Administered Addr...
- mDNS Service Name
Network Enable Features
SNMP Trap Destination T
- Support Contact
- Support Phone Number
- System Contact
- System Location
System Log Server Info
System Name
TCP Idle Timeout
- TCP/IP Configuration Met..
~ TCP/IP Domain Suffix
92 icec Ci Cercss |
~ Upload Jetdirect Certificate
\Web Services Print
WINS Server
- Security v
< >

[ Allow Intermediate CA certificate

Save as Template .. Schedule. Apply.

Unigue Admin password for EWS access control

New regulatory policies in some states worldwide state that governmental devices should have a non-blank default
administrative password and that all printer administration/configuration resources should be protected by an admin
password.

For this reason and to increase HP LFP Printers default security level, HP DesignJet and PageWide Printer Series now
come with a new Security feature, the default unique admin password. This feature is currently only present in
DesignJet and PageWide printers listed in the below table but will be extended to further products. A default admin
password will be assigned at manufacturing stage to all HP DesignJet and PageWide Printer Series printers going
forwards that is unigue for every printer.
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Similarly, to other technical devices, this default admin password is already set when the user purchases the product.

Depending on the printer model the default admin password may be found in different places. In some models this

password can be located on a sticker on the rear of the printer. In other models the user will have a front panel menu

option to obtain this default admin password. By referencing the below table, you can see where to find your printer’s

unique default password and steps on how it can be changed/customized in each case.

DesignJet and PageWide Printer Series

PageWide XL 3920 MFP

PageWide XL 4200 Printer/MFP
PageWide XL 4700 Printer/MFP
PageWide XL 5200 Printer/MFP
PageWide XL 5200 Printer
PageWide XL Pro 5200 Printer/MFP
PageWide XL 8200 Printer/MFP
PageWide XL 8200 Printer
PageWide XL Pro 8200 Printer/MFP
PageWide XL Pro10000 Printer
DesignJet Z6 Pro Printer

Designlet Z9+ Pro Printer

Location of default Admin password

Front panel of the printer

Settings Menu --> Security --> Administrator password:

HP DesignJet T200/600/Studio Printer

On the serial number label located on the back of printer

Using the Front Panel to discover the default admin password.

Using the Front Panel, navigate to Settings Menu > Security > Administrator password:

It can also be discovered from the Front Panel through Printer Information:
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Printer Infarmation

PRODUCT NAME

HP PageWide XL 4200 PS MFP series

SERIAL NUMBER PRODUCT NUMBER
MY0B61Q005 4VW13A

SERVICE ID ADMINISTRATOR PASSWORD
31034 7TwAKXUbnzb

DATE

2021/03/22

When the default admin password is modified, under these menu paths you will see: Administrator password “Your
password has been modified by the administrator, in case you lost it and need to recover, please contact your HP
Service Representative”

NOTE: This is only an example. In every LFP printer the default admin password will be different.

2.2.1.4 How to change my printer’s default admin password

The printer’s admin password can be changed for any of your own (except a blank password). The process to change
admin password can be performed in different ways.

Printer users can change the admin password through the web browser going to:

Settings > Security > Administrator password > Click on the Pen Icon:

(/) HP PageWide XL 3920 PS MFP @b Cateston pensng: R
¥ Home Socurity
Pi=aa e S e

3  Job queue o

Sl the administralor user account
O Ink o
T You can sal a password lo pravent unauthonized users from molaly conBguring the prinker
-.:__: Papar R or viewing prinler sellings from the Embedded Web Server (EWS), Onco sel, this password

is required o change of view many prinker sellings from the EWS
B usage v sl kain

Sat

B coor

a &
Seourty seitings

Certiicale sefings

Access Conbrol

Adminisiralor password

Ao ss Conlro

Deviod user accounts
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A new window will ask both the default admin password and the new admin password. Note that the new admin
password will have no constraint except that blank passwords are not allowed.

The admin password will remain between reboots.

NOTE: Default User name: admin

2.2.1.5 Resetadmin password to default

In printers where the Unique Admin Password can be found on the printer front panel, users cannot reset the admin
password to the default without assistance. If, for any reason, the customer admin password of the printer is not
known, it is necessary to call a service representative to reset this password.

Only developers and servicing personnel will be allowed to reset admin password.
Unique Admin Password on printer label

Some Printer models are not able to display the unique admin password on the printer front panel and are
therefore shipped with the default unique admin password on the printer label. These models can be identified
from the above table. In these printer models there are 2 ways to find the default EWS password:

1. Alabel on the back of printer.

Product No| e

Factory No. 5HB14 64002

User:

& PIN: WRHHEINTTT 20727639

k Berwarna
BS): BCLAA-2001-36
INA DIBUAT DI CHINA

AT = wm T4

2. “Printer PIN” on “Printer Status Report”. Printable from front panel if it has not been changed from the
default. If you change the PIN, the status report will no longer show it. It will show “Custom user
password set” in the report instead.

Connectivity Settings Connectivity Settings

17. Network Status: Ready 17. Network Status: Ready

18. Active Connection Type: Wired 18. Active Connection Type: Wired

19. URL: https://15.83.9.34 19. URL: https://15.83.4.184

20. Admin Password: Set 20. Admin Password: Set

21. Printer PIN: 12345678 21. Printer PIN: Custom user password set

NOTE: Default User name: admin
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In printer models where the default admin password is found on the printer label it is possible to reset the admin
password to its default through a factory rest of the printer.

Perform Setup > Printer Maintenance > Restore > Reset Factory Default
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Embedded Web Server (EWS) access control

The Embedded Web Server is a powerful tool which enables direct management of devices such as the HP LaserJet
or the HP DesignJet printers. With no security in place, however, this tool also has the potential to have a negative
effect on many features, as they can be configured using just a web browser and knowing the IP address of the
printer. To solve this situation, we have implemented two levels of access to our compatible HP DesignJet printers.

The Security page enables users to:

e Restrict access to the printer by setting an administrator user account.
e Define two levels of access: Administrator and Guest (Guest account not available in HP PageWide).

If the two levels of access have been set, and you have neither of the passwords, then you will not be able to gain
access to the EWS information, as in the image below.
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HB Prolamainnad BEANTOME Frmubalion | = B esmponc without & secure connecton). w1 TIUFR0S 1443
B e 1 |T/TRE 1448
[T Vewenomn; gl = 1 170G 1448
g eeanippe Pacsvond r TTIOTHE 1437
O eeapp b i it 1 \TOTHE 1437
B sesmeen 1 AImIE 14
B resmoowd 1 1I0TE 143
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2.2.1.6 Administrator password

Access control is enabled by setting the Admin account password, i.e. specifying a password for the user account at
admin level. You must then provide the admin password to perform any of the following restricted operations:

e (ancel, delete or preview ajob in the job queue.

e Delete astored job.

e (lear accounting information and configure cost assignment, in some models.
e (Change printer settings on the Device Setup page.

e Access the setup tab to configure the printer.

e View protected printer information pages.

e Access the Customer Involvement Program page.

e Access the Service Support.
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7y HP DesignJet T830 MFP

Embedded Web Server Search Jel

Home Scan WebServices Network Tools  Settings

SETTINGS Security
Password Settings

+ Power Management

You can set a password to prevent unauthorized users from remotely configuring the printer or viewing printer settings

+ Preferences from the embedded web server (EWS). Once set, this password is required to change or view many printer settings from
the EWS.
- Security The password can only consist of the following printable ASCII characters: A-Z, a-z, 0-9, and the following special
characters:!"#$%&'()*+,~.[;;<=>2@N\"_ {I}~
Password Settings
Administrator Settings To disable the password, leave the boxes blank.
+ Email Alerts User Name admin

Password
+ Restore Defaults

Confirm Password
+ Firewall

If there is no administrator account, then the restricted operations can be accessed without a password.

2.2.1.7 Guestpassword

Once the administrator user account has been set, the administrator can also set up a guest user account by
specifying a password for the guest.

If the guest user account is set up, a username and password are required for all EWS operations: users identified as
guests have access to restricted operations, whilst users identified as administrators have access to all operations.

If the guest account is not set up, a username and password are not required for unrestricted operations.
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Notes:

Some printers only have 1-level password access to the Embedded Web Server.

The networking tab of the Embedded Web Server asks for another admin account and password. This
password is synchronized with the admin password for the complete EWS.

For most printers that have EWS password capability, it is also possible to setup the admin password
through Web Jetadmin. Only one level can be set in this way, however, so the guest password cannot be
set up from Web Jetadmin.

Passwords have no minimum complexity requirements; the maximum length is 16 characters.

Printers with touchscreen front panels only allow the use of the limited set of characters shown below
(capital letters are also supported).
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These limitations do not apply to printers without touchscreen front panels, as the password can be set
using EWS.

Some printer drivers rely on the EWS for creating the preview. In cases where an administrator password
is set, the administrator password will be required to access job preview.

USB drive control

All printers allow you to control the USB use, in two ways:

USB drive: enable or disable the use of the USB to print or scan.

Firmware upgrade from USB: enable or disable the possibility of upgrading the firmware from a USB.

These features are available in the control panel, the Embedded Web Server and Web Jetadmin.
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®

Security
USB drive

Firmware upgrade from U
Enable

Direct print using HP ePrint & Share

Enable Intemet connection

{& HP Designjet T2300 PostScript - Security

-8 -

| mm v Pagev Safety~v Tools~ @~

Faper management

=

= Disable USB printing

Note: * To disable this interface you should access the EWS through a different network inferface

Mass Storage

Disable USB drives
(=] Disable firmware update from USB

Control Panel Access Lock

Select an option to set the level of the control panel access lock:

Ll Unlock
Minimum Lock
Moderate Lack
Intermediate Lock

Maximum Lock

" HP DesignJet T830 MFP

Embedded Web Server Search pel

Home s Network ols  Settings
SETTINGS Security
Administrator Settings
Power Management
Enable/Disable Features
Preferences
You can custemize your printer by enabling or disabling the features availabl w. Afterafeature has
been disabled, it is not available from the embedded web server (EWS) or prir
Security

Note:
1. If Printer Update is disabled, Web Services will be disabled, as well.

Enable All

Password Settings
Administrator Settings

Email Alerts

Restore Defaults + Connectivity

) + MNetwork Settings
Firewall

+ Web Services Settings

+

Printer Settings

—| Memory Device/Direct Port Settings

v Host USB (USB Flash Drive/Mass Storage)
T Open/Print from USE Devices.
T Save to USB (Scan to USB)
el Direct Ports
+ Printer Updates
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Jetdirect Security Wizard (HP T9x0-T15x0-T25x0-T3500-PageWide XL)

The HP Jetdirect Security Configuration Wizard enables you to configure security settings for HP Jetdirect print server
management. There are 3 levels of Network Security that can be set:

Security level  Details

Basic Configure an admin password that is shared on other tools such as Telnet and
SNMPv1/v2.

Enhanced Disable unsecure management protocols (FTP, Telnet, RCFG, SNMP v1/v2¢).
Enable SNMPv3.
Enable SNMPv1/v2 read only access.

Custom Manually adjust all the settings.

@ HP Designjet T1500 PostScript

IR T e

Configuration

TCRIIP Sattings
Netwark Ssttings

Other Sattings

AirPrint

Network Statistics.

Protocol Info

Configuration

Fage

Settings | &
s

Welcome to the HP Jetdirect Security Configuration Wizard

The HP Jetdirect Security Configuration Wizard allows you to configure security settings for HP Jetdirect print server management.

Current Security Level: None

[ Start Wizara

Caution:If you use HP Web Jetadmin to manage your devioes, we strongly recommend that you configure HF Jetdirect security settings using HP Wb Jetadmin,

Hide IP from front panel

Some printers include an option in the Service Menu, accessible with the help of an HP Support agent only, that
enables you to hide all IP information from the printer’s front panel. This prevents that people physically around the
printer could obtain the IP and connect to it.

2.3 Data security: encrypted communications

IPSec

A Firewall or IP Security (IPsec) policy enables you to control traffic to or from the device by using network-layer
protocols. Either a firewall or IPsec/firewall pages will appear, depending on whether IPsec is supported by the print
server and device. If IPsec is not supported, firewall pages will be displayed and a firewall policy can be configured.

NOTE: Before you enable a firewall or IPsec policy, you should make sure that access to your configuration
management settings is secured (for example, through an administrator password). This will ensure that your policy
is not easily disabled through Telnet, control panel menus, or other management tools.

Firewall. Use this page to view or configure a firewall policy. A firewall policy consists of up to 10 rules, where each
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rule specifies the IP addresses and services that are allowed by the print server and device. To add a rule, click Add
Rule. This setting runs a wizard that will help you to configure each rule.

IPsec/Firewall. Use this page to view or configure an IPsec/firewall policy. An IPsec/firewall policy consists of up to
10 rules. As with a firewall policy, each rule specifies the IP addresses and services that are allowed by the print
server and device. With IPsec support, you can apply IPsec authentication and encryption protocols for those
addresses and services. To add a rule, click Add Rule. This runs a wizard that will help you to configure each rule.

For a detailed description of wizard settings and additional help, visit Jetdirect IPsec/Firewall Help.

Encrypt web communications

You can securely manage your network-connected printers using a web browser and the HTTPS protocol. To
authenticate the HP Jetdirect web server when HTTPS is used, you may configure a certificate, or you may use the
pre-installed, self-signed X.509 Certificate. The encryption strength specifies what ciphers the web server will use
for secure communications. SSL/TLS Protocols used in the communications can be configured in the printer’s EWS.

@ HP PageWide XL 5000PS MFP

[ T senp TRTEEIR oo morenent Pogom | Seppor__|

Supported cipher suites can also be checked at EWS.
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AES256-5HA256
IPseciFirewall Secure Communication e,

Diagnostics Encryption Strength cryption Supported AES128-GCM-SHA256
Network Stafistics SSUTLS Prolocol TLS10TLS 1.1 TLS 1.2 AES128-5HA256
Protocel Info AES128-SHA
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SNMPvinZ

Status: Ei
Get Community Name Not Set (Defaults
Set Community Name: N

SNMPv3
Status: Disabled

When you enable encryption, the web server encrypts all web communication, forcing all connections to use HTTPS.
You can also configure encryption options to allow both HTTP (unencrypted) and HTTPS connections. In secure
environments, you should choose to encrypt all web communications. Otherwise, sensitive management data
(administrator password, SNMP community names, and secret keys) may be compromised.

Access control list

This feature lets you determine the access control list (ACL), which is used to specify the IP addresses on your
network that are allowed access to the device. The ACL is normally used for security purposes and supports up to 10
entries. The device blocks communications from all other addresses. If the list is empty, any system is allowed
access. By default, host systems with HTTP connections (such as web browser or IPP connections) are allowed access
regardless of ACL entries. This allows hosts to access the device when proxy servers or Network Address Translators
(NATs) are used. However, unfiltered access by HTTP hosts may be disabled by clearing the Check ACL for HTTP
checkbox.

Host systems that have access are specified by their IP host or network address. If the network contains subnets, an
address mask may be used to specify whether the IP address entry is for an individual host system or a group of host
systems. For an individual host system, the mask “255.255.255.255" is assumed and is not required.
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CAUTION! You may lose your ability to communicate with the device if your system is not properly specified in the
list, or access through HTTP is disabled. If communication with the device is lost, then it may be necessary to restore
the network settings to their factory-default values.

802.1X authentication

802.1X is an |EEE Standard for port-based Network Access Control. It provides an authentication mechanism for
devices that want to connect to a LAN.

For most 802.1X networks, the infrastructure components (such as LAN switches) must use 802.1X protocols to
control a port's access to the network. If these ports do not allow partial or guest access, then the print server may
need to be configured with your 802.1X parameters prior to connection.

To configure initial 802.1X settings before connecting to your network, you can use an isolated LAN, or a direct
computer connection via a cross-over cable.

The supported 802.1X authentication protocols and associated configuration depend on the print server model and
firmware version.

2.4 Authentication
2.5 Protected data in storage

Self-encrypted hard disk

The Self Encrypted hard disk ensures data is automatically encrypted every time data is sent to the printer and is
written to the drive. This is achieved using AES 256-bit encryption.

Secure File Erase (SFE)

Secure File Erase is a feature that manages how files are deleted from the printer’s hard disk.

There are three security modes in the Secure Files Erase feature. These settings can be changed via Web Jetadmin,
EWS and control panel (via the Service Menu with the HP support representative help).

e Non-Secure Fast Erase: In this mode, all file pointers to the data (table indexes) are erased. Temporary
data remains on the Hard Disk Drive until the disk space it occupies is needed for another purpose, and is
then overwritten. This is the fastest mode of operation and is the default for all printers.

e Secure Fast Erase: In this mode of operation, file pointers are erased and the disk space where the
temporary job was stored is also overwritten with a fixed character pattern. This mode of operation is
slower than Non-Secure Fast Erase, but all data is overwritten.

e Secure Sanitizing Erase: In this mode of operation, file pointers are erased and the disk space where the
temporary job was stored is repeatedly overwritten using an algorithm that prevents any residual data.
This mode of operation may affect product performance. The Secure Sanitizing Erase mode of operation
meets the US Department of Defense 5220.22-M requirements for clearing and sanitization of disk media.
When the Secure Sanitizing Erase feature is enabled, all temporary files that might contain sensitive data
are erased with this method. No temporary files are left after a job has been completed (scan, copy, or
print).

Furthermore, if you do not want to store jobs in the printer, you can set the number of jobs to be stored in the printer’s
queue to 0. To configure this setting, perform the following steps:
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e (o to the printer’s front panel,
e Select the Setup menu.
e Select Job management setup.

For further information, refer to the printer’'s user manual, as the actual menu options may differ for a specific printer.
The following is an example of how to change the Secure File Erase setting for the HP DesignJet T1100 printer.

% HP Web Jetadmin - localhost = =5
File View Tools Help N2
Device Management = New (Last Discovery) (1 of 57 Selected) & | Layouts | 7 Filters |[E &
B' Overview ) Device Model IP Address IF Hostname Port (Any) Sev  Hardware Address &
= EE‘] el DEE‘”"ES (63) o ¥ HP Designjet Z6100ps 80in 162362115  dheppclemeah.. 1 €3 0040CASCI0DT
% \;;f;lnfgﬁois %11) & Photosmart 162358133 HPOO1279433A3. 1 (3 00127943303C
New (Last Discovery) (57) IREINE Rl E AT RG] 162356140 bcn03032esphp.. 1 (3 001279DEEACC
-l Ungrouped Devices (44) @ HP LaserJet P2005 162358162  npiBd7634emea.. 1 €3 002154807654
Groups ¥ 7} HP Color LaserJet 4600 162356148 bpod3esphpe.. 1 /5. DOD1EG5E9005 =
! gf;gﬁ:';ion (&1 HP LaserJet 4050 16236063  npi2d28%emea. 1 /&, 0030C12D283A H
©) Alerts == HP LaserJet M4345 MFP 16235855 npi%0d76d.emea.. 1 €3 001708300760 b
{| Firmware & HP Designjet 73200ps 44in Photo | 16.23.59.163 Ip419.emea.hpgc...: 1 0 0040CANT ABES
= EEWPS . HP Designjet T1100ps 24in 162359106 i e
3 SUPPIES *F HP LaserJet 4100 MFP 16235621  troya22lesphp. 1 /&, DO30BECDETC
&  HP LaserJet M3035 MFP 162361106  npiB219%5emea.. 1 €3 001708821945
“J  HP Color LaserJet 5500 162356228  ben03021.esphp.. 1 /B, DOT10AF20B43
$5 HP Designjet 300PS 162356213 benD2142esphp... 1 €3 0030C18C3260 -
| Status | Config |Nert5 | Groups | Reports I Supplies | Storage I lications | Detailed Info I Capabilities | Troubleshoot | Fin'nware|
ﬁ)\pply Template... ﬁl"u‘iew History % Customize... Refresh
i " s T —
Quick Device Discovery - Set Community Name :
-~ File System Password
_mmi 2 4 Sccure File Erase Mo
Device Management
Print Management
< Application Management
s Save as Template... ] [Schedule... ] [ Apply... ]

| /2 HP Web Jetadmin - ... | «d HP Web Jetadmin - ... f < & . <N 9] *E = W 11:50

Secure Disk Erase (SDE)

In either of the two secure methods described above (Secure Fast Erase and Secure Sanitizing Erase), there is also
the option to sanitize the whole disk. The sanitizing method removes any user data in a secure manner, so that the
device can safely be moved from a secure location to an unsecure location. All disk erasing will be carried out via the
same level of security erase.

This setting can be used via Web Jetadmin, EWS or the Control Panel’s Service menu, which is only accessible with
the help of an HP Support representative.

e HP Web Jetadmin access: The user interface that manages the Secure File Erase and Secure Disk Erase
functionality is the HP Web Jetadmin. This is the same functionality that is used in the Web Jetadmin device
plug-ins for LaserJet printers, which enables you to set the same global options across your fleet of HP
LaserJets and HP DesignJets. The following example shows how to configure the HP DesignJet T2300
using the Web Jetadmin. Note that in the Web Jetadmin this option is called Secure Storage Erase.
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[ HP Web Jetadmin - localhost

File View Tools Help

Device Management & All Devices (1 of 3 Selected)

=1 Overview B | Layous - | Thikes - { @ D
Error Devices (2) Device Model IP Address P Hostname Port(Any)  Sev Hardware Address
% Warning Devices (0) & HP Designiet T2300 PostScript 16231331  aparedesemes.. 1 €) 0026558204EF
New (Last Discovery) (0) W’ HP Designjet T7100ps 16.23.56.125  printcomerb2-3e.. 1 (C) 002655152588
-2l Ungrouped Devices (3) 22 HP Designiet T2300 PostSoript 162313181 npiOD265588242 1

Groups
#-E]) Discovery
(- 59 Configuration
() Alerts

Firmware
i Reports
(g Storage
Solutiens

]

(2R

| Status | Confiq | Alets | Troubleshoot | Groups | Reports | Supplies | Storage | Solutions | Capabilties | Frmware |
(g View ~ | Templates...

Device Model IPHostname P Address | [} Storage Media

HP Designjet T2300 PostScript  npi00265588248 . | 16.23.13.181 _ Storage Device count: 1 ntislize File System
Quick Device Discovery
Device Management
Print Management
» || ¢ i ] ¢
r . —_— = —=
Select medi k 3 : =
ect ia ﬁ Specify settings le H
Select media ' Secure ersse mode
= HP Designjet T2300 PostScript — emea. - 162313181 (1 ltem) il I () Use setting on device
Media Type [Description] Capacity (KB)  Used Space (KB Read/write  Enabled © Speciy mode:

[] Retain mods after erase

m ' [] Schedule erase

e

e Printer Front Panel access: Once you have entered the Service Menu with the help of an HP Support
representative, you can perform the Secure Disk Erase using the same 3 options that you have in Web
Jetadmin. Note that the name of the feature in the front panel is Disk Wipe DoD 5220.220M, and that the
three options are called Insecure Mode, 1-pass mode and 5-pass mode.

Before you start the erase operation, you must first select the security level (sometimes referred to as sanity level).
The printer will then warn you that the erase operation is a process which deletes all data and takes a long time.
Once you accept, the printer will begin the process, and will display a progress bar until complete. All data will be
wiped using the selected method, and the printer’s firmware will be restored to the latest version installed before
this operation.

The time that this action will take depends on the amount of information stored on the HDD, the printer model and
the option selected to performit. The average time is:

Insecure Mode: 1T minute
1-pass mode: 2 days
5-pass mode: 2 weeks

The following screens show how to perform a secure hard disk erase on the HP DesignJet T2300 printer.
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Service utilities
Enable/Disable Sleep Mode
Disk Wipe DoD 5220.220M
Hard Disk Recovery

Show/Hide Front Panel Info

Disk Wipe DoD 5220.220M

Sanity Level

Disk Wipe (DoD 5220.22-M)

Sanity Level

Insecure Mode
1-Pass Mode

5-Pass Mode

Disk Wipe DoD 5220.220M

Sanity Level

Disk Wipe (DoD 5220.22-M)

Scan to network (HP DesignJet T2500, T2530, T3500, T2600, XL3600 eMFP Series)

Security Features

A scanned image may be saved on a USB flash drive or in a network folder. The USB flash drive option requires no
preparation, but the network folder option will not work until it has been set up in the following way.

1. Create a folder on a computer that the scanner can access through the network.

2. Create a user account on the same computer for the printer (scanner user).

3. Change the sharing options of the folder, so that it is shared with the scanner user, and assign full control of
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the folder to that user.

Create a share name for the folder.

NOTE: It is important to complete the above steps before starting the remaining steps below.

In the printer's Embedded Web Server, select the Setup tab and then Scan to network.
On the Scan to network page, click Add folder details, and fill in the various fields.

e The Server name should contain the network name of the remote computer. This remote computer
must be connected in the local network to the printer.

e The Folder name should contain the share name of the folder.
e The User name should contain the name of the scanner user.
e The User password should contain the password of the scanner user.

e The Domain name should contain the name of the domain in which the user name exists. If the
scanner user does not belong to any domain, leave this field empty.

The server and folder names are used to connect to the shared folder by building a network folder path as
follows: \\SERVER NAME\FOLDER NAME

Click Apply to save the configuration.

The printer automatically checks that it can access the network folder.

EXAMPLE: CREATE A SCAN-TO-NETWORK FOLDER USING WINDOWS

1.

Create a new user account for the scanner user on the remote computer. You can use an existing user
account for this purpose, but it is not recommended.

Create a new folder on the remote computer (unless you want to use an existing folder).
Right-click the folder and select Properties.

In the Sharing tab, click the Advanced Sharing button.

Wiy Seans Properties i
Geneal. Shamg | Secunty | Priviows Venssns | Cuslemize
Hoiwork Fie ard Folder Sianng

Mty Srans
Mot Shaned

[l vzt B2 08,
Mzt Shased

Shawe

Advanced Shanng

Sl CUSAM PATME LN, cloak mulphs shanes, sad sai o
wdvmnzad shanng oploss

: * &L‘.‘*.a-'\l.'!ﬂ é-hrnq

Cioso
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5. Check the Share this folder box.

Advanced Sharing w

Settings
Share
My Scans

Add BEemove

Limit the number of simultaneous users to: 1 e

Cpmments:

| permissions _| [ gaching

ok || cancel || agpy |

Security Features

6. You need to ensure that the scanner user has full read/write control over the shared folder. To do this, click
Permissions and grant Full Control to the user (or to any suitable group that includes that user).

7.

| Permisssons for My Scans “

Shane Parrmigig

Group of USar namas

|
Agdd Bemmoe
Pemissions for Evoryona Alow Dany
Fil Conalrol o
Changs o
Read o

LM ALl BECREE Conbol A DarFEstadd

0  Cancal || Apply

If there is a Security tab in the Properties window for your folder, then you must also grant the same user
Full Control over the folder in the Security tab. Only some file systems such as NTFS require this.
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| My Seans Properties | = =
i

 Ganersl | Shasng | Secuty | Pravious Versons | Customize
Object name AWy Scans

GFOUR o LSO Bmas

B2 Austisbc pad Ul
B2 EYSTEM

R
i | Perminsicns ke Authenbcaied
Users

Allce
Full conirol +
Moddy + |
o £
o+
o+
o+

Riaard B axaculn
Lint boldar ontents
]

Writn

Fior fpepesinl of meh o wiEnga, —l
itk Aeusecad [ Acganses

Leain abou stcess sanil and eEmmaran:

The scanner user can now access the folder and write files to it. Next, you must configure the printer to send
scans to the folder.

In the Home screen of the printer's Embedded Web Server, select the Scan to network tab.

%] HP Designjet T2300 PostScript n‘l I" jlll nIE-

Printer status: ) Sleeping &J

[ Main ] setup | support |
Configuration
S Scan to network B
Security

Scan to network
Folder path | user

| #1 add folder details

E-mail server
~ Scan o network
‘Date & Time
Maintenance
Firmware update
Paper management

9. Onthe Scan to Network page, click Add folder details:

If the printer has already been configured for scanning to the network and you now want to use a different
shared folder, click Modify.

Yr— glglglal

Printer status: 0 Slesping &

rt

Configuration
s Scan to network 7]
Sacunity

Server name  COMPUTERA Folder nams My Scans Folder path: WOOMPUTER 1Mty Scans
E-mail Senver
Sean to netwark || Usergomain®: User name Sean User User Sean User
Diarle & Time
Maintenance User passwoid. ssssssssssss Confirm passecrd. sesssssssssn
Firmware updabe

Faper management
per 2 Hote:

“If your user 80es not belong 10 any domain, simply leave this held emply. Please see nelp page for further detaits

[ Appty | cancel |
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Enter the Host name or IP address of the remote computer, the name of the shared folder, and the user
name and password of the scanner user that you have already created on the remote computer.

Leave the user domain field empty unless the user is a member of a Windows domain. If the user is only a
local user of the remote computer, leave the field empty.

You can use the host name (instead of the IP address) in the server name field only if the shared folder is on
a Windows computer in the same local network. This must be a simple name (up to 16 characters long)
without a domain suffix (i.e. without any dots in the name). Fully qualified DNS domain names are supported,
except for T2300.

10. Click Apply to save the configuration.

The printer automatically checks that it can access the network folder.

You can check at any later time that the shared folder remains accessible by clicking Verify in the Embedded
Web Server. A correctly configured shared folder can become inaccessible if the user’s password is changed,
or if the shared folder is moved or deleted.

v oese oo resseJRIRIRIRIL T

Printer status: (0 Sleeping &
[ wan S e

Configuration
Printer settings Scan tﬂ nemork -H
Securit

ur: 3. Scan to network
E-mall server Folder path User |
Scan to nefwork | WCOMPUTER1 Wy Scans Scan User &l Verity 1 Modify Woelete
Date & Time - -

Maintenance
Firmware update
Paper management

EXAMPLE: CREATE A SCAN-TO-NETWORK FOLDER USING MAC 0OS

NOTE: Scan to Network is currently supported on Mac 0S 10.9 (Maverick) and previous versions.

1. Create a new user account for the scanner user on the remote computer. You can use an existing user
account for this purpose, but it is not recommended.

2. Create or choose a folder on the remote computer. By default, Mac OS users have a “Public Folder” that can
easily be used for this purpose.

3. Open System Preferences and select the Sharing icon.
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Computer Name: Joe Blogg's iMac

CEMPURETS O YO boal RaTanr Cim BODESS YOUT COMPutEr 81 Jot= P LY

on  Serede % File Sharing: OFf
1 OVDor CO-Sharing Filg Sharing alicws othar users b actass shaned foldary o this computir
1 Screen Sharing angl aligwy adminipiraion b agess all wolumas,
71 Printer Sharing Shared Foldars: Users:
1 el Sharing wmmum A ot Blogg Read & Write -
1 Remote Login B users Read Only H
1 Remote Management ‘Mﬁ'ﬂﬂl Read Dnly
1 Remote Apple Events 5
1 XNgrid Sharing
1 Inbernet Sharing
1 Blueinoth Skaring
- * [ Owtions....

[,P Click the bock o grevent further changes. @‘

4. Make sure the scanner user has Read & Write access to the folder.
5. Click Options.

6. Check the Share files and folder using SMB box, and make sure that the scanner useris checked in the On
column.

"1 Share files and folders using AFP
File Sharing: Off
["15hare files and folders using FTP
Warning: FTP legins and data transfers are not encrypted.

¥ Share files and folders using SMB

‘When you enable SMB sharing for & user 3CCOunE, you must enter
the password for that acoount. Sharing with SMB stares this
passward in a less secure manner,

On Account

®

7. Click Done. You will now see file sharing enabled and Windows sharing: On.
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Computer Name: Joe Blogg's iMac
CiRmpURers o yOuS bocal SETAari CA% SO0ESS YOUT COMPUDET 1. ot - A

Rogs- N oy | ekl

on  Seree # Windows Sharing: On
[]  OWD er €O Skaring Wendtrart SIRTE C4% S000NS yOUr Compuber 81 trek 17 18,0,1 48,

1 Screen Sharing
M File Sharing
71 Printer Sharing Shared Foldars: Users:

| Wel Sharing Clikoe Blogg's Public Folder A Jot Biogg Read & Write 3
1 Remote Login B users Read Only

| Remote Manzgement Bl Everyone Riad Dnly

| Remote Apple Evenis i
1 XNgrid Sharing

1 Internet Sharing
| Blusigoth Skaring

* = + [ Owtions

1 11
i_l Click the bock o grevent further changes. @

The scanner user can now access the folder and write files to it. Next, you must configure the printer to send
scans to the folder.

8. From the Home screen of the printer's Embedded Web Server, select the Setup tab and then Scan to
network.

9. Onthe Scan to network page, click Add folder details.

If the printer has already been configured for scanning to the network and you now want to use a different
shared folder, click Modify.

T glalplel 1

Printer status: O Sleeping &3

Configuration

Pl S Scan to network 7
Seturity

.13l sarvar Servername: 10.01.40 Folder name: Joo Bigg's Pubic Fokder Foader path 04000 1 $0Jce Biogy's Publc Folder

Scan o network User domain® User = . Joe

Cuaie & Time

Maintenance LIl DASEwsid sesssassses Conlim pasiwnid sssssssaasss

Fimmrare updats

Faper management Hot:

"M your user does nol belong bo any domain, smply leave (his Teld empty. Flease see help page tor further delais
[ Appty [ Cancel |
Enter the IP address of the remote computer, the name of the shared folder, and the user name and

password of the scanner user that you have already created on the remote computer.

You cannot use the remote computer’s host name as the server name, as this is only supported for
computers running Windows. You must use the IPv4 or IPv6 address.

Leave the user domain field empty.
10. Click Apply to save the configuration.

The printer automatically checks that it can access the network folder.
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2.5.1.

7

You can check at any later time that the shared folder remains accessible by clicking Verify in the
Embedded Web Server. A correctly configured shared folder can become inaccessible if the user’s
password is changed, or if the shared folder is moved or deleted.

Troubleshooting scan to network connectivity issues

If you are unable set the Scan to network, try the following:

Notes:

Check that you have filled in each field correctly.
Check that the printer is connected to the network.
Check that the folder is shared.

Check that you can put files into the same folder from a different computer on the network, using the
printer's logon credentials.

Check that the printer and the remote computer are on the same network subnet.
Check that the Firewall does not block de CIFS/SMB ports.

Try a basic network configuration, connect the printer directly to the computer.

Direct hosted SMB traffic (not using NetBIOS) uses port 445 (TCP and UDP).
NetBIOS over TCP uses the following ports: UDP ports 137,138; TCP ports 137,139.

Scan to network is not supported within the following environments/protocols: Active Directory, Kerberos,
NFS and SSPI protocols.

Scan to Cluster Server environment is supported in newer printers regardless if DFS is installed or not.
Previous MFP series do not support scan to cluster server environment. You can check the current models
that support this feature in the following table.

Printer model Product Number Scan to Cluster Server
environment supported
HP DesignlJet T2600 36-in Multifunction Printer 3XB77A Yes
HP DesignJet T2600 36-in PostScript Multifunction Printer 3XB78A Yes
3XB78F
HP DesignJet T2600dr 36-in Multifunction Printer Y3T75A Yes
HP DesignJet T2600dr 36-in PostScript Multifunction Printer 3EKT15A Yes
3EK15B
3EK15F
HP DesignJet XL 3600 36-in Multifunction Printer 6KD23A Yes
6KD23G
6KD23H
6KD23F
6KD23L
6KD23M
6KD23N
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HP DesignJet XL 3600 36-in Multifunction Printer PS

6KD24A
6KD24G
6KD24H
6KD24F
6KD24L
6KD24M
6KD24N

Yes

HP DesignJet XL 3600dr 36-in Multifunction Printer

6KD25A
6KD25G
6KD25H
6KD25F
6KD25L
6KD25M
6KD25N

Yes

HP DesignJet XL 3600dr 36-in Multifunction Printer PS

6KD26A
6KD26G
6KD26H
6KD26F
6KD26L
6KD26M
6KD26N

Yes

HP PageWide XL 3920 Multifunction Printer
HP PageWide XL 4200 Multifunction Printer
HP PageWide XL 4700 Multifunction Printer
HP PageWide XL 5200 Multifunction Printer
HP PageWide XL Pro 5200 MFP Printer
HP PageWide XL Pro 8200 MFP Printer

4AVWTTA
4VW13A
4VWT5A
4AVWT7A
4VWT9A
4VWZ20A

Yes

Scan to FTP folder

1. Create afolder onan FTP server.

2. Ensure that you know the server name, user name, and password for the FTP server.

NOTE: You must complete the above steps for one option or the other before starting the remaining steps

below.

3. In the printer's Embedded Web Server, select the Setup tab and then Scan to network. See Access the

Embedded Web Server.
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(/) HP Designiet T3500 ©

LI
Printer status: O Jobs on hold in queue @

S e | = RN i k) | 3 SR
Configuration
saptan Scan to network
Printer settings
Security n
%
Internet connection ! B Add network folder ‘
HP ePrint Center connectivity P
E-mail server Set as default | Foler type | Protocel | Atias | Folder path | user | Action
MNetification
Scan to network

Date & Time

Anonymous usage information storage
Maintenance

Firmware update

Paper management

Alternatively, in the HP Utility, select the Settings tab and then Scan to network. See Access the HP Utility.
4. 0Onthe Scan to network page, click Add folder details, and fill in the various fields.

() HP Designet T3500

¢ {
4=
Printer status: (£) Printhead replacement incomplete. Restart it &3

[ wan  [RRETTIRRN wetworkng | CustomerinvonvementProgram | support |
Configurstion Scan to network - |

Printer seflings
Securiy
Internet connection

Protocol: FTP -

HP Connected Center connectivity Foldertyse:  ® Public @ Private
E-mail server

MNetification Alias:
Scan to network

] Set this network destination as default
Date & Time

Anonymous usage information storage Server name: Folder name: Folder path:
Maintenance:
Firmware update User domain* User name: User.

Paper management
User password: Confirm password:

Note:
*If your user does not belong to any domain, simply leave this fild empty, Please see help page for further detais.

Jrca [ cencer |

e Protocol may be FTP or CIFS (Windows).

e Folder type may be public or private. The folder type is displayed in both the Embedded Web Server
and the front panel with an icon. When you select a private folder, you must enter a password in the
front panel.

e Alias name is displayed in the front panel when you are choosing the scan destination. It may be
different from the network or FTP folder name.

e Set this network destination as a default. If you have installed HP DesignJet SmartStream, the option
to set it as a destination appears. For more information, see HP SmartStream user guide.

e Server name should contain the network name of the remote computer.
e Folder name should contain the share name of the folder.

¢ User name should contain the name of the scanner user.

e User password should contain the password of the scanner user.

e Domain name should contain the name of the domain in which the user name exists. If the scanner
user does not belong to any domain, leave this field empty.

The server and folder names are used to connect to the shared folder by building a network folder path as
follows: \\server name\folder name.
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For a network folder, enter the name or IP address of the remote computer, the name of the shared folder,
and the user name and password of the scanner userthat you have already created on the remote computer.
Leave the user domain field empty unless the user is a member of a Windows domain. If the user is only a
local user of the remote computer, leave the field empty. You can use the name (instead of the IP address)
in the server name field only if the shared folder is on a Windows computer in the same local network. This
must be a simple name (up to 16 characters long) without a domain suffix (without any dots in the name).
Fully qualified DNS domain names are also supported.

For an FTP folder, enter the server name, folder name, user name, and password. Leave the user domain
empty.

5. Click Add to save the configuration.

NOTE: If the product has already been configured for scanning to the network and you now want to use a
different shared folder, click Modify.

6. The printer automatically checks that it can access the network folder. If not, see the User Guide of the
printer.

You can check at any later time that the shared folder remains accessible by clicking Verify in the Embedded Web
Server. A correctly configured shared folder can become inaccessible if the user's password is changed, or if the
shared folder is moved or deleted.

Exclude personal info from accounting

You can enable or disable the option for the printer to send an e-mail containing accounting information. If you enable
this setting, you also need to fill in the destination of the report by using the Send accounting files to setting. Please
note that you also have to configure the e-mail server on the Setup Page.

In some cases, customers prefer not to send personal data from the printers via e-mail, and so the option to Exclude
Personal information from accounting e-mail is now available in the Embedded Web server. If this option is selected,
accounting e-mails will not contain personal information (user name, job name, and account ID will be left blank in
the accounting file sent by e-mail from the printer).

This option is typically used for managed print or pay-per-use contracts to ensure that only the data (counters)
relevant for billing are being sent by the printer. Personal information about who printed which file is not required
for billing purposes, and can be excluded from the accounting e-mail. This personal information is typically used for
cost allocation within a company.
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?é HP Designjet Tffﬁﬂ"Posfgcﬁbt - Printer settings Windows Tnternet Explarer

@O = |§‘ http:/#16.23.45.148/hp/device fiveb A cessfindexhtmPcontent=device_setup

x & v

¢ Favorites | 7% £) dshared.com - freefile sh.,  f4 Filmlabber.com Recent... v [ HP Drivers & Get More Add-ons

52|+ | & HP Designjet T1200 Pos... % | @ HP Designiet T770 - Printe... |_|

/2] HP Designjet T1200 PostScript

NPIAG343D [ 16.23.45.148
= =

‘Configuration = -

. . Printer settings
Printer settings
Security
E-mail server B Printer settings

[ Frinting preferences

Date & Tir

e g Graphics language: Automatic
Maintenance Margin Layout. Standard
Fimware update. B Job management
Paper preset management Queue: On

Hest: Optimized order
Max. number of printed jobs: 32
Start printing: After processing
Max. number of stored jebs: 10000
Username is required Off
Use crop lines when printing Off
Use crop lines when nest is enabled On
B Accou nting
Max. number of logged jobs: 10
Require account ID: Off
Send accounting files: Enabled
Send accounting files to: gelarke@hp.com
Send accounting files every: 7 days
Exclude personal information frem accounting e-mail: Off

B Advanced
Units: Metric
Cutter: On
Roll switching options: Minimize paper waste

Bl web Services
HP Printer Utility: Enabled
Color and paper management: Enabled
Bl Embedded Web Server preferences
Refresh rate (seconds): 180

0 ==

Disable internet connection

Security Features

Disable the direct connection of the printer to the internet. This option also prevents the printer from automatically

performing firmware upgrades.
2.6 Document security

Job storage and PIN printing

Job storage allows jobs to be stored and then printed when required, it also provides features for setting print jobs

as “private”, with a personal identification number (PIN).

To access job storage features, open the printer's Properties, and then select Printing Preferences. Click on the Job

Storage tab where the following job-storage features are available:
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" HP Designjet T3500 HPGL2 Propertics WIS [y ]

| [PaperQusity [ Layout/Output [ Color | Job Storage [ Senvices [ Advanced |

Job Storage

‘Your job will be stored in the printer and will not be printed untd you retrieve it from the printer’s front panel using
the four-digit PIN you define below. Once printed, it is automatically remaved from the printer,

Job Storage Mode User Name

@) User name

Print and Store
Custom
Print and Delete
Retrieve from front panel (Personal Job)
© Retrieve from front panel (Private Job)| ot
9 Automatic

PIN to print (0000-3959)
Custom

Print and Store

e After ajob has been printed, it is stored in the printer and more copies can then be printed from the front
panel.

Print and Delete

e Once printed, the job is automatically removed from the printer.

Retrieve from front panel (Personal Job)

e Use the personal job printing feature to specify that a job cannot be printed until you release it from the
printer's front panel.

e Topreview itinthe Embedded Web Server, you will need to enter the PIN.

Retrieve from front panel (Private Job)

e Use the private job printing feature to specify that a job cannot be printed until you release it with a PIN.
First, select Retrieve from front panel (Private Job), then the PIN to print checkbox will be available. If
checked, a 4-digit personal identification number must be set. The PIN is sent to the device as part of the
print job. After sending the print job to the device, use the PIN to print the job. Once printed, it is
automatically removed from the printer.

e Topreview itinthe Embedded Web Server or in the front panel, you will need to enter the PIN.
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NOTE: Some Multifunction devices include the Scan job storage feature that has two options: Scan and delete (the
job is not stored in the scan job queue) and Scan and store (the job is kept in the scan job queue).

ePrint center connection

The ePrint feature allows the user to print any supported file sending an email. It is available in the front panel and
the EWS.

This feature can be disabled, so that users are unable to remotely send items to print.

Security

AL Ll S

Gigabit Ethemet

HP ePrint Center connectivity

User sessions

Printer access control

Setup |

Configuration N P
Srnter settings HP ePrint connectivity
Security HP ePrint status
Internet 1

femet connection HP ePrint status: Disconnected
HP ePrint connectivity
E-mail server HP ePrint connectivity
Notification Enabled
Date & Time Disabled
Anonymous usage information storage Removed (Note: this option is available only in the printer's touchscreen)
Maintenance

i
Firmware update
Paper management Printer code: not assigned

Printer e-mail address: not assigned

HP ePrint Jobs

@ Directly print
on holg

Note:

To enable printing from HP ePrint or through email attachments, you have to enable HP ePrint connectivity in the printer's touchscreen. To do so, go to Connectivity -> HP ePrint connectivity menu.

After you enable HP ePrint connectivity in your printer, i you want to administer permissions for remote printing, you can register your printer at the HP Connected website using the printer code that you can get from this screen o in the
C livit menu in the printer's touchscreen. IMPORTANT. the printer code is valid for the first 48 hours after enabling HP ePrint connectivity in the printer's touchscreen. For details, go to DesignJet
Printers

| Restore factory settings | Appy |
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7 HP DesignJet T830 MFP

Embedded Web Server
Home Scan WebServices Network Tools  Settings
WEB SERVICES Web Services Settings
Summary

— Web Services Settings

Web Services Overview
Summary

Proxy Settings With Web Services, you can print on the go using HP ePrint.

Remove Web Services Shiew Mere

Web Services Status
Internet connection

Printer connection to HP Connected

For advanced settings, visit the HP Connected Web site.

Web Services Settings

HP ePrint

Printer email address

printer email address.

Enabled
Connected

Connected

o]

Configured*

Search

Note: * To see the printer's email address, go to the printer's control panel and touch the ePrint icon > Settings > Display

This functionality is disabled by default.

Security Features

In PageWide XL, the route to enable it is Settings > Connectivity > HP Connected > HP ePrint connectivity. In the same

window, you can set the behavior of the printer for this kind of job.

Settings

HP Connected

Paper source

Product Certifications

Net HP ePrint connectivity Disable W
Output destination

Advy HP ePrint Jobs Directly print v
Connectivity

Prif  Roll Save paper VvV
System

HP'| Printer margins Clip from contents v
Security

Prin Renew Printer Code Go
Internal prints

Res Restore HP ePrint connectivity settings Go

If you want to control the job sent with this path, you can use Hold the job and block the control panel with a

password.

You can also configure who can use this path (which e-mail addresses are allowed or forbidden). This is configured

in https://www.hpconnected.com/, an account is needed to do it.
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3. Advanced workflows

This section describes some advanced printing workflows that can be used to interact with the HP PageWide XL,
DesignJet T1700, DesignJet Z6, Z6 Pro and DesignJet Z9+ and Z9+Pro printers.

3.1 Printing using LPR protocol.
This feature allows you to print any supported file without drivers or other programs.

It can be useful to develop internal programs to manage production or to develop programs for operating systems
without a driver.

The job sent using this method will be printed with the default settings, some options can be managed using PJLs.
(See section 3.3, Print with PJLs)

This protocol must be enabled in the EWS or Web Jetadmin. If you do not use it, keep it disabled for security.

How to use the LPR command in Windows. B Windows Features = @] %

Turn Windows features on or off @

e Turnonthe windows feature
To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

a. Go to Control Panel > Programs > Programs and - Y YT ——cy E
Features > Turn Windows features on or off. Microsoft Message Queue (MSMQ) Server

= Print and Document Services
| . Internet Printing Client

b. Select the LPR Port Monitor from the list. LPD Print Service

i LPR Port Monitor

e Openacommand window (search cmd in the Start menu). VI Windows Fax and Scan

v Remote Differential Compression
RIP Listener

e Use the command: Lpr -S /P—P printer File name = |

Simple Metwork Manaaement Protecal (SMNMPY

Cancel

a. [P Format: xx.xxx.xx.xxx

b. Printer: any name you want to use.

C. File name: including complete route.

C:nrlpr -5 15.1%6.3.146 -P print 4444 _pdf

*In this example, the file is located in C:\.

3.2 Printing using FTP protocol.

This feature allows you to print any supported file without drivers or other programs. It can be used through
command line or as a drag and drop system, combined with any FTP client program.

As with the LPR command, it can be used for developing specific tools to simplify your workflow.

The job sent using this method will be printed with the default settings, some options could be managed using PJLs.
(See section 3.3, Print with PJLs)

This protocol must be enabled in the EWS or Web Jetadmin. If you do not use it, keep it disabled for security.
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How to use FTP in Windows

1. Open the Windows Explorer.

2. Write in the route box: “ftp:\\/P".

3. Now you have a window with one folder (Port).
4. Openthe folder.

5. Use Drag and Drop. (Any file added to this folder will be printed.)

How to use FTP from DOS command

This example uses the ftp command in a similar way to that of LPR. You only have to connect the Printer with the
FTP command and use any command, such as “put” or “send” (see the FTP help for the command format), to add
the files to the printer FTP.

If you have an admin password defined, the printer will ask for it to approve the connection.

How to use FTP combined with DMS server

Structure of FTP printing

Server

3 ) Send file to printar

Operator’s PCis running a
printing interface with DMS.

The PC and the printer need to be  Finally, the files will be sent to the

in the same intranet. printer by FTP command. The FTP

List all the jobs from DMS that Once the request reaches the server,  command is generated by PC2, so there
need to be printed. the second PC (PC2) will download is no need for the operator to type the
When the operator clicks print, the printing file from the server and code in CMD.

and selects the printer, arequest ~ saveit locally. The file will be printed with default
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Possible issue

Wrong printing order

Server

Marme

) 106n w55 n 261 -weka Gaift] 1.

! Downloadfilas fro

If the printing files

downloaded from the /5 Send Hlaétu prnter
server are temporally ! : ‘
stored in a folder,...

Itis possible that the files
were sorted by name or
any other rule, then sent
to print in the wrong order

3.3 Printing with PJLs

PJL commands allow you to add print settings to a PDF file (not compatible with other files). This means that you
can use a direct print mode (send the file directly to the printer without a driver or software) modifying some
properties.

The following table contains the list of PJLs that are currently supported in the supported printers.

This list is still in development, more commands could be added in future releases.

PJL Name Description Accepted values \ Example ‘
STRINGCODESET Indicates the string's UTE8 @PJLSET
codification type used for UTF8URL STRINGCODESET=UTF8

the "@PJL JOB NAME, @PJL | ROMANS
SET JOBNAME and @PJL SET | KAN8
USERNAME" commands
(therefore, it comes before

them).
JOBNAME Sets the localized version of | <String> @PJL SET JOBNAME="My Job"
(also set via @PJL JOB | the job name. It requires @PJL JOB NAME="My Job"
NAME) specification of the string's

codification type. This value
has precedence over the
"@PJL JOB NAME=jobname".
Maximum lengthis 128

bytes.
USERNAME Sets the localized version of | <String> @PJLSET
the user name. It requires USERNAME="wintest"
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Security Features

specification of the string's
codification type.

MARGINLAYOUT Selects how the margins will | STANDARD @PJLSET
be applied. OVERSIZE MARGINLAYOUT=CLIPINSIDE
CLIPINSIDE
PRINTQUALITY Specifies the desired print DRAFT @PJL SET
guality for a page. This NORMAL PRINTQUALITY=DRAFT
command affects the entire | HIGH
page. Once data has been
sent to the printer, any
subsequent print quality
change will not take effect
until the following page.
NOTE: HP PageWide XL Print
Quality mapping:
* Lines/Fast = DRAFT
* Uniform areas = NORMAL
* High Detail = HIGH
RENDERINTENT Indicates which color PERCEPTUAL @PJL SET
properties must be kept and | COLORIMETRIC RENDERINTENT=PERCEPTUAL
which can be modified. SATURATION
RENDERMODE Sets the printing mode for COLOR @PJL SET
your plot to color or GRAYSCALE RENDERMODE=COLOR
grayscale.
RESOLUTION The value depends on the <Integer 75 ... 2400> | @PJL SET RESOLUTION=300
data format and print
quality.
MEDIASOURCE Selects the input media ROLL1 @PJL SET
source. ROLL2 MEDIASOURCE=ROLL4
ROLL6
AUTO
MEDIADESTINATION Chooses the output DEFAULT @PJL SET
destination for the job. BIN MEDIADESTINATION=BIN
STACKER
FOLDER
ACCESSORY_STACKER
FOLDINGMETHODTYPE | Specifies the folding method | USER @PJL
type. STANDARD FOLDINGMETHODTYPE=USER
FOLDINGMETHODENUM | Specifies the folding method | <Positive Integer> @PJL SET

value:

0: Do not fold

1: User Defined

2: Folder Selected

3: Stack

4 - 255: Reserved, Do Not
Use

FOLDINGMETHODENUM=0
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256 - 65535: Use freely
FOLDEROUTPUTBIN Specifies the folder output <Positive Integer> @PJL FOLDEROUTPUTBIN=0
bin number for the job.
AUTOROTATE Specifies whether ON OFF @PJL SET AUTORQOTATE = ON
Autorotate is enabled or not.
SCALE Specifies scaling of the job. <Positive Integer @PJL SET SCALE =50
[25..400]>
COPIES Specifies the number of <Positive Integer> @PJL SET COPIES =2
copies of the job.
ENTER LANGUAGE Specifies the language of the | PDF @PJL ENTER
job encapsulated. TIFF LANGUAGE="PDF"
JPEG
HPGL?2

How to use PJLs

In order for PJL values to
modified.

be applied to a job when sending it to the HP PageWide XL, the submitted file needs to be

The first line [ESC]%-12345X@PJL JOB is pointing out that a PJL Job is beginning. Please note that [ESC] references
to the ASCll escape character.

The following lines contain the PJLs supported by HP PageWide XL, as shown in the example.

The last line in the header references the language of the file encapsulated, for instance PDF.

Finally, a closing the job is needed.

[ESC]%-12345X@PJL JOB

PJL Header

@PJL SET STRINGCODESET=UTF8
@PJL JOBNAME = “My Job"
@PJL USERNAME = “User_01"

@PJL MARGINLAYOUT = “OVERSIZE"

Encapsulated
file

@PJL MEDIASOURCE = “ROLL®&"

%PDF-1.5 %a3l0
10 0 obj <</Linearized 1/L 93026/0 12/E
88610/N 1/T 92722/H[ 456 153]>> endobj

7 %%EOF
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4. Large Format printers: security features summary

Security Features

GRAPHIC PRINTERS
Model Z6XX0 D5800 75400 73200 Z2100/Z5200 | Z2600/Z5600 76/79+ 6
ps Pro/Z9+Pro
Device security - Device integrity
SNMPv3 EWS EWS EWS EWS/WJA+ | EWS/WIA+ EWS EWS/FP EWS/WJA
Jetdirect Jetdirect
UEFI Secure Boot N/A N/A N/A N/A N/A N/A Yes Yes
Whitelisting N/A N/A N/A N/A N/A N/A Yes Yes
Disable firmware FP/EWS/WIA
update through N/A N/A EWS/FP N/A N/A EWS/FP EWS/FP
USB
Automatic
Firmware No EWS EWS EWS EWS Yes Yes Yes
Upgrade (AFU)
R No No No No No No No Yes
Connection
No No No No No No No Yes
Inspector
Device security - Device configuration protection
Disable protocols EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA
. A EWS/FP EWS/FP
Disable physical EWS/FP/WJA
Sore 258 2UE (USB Printing) e e (USB printing) JFPl
Control panel EWS EWS EWS/WJA N/A N/A EWS/WJA EWS/WJA EWS/WJA
lock
Hide IP from
Front Panel (FP) FP FP EWS/FP N/A N/A EWS/FP FP No
EWS multilevel EWS EWS EWS Ews (1 N/A EWS Ews/FR/wia | Yes(Tleve)
level)
Guest Account Yes Yes Yes Yes Yes Yes Yes Yes
Printer access N/A N/A EWS/FP N/A N/A EWS/FP EWS/FR/WJA | EWS/FP/WIA
control
Disable USB drive N/A N/A EWS/FP N/A N/A EWS/FP EWS EWS/FP/WJA
Wizard setup N/A N/A N/A N/A N/A N/A Yes Yes
configuration
CA/ID EWS/WJA | EWS/WJA EWS/WJA Bl ENE ¥ EWS/WJA EWS/WJA EWS/WJA
Certificates Jetdirect Jetdirect
SIEM tools N/A N/A N/A N/A N/A N/A N/A Yes
s N/A N/A N/A N/A N/A N/A N/A Yes
logging (Sysslog)
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72100/Z5200

ps

Data security - Encrypted communications

72600/25600

Security Features

26/29+

76
Pro/Z9+Pro

IPSec EWS EWS Ews/wia | EWS/WIA+ | EWS/WIA+ EWS/WJA EWS/WJA EWS/WJA
Compatibility Jetdirect Jetdirect
SSL1.0 and SSL1.0 and - !
: Only with Only with
TLS/SSL SSL/TLS with SSL/TLS Yes D640 D640 No Yes Yes
D640 with JD640
Encrypt web EWS/WJA EWS/WJA Ews/wia | EWS/WIA+ | EWS/WIA + EWS/WJA EWS/WJA EWS/WJA
communications Jetdirect Jetdirect
Data security — Authentication
802.1X Onlywith | Onlywith | Onlywith | Onlywith | CWwith S Ves Ves
Authentication D640 D640 D640 D640 10640 D640
NTLM N/A N/A N/A N/A N/A N/A N/A V2
Data security - Protected data in storage
External HDD Yes Yes N/A N/A N/A N/A N/A No
Removable HDD N/A N/A Yes N/A N/A Yes Yes No
Self-Encrypted | only Rev B N/A N/A N/A N/A N/A Yes Yes
HDD
Secure file erase WJA WJA WJA/FP WIA WA (le)1 00 WIA/FP EWS/FP/WJA | EWS/FP/WJA
only.
Secure disk erase WJA/FP WJA/FP WJA/FP WJA/FP N/A WIA/FP EWS/FP/WJA | EWS/FP/WJA
Exclude personal EWS EWS EWS EWS EWS EWS EWS/FP EWS/FP
info. from (Z5200ps
Disable internet N/A N/A EWS/FP N/A N/A EWS/FP EWS/FP/WJA | EWS/FP/WJA
connection
Disable ePrint N/A N/A EWS/FP N/A N/A EWS/FP EWS/FP N/A
Center
TPM N/A N/A N/A N/A N/A N/A N/A N/A
Secure Storage N/A N/A N/A N/A N/A N/A N/A N/A
ocument security — PIN printing
DI N/A N/A N/A N/A N/A N/A Yes Yes
Mode and PIN

EWS: Embedded Web Server, WJA: Web Jet Admin, FP: Front Panel., N/A: Not available.

54




HP DesignJet and PageWide XL Printers

TECHNICAL PRINTERS

T2500/

T1500/

T2530/
T1530/T930

T2300/
T1300

T790/T795

T120/T520/
T100/T500

T200/600/

Studio

783024

Security Features

T1600/

XL3600

Device security - Device integrity

SNMP configurability EWS EWS/FP/WJA | EWS/FP/WIA | EWS/FP/WIA EWS EWS Only SNMPV1 EWS EWS EWS EWS/FP EWS/FP EWS/FP
EWS
UEFI Secure Boot N/A Yes N/A Yes N/A N/A N/A N/A N/A N/A Yes Yes Yes
Whitelisting N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A Yes Yes Yes
Disable firmware N/A EWS/FP EWS/FP EWS/FP EWS/FP EWS/FP N/A N/A EWS EWS EWS/FP EWS/FP EWS/FP
update through USB
Automatic Firmware No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Uparade (AFU)
Device security - Device configuration protection
Disable protocols EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA | EWS/WJA | EWS/WJA | EWS/WJ | EWS/WJA EWS/WJA EWS/WJA
A
Disable interfaces EWS EWS/FR/WIA | EWS/FR/WIA | Ews/FR/wia | EWS/FP(USB | EWS/FPWUSB | pyo/ep EWS/FP EWS/FP | EWS/FP | EWS/FP/WIA | EWS/FP/WIA | EWS/FP/WIA
printing only) | printing only)
Control panel lock EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA N/A N/A N/A N/A EWS/WJA EWS/WJA EWS/WJA
Hide IP from FP FP FP FP FP FP FP N/A N/A N/A N/A FP FP FP
SMB 2/3 N/A Yes Yes (Only ves (Only No No No No Yes (Only Yes N/A N/A VES
T2500) T2530) T830)
EWS multilevel EWS EWS/FP/WJA | EWS/FP/WJA | EWS/FP/WIA EWS/FP EWS/FP(1 | EWS(1level) | EWS(1 EWS (1 EWS (1 | EWS/FP/WJA | EWS/FP/WJA | EWS/FP/WJA
Lavial) lAavial) lAavial) lAavial)
Printer ta“less N/A EWS/FP/WJA | EWS/FP/WJA | EWS/FP/WJA EWS/FP EWS/FP N/A N/A N/A N/A EWS/FP/WJA | EWS/FP/WJA | EWS/FP/WJA
contro
Disable USB drive N/A EWS/FP/WJA | EWS/FP/WIA | EWS/FP/WIA EWS/FP EWS/FP N/A N/A EWS EWS EWS EWS EWS
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T2500/
T2530/ T2300/ T120/T520/ | T200/600/ T730/ T830 24 T1600/
T790/T795 XL3600
1500/ | 11530/7030 U T100/T500  Studio
SIEM tools N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A McAfee McAfee
Splunk Splunk
Security event N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A Yes Yes
logging (Sysslog)
Wizard setup N/A EWS EWS EWS N/A N/A N/A N/A N/A N/A EWS/WJA EWS/WJA EWS/WJA
configuration
CA/JD Certificates EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS N/A EWS EWS EWS EWS/WJA EWS/WJA EWS/WJA

Data security — Encrypted communications

IPSec EWS EWS/FP/WJA | EWS/FP/WJA | EWS/FP/WJA |  EWS/WJA EWS/WJA N/A N/A N/A N/A EWS/WJA EWS/WJA EWS/WJA
SSL1.0 and
TLS/SSL SSL/TLS with Yes Yes Yes Yes Yes N/A Yes Yes Yes Yes Yes Yes
D640
E”C'Vp_twte_b EWS/WJA | EWS/FP/WJA | EWS/FP/WJA | EWS/FP/WJA | EWS/WJA EWS/WJA EWS EWS EWS EWS EWS/WJA EWS/WJA EWS/WJA
communications

Data security — Authentications

802.1X Yes (Only Yes (Only Yes (Only
Authentication with JD640) ves ves ves with JD640) | with JD640) b = EWS EWS Yes Yes Yes
NTLM N/A V2 v2 (only ve (only V1 (only N/A N/A N/A ve (only V2 N/A N/A N/A
T2500) T2530) T2300) 7830)

Data security — Protected data in storage

External HDD Yes N/A N/A N/A Yes PS only N/A N/A N/A N/A N/A N/A N/A
Removable HDD N/A N/A N/A N/A Yes Yes N/A N/A N/A N/A Yes Yes Yes
Self-Encrypted HDD N/A Yes RevB RevB Rev B Rev B (only N/A N/A N/A N/A Yes Yes Yes

T70N)
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T2500/
T2530/ T2300/ T120/T520/ | T200/600/ 7830 24 T1600/
T790/T795 XL3600
T1500/ | 11530/7930 4 T100/TS00 | Studio
Secure file erase WIA EWS/FP/WJA | EWS/FP/WJA | EWS/FP/WIA WIA WJIA N/A N/A N/A N/A EWS/FP/WJA | EWS/FP/WJA | EWS/FP/WIA
Secure disk erase WIA/FP EWS/FP/WJA | EWS/FP/WIA | EWS/FP/WIA WIA/FP WIA/FP (PS N/A N/A N/A N/A EWS/FP/WJA | EWS/FP/WIA | EWS/FP/WIA
Exclude personal EWS EWS/WJA EWS/WJA EWS/WJA EWS EWS N/A N/A N/A N/A EWS/FP EWS/FP EWS/FP
info. from accounting
Disable ‘”:_e"‘Et N/A EWS/FP/WIA | EWS/FP/WIA | EWS/FP/WJA EWS/FP EWS/FP EWS/FP EWS/FP EWS/FP | EWS/FP | EWS/FP/WJA | EWS/FP/WIA | EWS/FP/WJA
connection
Disable ePrint Center N/A EWS/FP EWS/FP EWS/FP FP FP EWS/FP EWS/FP EWS/FP | EWS/FP EWS/FP EWS/FP EWS/FP
connectivity
TPM N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A Yes Yes
Secure Storage N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A Yes Yes

Document security — PIN printing

Job storage and PIN

printing (Job No Yes No Yes No No No No No No Yes Yes Yes
retention)
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OLDER TECHNICAL AND GRAPHIC PRINTERS

T770 ‘ Z3100 Z3100ps 4020/4520 | T1100/T1120

Security Features

26100 T620

Device security - Device integrity
SNMPv3 EWS EWS EWS + EWS + EWS + EWS + EWS + EWS +
Jetdirect Jetdirect Jetdirect Jetdirect Jetdirect Jetdirect
UEFI Secure Boot N/A N/A N/A N/A N/A N/A N/A N/A
Whitelisting N/A N/A N/A N/A N/A N/A N/A N/A
Disable Firmware N/A N/A N/A N/A N/A N/A N/A N/A
Automatic Firmware No No No No No No No No
Upgrade (AFU)
Device security — Device configuration protection
Disable protocols EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA
Disable interfaces EWS EWS EWS N/A EWS EWS EWS N/A
Control panel lock EWS/WJA WJA N/A N/A WJA EWS EWS N/A
EWS multilevel EWS N/A N/A EWS EWS EWS EWS N/A
Printer access control N/A N/A N/A N/A N/A N/A N/A N/A
Disable USB drive N/A N/A N/A N/A N/A N/A N/A N/A
Wizard setup N/A N/A N/A N/A N/A N/A N/A N/A
configuration
CA/JD Certificates EWS EWS EWS + EWS + EWS + EWS + EWS + EWS +
Jetdirect Jetdirect Jetdirect Jetdirect Jetdirect Jetdirect
Data security — Encrypted communications
IPSec EWS/WJA EWS/WJA EWS/WJA+ | EWS/WJA + EWS/WJA + EWS/WJA + EWS/WJA+ | EWS/WJA +
Jetdirect Jetdirect Jetdirect t Jetdirect Jetdirect Jetdirect
Encrypt web EWS EWS EWS/WJA+ | EWS/WJA + EWS/WJA + EWS/WJA + EWS/WJA+ | EWS/WJA +
communications Jetdirect Jetdirect Jetdirect Jetdirect Jetdirect Jetdirect
Data security — Authentication
NTLM N/A N/A N/A N/A N/A N/A N/A N/A
Data security — Protected data in storage
External HDD Yes HD ver N/A N/A N/A N/A N/A N/A
(from F/w
6.0.0.6)
Removable HDD N/A N/A N/A N/A N/A N/A N/A N/A
Self-Encrypted hard disk N/A N/A N/A N/A N/A N/A N/A N/A
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T1200 T770 ‘ 73100 Z3100ps 4020/4520 | T1100/T1120 ‘ 76100 T620
Secure file erase WJA WJA WJA WJA WJA WJA WJA N/A
Secure disk erase WJA/FP WJA/FP N/A FP FP WJA/FP WJA/FP WJA/FP
(HD)
Exclude personal info. EWS EWS N/A N/A EWS EWS EWS N/A
from accounting
Disable internet N/A N/A N/A N/A N/A N/A N/A N/A
connection
Disable ePrint Center N/A N/A N/A N/A N/A N/A N/A N/A
connectivity
Secure Storage N/A N/A N/A N/A N/A N/A N/A N/A
Document security — PIN printing
PIN Printing N/A N/A N/A N/A N/A N/A N/A N/A
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PAGEWIDE XL PRINTERS

HP PageWide XL
4200/4700/5200/
Pro 5200 /8200/ Pro

HP PageWide XL
3920/4200/4700/5200/8200/
Pro10000 Printer

HP PageWide XL
8000/5000/4500/4000
Printer

HP PageWide XL
5000/4500/4000
Multifunction Printer

HP PageWide
XL 4500
Printer and

8200 Multifunction
Printer

Device security- Device integrity

Multifunction
Printer TAA
Compliant (US
Only)

SNMPv3 EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA
UEFI Secure Yes Yes Yes Yes Yes
Boot
HP Secure Boot Yes Yes No No No
Whitelisting Yes Yes No No No
Disable FP/EWS/WJA FP/EWS/WJA FP/EWS/WJA FP/EWS/WJA FP/EWS/WJA
firmware (F/W)
update through
UsB
Automatic Yes Yes Yes Yes Yes
Firmware
Upgrade (AFU)
Connection Yes Yes No No No
Inspector
Device security - Device configuration protection
Disable EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA
protocols
Disable No No No No No
interfaces
Control panel EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA
lock
Hide IP from No No No No No
Front Panel
(FP)
SMB2/3 Yes Yes Yes Yes Yes
EWS multilevel Yes (one level) Yes (one level) Yes (one level) VYes (one level) VYes (one level)
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HP PageWide XL HP PageWide XL HP PageWide XL HP PageWide XL HP PageWide
4200/4700/5200/ 3920/4200/4700/5200/8200/ 8000/5000/4500/4000 5000/4500/4000 XL 4500
Pro 5200 /8200/ Pro Pro10000 Printer Printer Multifunction Printer Printer and
8200 Multifunction Multifunction
Printer Printer TAA
Compliant (US
Only)
Printer access EWS EWS EWS EWS EWS
control
Disable USB FP/EWS/WJA FP/EWS/WJA FP/EWS/WJA FP/EWS/WJA FP/EWS/WJA
drive
Job Storage Yes Yes Yes Yes Yes
Mode and PIN
printing
Wizard setup Yes Yes Yes Yes Yes
configuration
CA/ID EWS//WJA EWS//WJA EWS//WJA EWS//WJA EWS//WJA
Certificates
SIEM tools YES YES NO NO NO
Security event NO NO NO
logging YES YES
(Sysslog)
IPSec EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA
TLS/SSL Yes Yes Yes Yes Yes
Encrypt web EWS//WJA EWS//WJA EWS//WJA EWS//WJA EWS//WJA
comms
FIPS-140 Yes, only using SED Yes, only using SED Yes, only using SED Yes, only using SED Yes, only using SED
TPM Yes Yes No No No
Data security — Authentication
802.1X Yes Yes Yes Yes Yes
Authentication
NTLM V2 V2 V2 V2 V2
Data security - Protected data in storage
External HDD No No No No No
Removable HDD No No No No Yes
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Self-encrypted Yes Yes Yes Yes Yes
hard disk
Secure file EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA
erase
Secure disk EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA
erase
Disable internet No No No No No
connection
Exclude Yes Yes Yes Yes Yes
personal info.
from accounting
Disable ePrint FP/EWS FP/EWS FP/EWS FP/EWS FP/EWS
Center
connectivity

Document security — PIN printing

Job Storage Yes Yes Yes Yes Yes
Mode and PIN
printing
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5. Large Format scanners: security features summary

Multi-function printers (MFPs) consist of two main parts: the printer and the scanner. For the scanner, refer to the table below.

DJ 4500 MFP/T1100 | HP HD/SD Pro PageWide XL T1120 SD- T2300MFP  T2500MFP | T2530MFP  T3500MFP | T830MFP  T2600 MFP XL3600
MFP, HD-MFP Series Scanner* MFP series MFP MFP
DJ 4520 Scanner HP HD Pro 2
Je
DJ 4500 Scanner S
NI HN Srannar
Firewall Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Disable FTP & Yes Yes Yes N/A Yes Yes Yes Yes Yes Yes Yes
Web Access
Access to Yes, by default (FTP | VYes, by default N/A N/A N/A N/A N/A N/A N/A N/A N/A
images in & EWS - Read only) (FTP & EWS -
scanner through Read only)
network
Security patches Through scanner SW update Through FW update
Install scanner Possible but not Possible but not N/A N/A N/A N/A N/A N/A N/A N/A N/A
software into a official process official process
separate PC
NTLM N/A V2 V2 N/A V1 V2 V2 V2 V2 V2 V2

* HD/SD Pro Scanners are standalone scanners, meaning they are not attached to a printer by default. They include a Panel PC to operate them, which is running a custom version of Windows loT. This is a
closed operating system that prevents software installations and settings changes that can affect system performance or security. This also implies that it is not possible to install third-party software or

third-party printer drivers. Different Windows OS are used depending on the model:

e Windows 10 loT Enterprise LTSC®

Includes a firewall that cannot be disabled.
The scanner cannot be pinged from the network to increase security.
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*  Windows 7 Embedded Standard®
- The scanner can be pinged from the network.

64



HP DesignJet and PageWide XL Printers Security Features

6. Ports used in HP printers

Below you can find a list with the ports used by HP printers. Some connection problems are caused by a firewall blocking the needed port. They are ordered by protocol or
function.

NOTE: Ports may change as HP products develop and evolve; these changes will be communicated to the official channel and the documentation will be updated.

Protocol/Function Purpose and consequences of disabling it Configuration DesignJet & DesignJet &

PageWide XL PageWide XL

SFP MFP

FTP Printing TCP 20,21 | In/Out | Printing. It will be impossible to send documents to | [EWS] > Network > Other Yes Yes
the device via FTP protocol. Rarely used. It depends | Settings > FTP Printing
on connection tracking (firewall feature).

Scan to Network TCP 21 Out Scan to network folder. MFPs will not be able to [EWS] > Setup > Scan to network No Yes

(FTP) send scanned date to an ftp server.

Telnet TCP 23 In This port can be used for remote configuration of [EWS] > Network > Other Yes Yes
the HP Jetdirect device when there is no other Settings > Telnet Config

configuration method, or it can be used to check the
current configuration.

Email sending TCP 25, Out Email. Newer HP Printers and Multi-Function [EWS] > Settings > Email Server Yes Yes
(alerts &job 465, 587 Devices have the capability of sending e-mail alerts
scanned) directly from the device. The port is configurable,

and others could be selected instead.
IPsec/Firewall TCP In/Out | It will become impossible to use encrypted secure [EWS] > Network > TCP/IP Yes Yes

50/51, connection to the device over the Internet or LAN. It | Settings
UDP 500 would also become impossible to set up

ports/services mapping/forwarding.

LLMNR UDP 5355 In Resolving device name. The device will not be able [EWS] > Network > Other Yes Yes

to introduce itself in local network when DNS name | Settings
resolving is inaccessible. It should have no impact
for OS X. Mostly used in Windows.
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Protocol/Function

Purpose and consequences of disabling it

Configuration

DesignlJet &

Security Features

Designlet &
PageWide XL PageWide XL

DNS TCP, UDP Out DNS. Allows devices to resolve hostnames used by | [EWS] > Network > TCP/IP Yes Yes
53 any feature that requires outgoing connections. Settings > Network |dentification
DHCPv4 and BOOTP | UDP 67, In/Out | DHCPv4 and BOOTP. [EWS] > Network > TCP/IP Yes Yes
68 Settings > TCP/IP(v4)
TFTP (Trivial File UDP 69 In/Out | This port is used for configuration and upgrading of | [EWS] > Network > Other Yes Yes
Transfer Protocol) the Jetdirect firmware. Only in the case that the Settings > TFTP Configuration
configuration file Jetdirect card is used: configuration through this File
protocol cannot be used. Rarely used.
HP Jetdirect XML TCP 80, In Some HP software utilities may perform web [telnet] > TCP/IP Menu > Other Yes Yes
services 8080 service requests to this port to retrieve device Settings > EWS Config
status information. If disabled, the printer EWS [Control Panel] > Settings >
would not be reachable, and HP Web Jetadminand | Security > Embedded Web
other utilities might not work. Server
[Control Panel] > Settings >
Security > Web Services Printing
& Management
AFU, Connectivity TCP 80 Out Access to the Automatic Firmware Upgrade host [EWS] > About printer > Yes Yes
Test (under hp.com), performing connectivity tests. If Firmware Update
disabled, the printer will not be able to [EWS] > Connectivity > Services
automatically receive the latest FW upgrades and > Settings > Services > Printer
the connectivity test will always fail. Data Sharing Agreement
Kerberos TCP,UDP | In/Out | Used by HP Large Format devices for Kerberos [EWS] > Security > Access Yes Yes
88 authentication. Control > Windows Sign In
Configuration
[EWS] > Network > Security >
IPsec/Firewall
NetBIOS, SMB (Scan | TCP 139, Out Scan to network folder (to SMB destination). If [EWS] > Setup > Scan to network No Yes
to network) 445 disabled, MFPs will not be able to send scanned

data to networks folders.
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Protocol/Function

Purpose and consequences of disabling it

Configuration

DesignlJet &
PageWide XL

Security Features

Designlet &
PageWide XL

SDK (SNMP) UDP 161 In This port can be accessed by any SNMP [EWS] > Network > Security > Yes Yes
Management utility. HP Web Jetadmin use SNMP to | Mgmt. Protocols > SNMP
configure and query the status of a printer.
SDK (SNMP traps) UDP 162 | In/Out | This port can be used when the network is [EWS] > Network > Security > Yes Yes
configured to capture trap information. Many SNMP | Mgmt. Protocols > SNMP
Management utilities can be configured to capture
traps.
LDAP TCP 389 Out LDAP client. Allows Large Format devices to [EWS] > Security > Access Yes Yes
perform address lookups and authentication. Host | Control > LDAP Sign in server
and Port can be configured. [EWS] > Setup > Address Book
SLP (Service UDP 427 | In/Out | Devices use SLP for advertising their services. Some | [EWS] > Network > Other Yes Yes
Location Protocol) HP software utilities use SLP to automatically Settings > SLP
discover and automatically install a printer on the
network. The device will not be discoverable over
SLP from DMF - impact is minimal if Bonjour is
enabled (SLP is treated as legacy technology).
EWS, Web Services TCP 443 | In/Out | The printer connects through HTTP over TLS/SSL to | [EWS] > Network > Mgmt. Yes Yes
(Fibonacci, RIO, several cloud services. IPP Jobs that include HTTPS | Protocols > Web Mgmt.
ePrint) references may also require downloading the print | [telnet] > TCP/IP Menu > Other
job using HTTPS. Settings > EWS Config
If disabled, it will not be possible to use the HP [Control Panel] > Settings >
Connected service or to send usage data to the HP Security > Embedded Web
usage server (Fibonacci) or to the supplies Server
reordering service (RIO). [Control Panel] > Settings >
Security > Web Services Printing
& Management
Syslog UDP 514 Out Allows the device to send syslog events to a syslog | [EWS] > Network > TCP/IP Yes Yes
server. Host and Port can be configured. Settings > Advanced
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Protocol/Function

LPD (Line Printer

Purpose and consequences of disabling it

Configuration

Security Features

DesignJet &  Designlet &
PageWide XL PageWide XL

TCP 515 In LPD Print Protocol. It will disable LPD printing from | [EWS] > Network > Other Yes Yes
Daemon Windows or 0S X, which is almost never used by Settings > LPD
protocol/Line Printer end users as it is a legacy protocol. [EWS] > Network > Other
Remote protocol) Settings > LPD Queues
printing
DHCPv6 UDP 547 | In/Out | DHCPv6 [EWS] > Network > TCP/IP Yes Yes
Settings > TCP/IP(v6)
IPP (Internet Printing | TCP 631 In IPP Printing Protocol. This protocol is used by [EWS] > Network > Other Yes Yes
Protocol) printing AirPrint and some HP Software utilities. In the HP Settings > IPP Printing
DesignJet T790/795/T1300, this feature is only
available with the Jetdirect accessory. It can be
manually used from Windows or Mac.
LDAP over TLS TCP 636 Out LDAP over TLS client. Allows Large Format devices [EWS] > Security > Access Yes Yes
to perform address lookups and authentication. Control > LDAP Sign in server
Host and Port can be configured. [EWS] > Setup > Address Book
Certificate TCP 829 In Used for certificate management. If disabled, the HP | [EWS] > Networking > Security > Yes Yes
management WJA fleet management tool might not work. Mgmt. Protocols
service
WS-Discovery UDP 3702 | In/Out | Multicast discovery protocol to locate servicesona | [EWS] > Network > Other Yes Yes
local network. If disabled, the Windows HP Installer | Settings > WS-Discovery
will not work, and Windows will not automatically
choose WS-Print as path to print. Usually for
Windows hosts.
Web Services for TCP, UDP In Web Services for Devices, Usually for Windows [EWS] > Network > Other Yes Yes
Devices 3910, hosts. Settings > WS-Print
3911
HP ePrint TCP 5222 Out Used by HP ePrint to connect to HP cloud services [Control Panel] > Connectivity > Yes Yes
(email printing). Services > Settings > Services >
HP Connected
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Protocol/Function

Purpose and consequences of disabling it

Configuration

[EWS] > Setup > HP ePrint
Connectivity

DesignlJet &
PageWide XL

Security Features

Designlet &
PageWide XL

Bonjour UDP 5353 | In/Out | Used for IP address and name resolution. It will [EWS] > Network > Other Yes Yes
disable advertising of services supported by the Settings > Bonjour
device including 9100 printing, LPD printing and
IPP/IPPS printing used on OS X for device discovery.
AirPrint, printing from Android and HP Smart App
will not work.
Web Services TCP 7627 In HP Web Jetadmin software may perform web [Control Panel] > Settings> Yes Yes
service requests to this port to retrieve device Security > Web Services Printing
status information and manage the device. & Management
SDK (Scanner) TCP 8076 In Sending scanned data out of the MFP. If disabled, [Control Panel] > Settings> No Yes
software applications getting data using the Security > Web Services Printing
scanner SDK will not work. & Management
SDK (Paper TCP 8085 In Some HP software utilities and HP SDK for RIPs may | [Control Panel] > Settings> Yes Yes
management) perform web service requests to this port to Security > Web Services Printing
retrieve and configure paper preset information. & Management
SDK (Remote TCP 8086 In Some HP software utilities and HP SDK for RIPs may | [Control Panel] > Settings > Yes Yes
management) perform web service requests to this port to Security > Web Services Printing
monitor and calibrate the device. & Management
SDK (XDM status) TCP 8090 In Some HP software utilities may perform web [EWS] > Network > Other Old devices | Old devices
service requests to this port to retrieve device Settings > XDM
status.
9100 printing TCP 9100 In Default printing port for HP driver and HP SDK. If [EWS] > Network > Other Yes Yes

disabled, it will become impossible to print RAW
documents (plain text/JPEG/PNG) on remote
devices in the local network or internet, using port

Settings > 9100 Printing
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Protocol/Function

9100. This is one of the main printing ports for
Windows & Mac.

Configuration

DesignlJet &
PageWide XL

Security Features

Designlet &
PageWide XL

9101 printing TCP 9101 In Alternative printing port for HP SDK. If disabled, it [EWS] > Network > Other PageWide XL | PageWide XL
will become impossible to print using RIP Settings > 9100 Printing only only
applications based on LFP SDK. [EWS] > Network > Other

Settings > Enable High Speed
Mode

9102 printing TCP 9102 In Alternative printing port for HP Smart Stream. [EWS] > Network > Other PageWide XL | PageWide XL
Settings > 9100 Printing only only

[EWS] > Network > Other
Settings > Enable High Speed
Mode
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Appendix 1 —Web Jetadmin

HP Web Jetadmin is a printer management solution capable of performing different functions on a fleet of devices.
This includes device configuration, alerts subscription, and printer status information. The tool allows the user to set
up a configuration template and send it to a list of printers. For instance, HP Web Jetadmin can be used to carry out
the following operations (assuming they are supported on the device):

e Disable protocols.
e (Control panel access lock.
e Setup Admin password.

e USB drive control. (Enable or disable the use of the USB to print or scan, enable or disable the possibility of
upgrading the firmware from a USB.)

e (Change the settings of Secure File Erase.

e Schedule a Secure Hard Disk Wipe.

e Remote firmware upgrade.
Please refer to Web Jetadmin documentation for updated information on supported features.
HP Web Jetadmin can be downloaded at the following link:

http://www8.hp.com/us/en/solutions/business-solutions/printingsolutions/wija.html

Manageability contract for Large Format Printers

Since the introduction of HP PageWide XL printers, the list of features supported by HP Web Jetadmin is included in
a Manageability Contract (MC DJA) that is periodically updated. Each version of the Manageability Contract builds on
the features of the previous version and adds support for additional functionalities. This means that MCA DJA 2.0
includes all the features of MC DJA 1.0, and some extra ones.

Currently, two versions of the MC DJA exist:

MC DJA Version 1.0 2.0
Products implementing it PageWide XL 76,76 Pro, Z9+, 79+ Proand T1700
Configuration features Basic device identification Access control
Basic device settings Permissions by role
Basic security settings User role mappings
JD J8022E settings Device user accounts

Common email server settings
Enable Scan to email
Enable printer firmware update

Supply status Yes Yes
Device status & alerts Yes Yes
Firmware upgrade Yes Yes
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MCDJA1.0

Device identification Device settings

System Contact
System Location
Asset Number
Company Name
Contact Person

Control Panel Language
Printer Wakeup
Sleep Delay Time

Security settings

Color Copy Option
Control Panel Access
EWS Password
Enable Host USB
Enable Save to Network Folder
ePrint Settings

J8022E
networking settings

DNS Server
HTTP Idle Timeout
IPv4 Information
IPv6 Information
Link Setting
mDNS Service Name

Security Features

J8022E
security settings

8021X
Access Control List
Encrypt all web communication
Encryption Strength
SNMP Community Name
SNMP Version Access Control

Device Name
IPsec/Firewall Policy

Network Enable Feature
SNMP Trap Destination Table
TCP Idle Timeout
TCP/IP Configuration Method
WINS Server
DHCPv4FQDNCompliance
Error Handling
IPP Printer Install Wizard
mDNS Service Name
Locally Administered Address
System Log Server Info
Webservice Print
TCP\IP Domain Suffix
Upload CA Certificate
Upload JetDirect Certificate
Proxy Server

MCDJA 2.0 - Only additions are shown
J8022E

security settings

J8022E
networking settings

Device settings & Digital

Device identification : Security settings
sending

Common email server
Enable Scan to email
ePrint settings

Enable firmware update
File system password
Erase all stored files
Access control for device
functions
Device user accounts
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Appendix 2 — JetAdvantage Security Manager

The HP JetAdvantage Security Manager is a fleet security management tool, which allows the user to apply a security
policy across a fleet of devices, monitor the security of these devices, and secure new devices as soon as they are
added to the network. This tool can generate security reports to monitor compliance with user defined security
policies.

HP JetAdvantage Security Manager can be downloaded at the following link:

http://www8.hp.com/us/en/solutions/business-solutions/printingsolutions/security_manager.html

Please refer to HP JetAdvantage Security Manager documentation for updated information on how to use the tool
and supported features.

Policy compatibility features (HP DesignJet T1700/26/29+/ Z6 Pro/Z9+ Pro Printer Series)

Authentication
Authentication Services

| 802.1x Authentication v
802.1x EAP-TLS Y
‘ Certificate Management
Identity Certificate Y
CA Certificate Y
‘ Credentials
| Admin (EWS) Password
Minimum Password Length N
Admin (EWS) Password Y
Password Complexity N
Account lockout N
| SNMPv1/v2 Read only enabled
Read Community Name Y
Read/Write community Name Y
Default SNMPv1/v2 Credentials v
Access
SNMPv3 Y
SNMPv3 User Name Y
Minimum Password Length N
Password Complexity N
Authentication Passphrase Y
Privacy Passphrase Y
Encryption algorithms Y
Account lockout N
Device Control
/0 Timeout N
‘ Control Panel
| CPLock \ v
‘ Device Security Checks
Check for Latest Firmware Y
Check for Latest Jetdirect Firmware N
| External Connections
| Host USB Plug and Play N
| Logging
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‘ System Logging

| Stored Data

| File Erase Mode

\ Device Discove

ry

Service Location Protocol (SLP)

|Pv4 Multicast

LLMNR

WS-Discovery

Bonjour

~<|<|<|=<|<

Network Secur

ity

Internet Protocol Security (IPsec)/Firewall

FIPS 140 Compliance Library

Windows

Verify Certificate for IPP/IPPS Pull Printing

Enable WINS Port

WINS Registration

ZZ2Z22Z22|<

| Access Control

Allow Web Access

~<

Access control List

~<

] Network Services

Novell Remote Config (RCFG)

Telnet

TFTP Configuration File

HP Jetdirect XML Services

Certificate Management Service

FTP Firmware Update

<|<|<|z|<|z

| Web

Require HTTPS redirect

~<

HTTPS

~<

| Web Encryption Settings

Web Encryption Strength

Ciphers

TLS 1.2

TLS 1.1

TLS1.0

SSL 3.0 - Insecure Protocol

Embedded Web Server Access

<|z|<|<|<|<|=<

Printing

Standard TCP/IP Printing (P9100)

AirPrint

LPD/LPR

Internet Print Protocol (IPP)

Secure Internet Print Protocol (IPPS)

Web Services Print (WS-Print)

File Transfer Protocol (FTP)

AppleTalk

DLC/LLC

Novell (IPX/SPX)

Zzlzlzi<|<|<|<|<|<|<
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Appendix 3 - Security Manager

The HP ProtectTools Security Manager can be configured to prevent unauthorized access using Smart Cards, TPM
Embedded security chips, USB tokens and other security technologies.

HP ProtectTools Security Manager is completely customizable, which gives business customers the flexibility to
choose the level of security that best meets their needs. The optional integrated Smart Card Reader on select
notebook families provides simple deployment and management of this solution. In addition, HP ProtectTools
Security Manager is now available on a wide array of Business Notebooks and select Business Desktops and
Workstations. Built on open standards and HP intellectual property.

Plug-in modules:
e Smart Card security for HP ProtectTools
¢ |Initialization and configuration of the Smart Card
e Manage Smart Card accounts and security settings
e Integration with supporting notebook BIOS requiring Smart Card to continue pre-boot process
e Embedded Security for HP ProtectTools
e TPM Embedded Security Chip configuration and management
e (redential Manager for HP ProtectTools
e Multifactor Windows Authentication
e Single sign-on
e BIOS configuration for HP ProtectTools

e BIOS configuration and security settings from within the HP ProtectTools Security Manager console

Benefits:

e Smart Card-based solution is based on open standards, meaning easy implementation, integration, and
maintenance.

e Same Smart Card can be used for multiple devices, including notebooks and handhelds, and multiple
applications, such as user authentication and building access.

e HP ProtectTools Security Manager can complement other layers of authentications, such as TPM encrypted
passwords, fingerprint ID, biometrics and USB Tokens.

e (onsole design can grow to incorporate new functionality from within the same user interface.

Find attached the links where you can find further information about it:

e User guide: http://h10032.www1.hp.com/ctg/Manual/c03564719

e Installation guide: http://h10032.www1.hp.com/ctg/Manual/c03564723

e Supported printers: http://h10032.www1.hp.com/ctg/Manual/c03601723
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e Licensing: http://h10032.www1.hp.com/ctg/Manual/c04677865

NOTE: To obtain an update for your solution or to renew vyour license, send an email toe-sw-ops-
support@hp.com with “Software Updates Portal” in the Subject line and include the name of the solution in the body
of the email.
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Appendix 4 - Netgard overview

Introduction

API's Netgard™ MFD product is a network access control device that is used for authenticating users who use
multifunction devices (MFDs) and peripherals to access the network. Through the use of a Common Access Card (CAC)
or Personal Identification Verification (PIV), this device prevents users from performing ‘Scan’, ‘Copy’ and ‘Print from
USB' operations without authenticating. Moreover, the ‘Job queue’ application is also protected.

When this feature is configured in the printer, the following “stand-up workflows” are restricted to unknown users:
e Scan (‘Scan to USB', ‘Scan to Email’, ‘Scan to HP Smart Stream’ and ‘Scan to Network folder’).
» Copy
e Print from USB
e Jobqueue

A user must be authenticated by inserting a Smartcard into the API Netgard card reader to gain access to those
workflows. A user who is not previously authenticated would not have access to those workflows.

The rest of the workflows such as “Print from Skylon” and “Print from Driver” are not protected (authentication is not
required to launch them) and, therefore, they are supposed to work normally.

User account

The user account that will be used for testing purposes is the following one:
Smartcard:
e PIN: 123456
FP settings
To enable Netgard, it will be necessary to configure the following setting at the Front Panel:
Settings > Partner menu > (...) User password > Extended workflows > API Technologies > Enable Netgard MFD
To configure the network and the Netgard appliance, it will be necessary to follow the next steps:

1. Select the “Connectivity” icon.

@ Ready J

© 0 @ @

Paper

O = e B

About printer Usage Settings User's guide

CI G

Optimize quality Connectivity

H
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<

=] Home(F7) | Left(F8) | Back(F9) | Help(F10) | Right(F11) | Cancel(F12) [

> Network 'D

2. Select thisicon:

Gigabit Ethernet

Connected.

HOST NAME:

BONJOUR NAME:

HP PageWide

IP ADDRESS:

Network

Gigabit Ethernet

3. Select the IPV4 SETTINGS option and set the Config Method as DHCP.
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TCP/IP
Gigi HOST NAME NPIC581A9
Gigi 1PV4 SETTINGS

IPV6 SETTINGS

IDLE TIMEOUT

From 0 to 3600

=3 270

4. Afterwards, select this iconin the FP: i

5. Finally, select OK to confirm the settings.

EWS settings

WEB PROXY

Apply configuration changes?

Press OK to confirm or Cancel to

exit

Cancel

1. Access to the EWS through this IP @: 15.196.22.211

2. Go to Setup > Security and apply the following configuration:

Security Features
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() HP PageWide XL 5000PS Blueprinter

Logaed in as adminsiralor Printer status: & Ready &

[ T erinn Cotomer oot Progan | oo

Configuration

Printer seftings Security =
Securily Local administrator user account

Access Gontrol

HP ePrint connectvity * Access control i currently enabled. Change access control sebings

E-mail server

Adaress Book

[0 Disable USB drives
[ Disavie frmware: update from USB

AnONymoUS US30e IMfarmation storage

Maintenance =7

Fimware upoate

Paper management

Selact 2n option to st the level of the control panel access lock

O unlock

®  Minimum Lock
O Moderate Lack
O intermeaiate Lock
O Maxmum Lock

3. Go to Networking > Authorization and set a password for the ‘Administrator’ account.

@ HP PageWide XL 5000PS Blueprinter

NPIC58242 /15.196.4.199

“m Networking Customer Involvement Program Support

"l User:admin
d Looon
Configuration

TCP/IP Settings AUthorization m ‘ m

Network Settings Admin, Account Access Control

Other Settings Use the fields below to set or change the Administrator Password. When set, the Administrator Password will be required before you can access and change To disable the Password, leave
the entries biank

Web Proxy

Security Note: You may choose to automatically set the SNMPv1/v2 Set Community Name to the Administrator Password. If you use HP Web Jetadmin, you will need to provide the Adminisirator Password as the SNMP Set Community
Name

Settings

Authorization Username: admin

Mgmt. Protocols Passward: ]

é02 D Autnentcaion ConfimPassword: [ ]

IPseciFirewall

Diagnostics [ Use the Administrator Password as the Set Community Name

Network Staistics P
Protocol Info

Configuration Page

Netgard MFD configuration

Basic configuration of Netgard MFD for HP printers

The Netgard MFD DHCP Server
feature has to be activated on
the device and in the advance
configuration the primary and
secondary DNS have to be
replicated as the same obtained
from the outside DHCP Server.

The printer must be configured
to send scanned documents to
network folder, ftp server, etc.
The printer also need to be
configurated with IP address
192.168.245.30 which would be The DEV interface has to be
obtained authomatically from 192.168.245.1
the Netgard MFD by DHCP

&

|Defau|t LAN interface is DHCP

protocol.

Netgard MFD user interface access

1.

Connect your computer to the MGMT port of the Netgard MFD and assign to your computer an IP address in
the same subnet than the MGMT port. It is recommended to use the following details:

IP: 192.168.20.20

Subnet: 255.255.255.0
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o (Gateway: 192.168.20.1

2. Open a Firefox window and enter the default address (https://192.168.20.1.8080/) of the Netgard MFD in
the Firefox web browser address bar. After entering this address, the Netgard MFD will display the login
screen. The login page authenticates users and ensures that only the ones who are authorized can view or
modify the device settings.

Al
AN BAVY N PR ‘- —_— ‘ o ™
A\ | YPLCI\ Netgard MFD
Login Login
Welcome to the API Cryptek
Netgard MFD

The login page authenticates users
and ensures that only authorized
users can view or modify this
device's settings.

User Name: [admin ]

Password: [sesssses ]

T ST

Capyright & 2011 by API Cryptek, Inc
All Rights Reserved.

You have to insert the User Name and Password to log in:
User Name: admin
Password: password

3. When the user is logged in, select the Network tab.
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onnan wum b o\ o
1 PQC’\

NETWORK SCAN/PRT SETUP ADMIN

Configuration Advanced Configuration Routing :: IPv4 - IPv6 Translation

i Network » Configuration

802.1X

System

Host Name: [mfd2080

Device IP Settings

Netgard IP Address: [t92.168.245.1

Subnet Mask: |255.255.255.0
: Network
Copier IP Address: [192.168.245.30 Configuration

LAN IP Settings

Enable DHCP client? @® VYes O No

Netgard MFD

Related Links

Netgard MFD Status
Netgard MFD Statistics
View Event Logs

HELP
MORE»

This is the basic configuration page for
Netgard MFD. Netgard MFD requires the
settings on this page to be set
appropriately in order to configure this
device in-line between the mukifunction
device (i.e., printer/scanner) and the

Static 1P Address: [14.196.1.235 office LAN network.
Subnet Mask: [255.255.240.0 '
Gateway: [14.191.0.1
Primary DNS Server: |14g. 191.3.1
Secondary DNS Server: [14.151.3.2
IP Version
Current IP Version: P

Change IP Version To:

Management Port IP Settings

1P Address: [192.168.20.1 |

[255.255.255.0 |

For HP printers the user has to apply some changes in the default Netgard MFD configuration:

Subnet Mask:

Netgard IP Address: 192.168.245.1
Subnet Mask: 255.255.255.0
Copier IP Address: 192.168.245.30

4. Go to Advance Configuration and check that the DHCP server is enabled.
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Ptci(“ Netgard MFD

SCAN/PRT SETUP

1

NETWORK
Configuration

ADMIN

Advanced Configuration IPv4 - IPv6 Translation :: 802.1X

Routing

% Network » Advanced Configuration Related Links

Device DHCP Server

Netgard MFD Status
Do you want to enable DHCP server? @ Ves @ No Netgard MFD Statistics

View Event Logs

Domain Name: [bchp.com | -
) HELP
Primary DNS Server: [14. 191.3.1 I
MORE»

Secondary DNS Server: [14.191.3.2 |

Network
WINS Server: [ | Advanced Configuration

This page contains the advanced
Lease Time: >4 Hours networking configuration options for

Netgard MFD. These fields are optional;
the required settings are in the
Configuration page.

Device Advanced Settings

MTU Size: 1500 Bytes
Speed: [ AutoSense v I

LAN Advanced Settings

MTU Size: 1500 Bytes
Speed: | AutoSense v |
Allow inbound traffic on all ports: @ VYes (O Only the ports listed below

Allow inbound traffic only on ports:"

Allow outbound traffic: @ No () Only the ports listed below

Allow outbound traffic only on ports:”

* Use commas to separate individual port numbers. Use a colon to indicate a range of ports. Example:

Set the following fields:

135:139,162,445

Domain Name: bchp.com
Primary DNS Server: This information is specified under the Network > Configuration section.
Secondary DNS Server: This information is specified under the Network > Configuration section.

5. Go to Scan/Prt Setup > Scan to Network.
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w wum A= o

ML

% Scan Setup » Scan to Network

Y

o~ pm |
L (AN

Do you wert to enable? O Yes @ No

Server P Address |

Port Number:

User's emall address fom

Force Emall to Seif?

Encrypt Email?
Encrypaon Type
Sign Email? @ ™
FTP
D0 you wert to enable? @ Yes O No
Server P Address =N
Poet Number E

Detaust 21
Acd User idertifier to e names? O Yes @ No
User idertifier from Eman Adress_~
File Server
DO you wert to enabie? @ v O™
Server P Address =
Port Number:

Defandt 139
Frewall

Do you wart 1o DISABLE the

Srewall and allow ALL rafic O Yes © No O

while scanning?

Oriy the ports listed below

Allow rafic orly on ports. |

Use commas to separage Indvidual port numbers
Use a colon to Indicate a range of ports
Example: 13%139,102.443

wath Third Party

D0 you went to forverd user detalls
to the server? O Y © "

Server P Address I

Port Number: V |

Scan to Home
D0 you wert to enabie? O Yes @ No
User Name: |
Password ]
Enabie OFS support? ) Yes @ ™

Domain Cortroller |

Domain Cortraller Name: |

ONS Domaln Name: l

Get User Home Directory fom

Yes ) ™
LDAP Server? -
Use Defined User Home l
Qurectory. SAM Accourt S IDJEDIPL UIDJ %e Name: %F S 9 Emall %€ UPN W

Netgard MFD

Reiated Links

Netgard MFD Status.
Netgard MFD Stagisscs

HELP MORE*

Netgard MFD |5 designed to always allow prt
|obs from the LAN siGe to pass though to the
device.

By Ottt a set of Srevandl nfes will block the
raMic from the device back to the LANL

This section allows you t configure the types
of raMc penmitted O pass fom e device o
e LAN (for example, Emall [SMTP] Sle
raraier protocol raMic [FTP). and fle server
trafic)

Security Features
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Apply the following settings:

Scan Setup Enabled/disabled Port
Depending on the server:
SMTP 25 or 465
IMAP 143 or 993
Scanto FTP Enabled 21
Scan to File Server Enabled 139
Scan to Home Disabled -

The Firewall has to be enabled while scanning (we have to make sure that the “No” option is selected at the
Firewall section). Moreover, the Integration with Third Party Document Management Application section
must be set as “No”.

6. Go to Scan/Prt Setup > CAC Settings.

Secure Prirt Refease Certficates

CAC Sewngs Logoe

CAC Settings Netgard MFD Status

CAC Login imeout E e Netgard MFD Stassscs

Integration with MFP

HELP MORE»
Use MFP LCD Panet for PIN Entry @ Yes O No Scan Setup
CAC Settings
Encrypt Data tofom MFP O Yes @ No CAC Login Thmeout (Mimustes): This 15 the Sme
(n minuees) for the Inactvity Smeout used by
Usten to MFP on Port Number: the CAC reader.
Detandt: 37151

I T

In the Integration with MFP section, set the Use MFP LCD Panel for PIN Entry parameter to “Yes” and the
Encrypt Data to/from MFP parameter to “No”.

7. Go to Admin > Management.
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[y

NETWORK SCAN/PRT SETUP

ADMIN

Management :: Utilities :: Users :: Dateand Time :: Licensed Features Management

% Admin » Management

Secure HTTP Management

Allow HTTPS

4 h faul o
Management by: @ Everyone (be sure to change default password)

(7) 1P address range

From: ]

To: ]

7) Only this PC:
!
Port Number: 8081
SNMP
le SNMP = =
Enable S ® Ves @ No

management of MFP?

Management Port

[F] pevice Port
[] Lan Port

@ Management Port

Apply

Reset

Related Links

Netgard MFD Status
Netgard MFD Statistics

HELP MORE>»

Admin

Management

The Management page allows you to
define the machine or machines that

can login to manage Netgard MFD via
Secure HTTP, Access to Netgard
MFD can be restricted by limiting the
IP addresses that can connect to it
The user will still be requirad to login
to the device with the correct User
Name and Password after connection
has been established.

Change the Port Number field to “8081". Then, the address to access to Netgard MFD Configuration will be

“https://192.168.20.1:8081".

Additional information

e When the Netgard feature is configured in a specific printer, in the case of changing the printer by a different
one, it will be necessary to disconnect the appliance (unplug the power supply cable from the appliance)
before connecting the Netgard HW to the new printer; otherwise, it will not be possible to configure the

Netgard feature.

e Netgard is not compatible with other features such as “Abacus”, “Planwell”, etc. Therefore, it's necessary to

make sure that all those features are disabled in Front Panel.
e For further information, please, refer to the documents below:
o CACreaders.pptx

o APINETGARD with DHCP (Faltan logos y ultima revision).docx

DesignlJet Printers supported:

e HP DesignJet T2500 and T3500 MFP

e HP Designlet T795, 7920, T930, T1530, T2530 and T1500 printer series
PageWide Printers supported:

e HP PageWide XL 8000 Printer series

e HP PageWide XL 5000 Printer series

e HP PageWide XL 4000/4500 Printer series
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@ Security Glossary

HP Designlet & PageWide XL printers

This glossary lists words and features you might hear or read in a security document.

Please note that the features and protocols listed are not all integrated into the HP Designlet or PageWide XL
printers.
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Device protection related

BIOS

BIOS
The BIOS (basic input/output system) is the program used to get the printer system started after it is turned on.
HP Sure Start

It validates the integrity of the BIOS at every boot cycle. If a compromised version is discovered, the device
reboots using a safe, “golden copy” of the BIOS.

UEFI Secure Boot

Method to prevent the loading of unauthorized operating systems during the system startup. Based on the UEFI
Forum specification (www.uefi.org).

CONFIGURATION

Disable ports and protocols

It allows the administrator to select which protocols and services are enabled. Restricting the enabled protocols
to only those that are actually needed means the administrator can reduce the risk of vulnerability.

Instant-On Security

Devices supporting Instant-On Security features can be automatically added into the Security Manager as soon
as they are connected to the network or from reset without any intervention. Instant-On Security immediately
configures the device to be compliant with the corporate security policy.

SNMPv3

SNMP is a protocol to get and configure printer information. SNMPv3 is the encrypted version. When enabled,
only the client applications knowing the keys will be able to access the printer using this protocol.

FIRMWARE

HP signed firmware packages

Firmware packages are digitally signed by the HP Code Signing group. The printer uses the public key of this
group to verify the signature before installing the new firmware, thus ensuring that only legitimate firmware
from HP can be installed in the printer.

Only forward firmware security upgrades

Behavior of the firmware that prevents installation of older firmware releases that have known security
vulnerabilities.

RD only file system
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Solution to guarantee that the firmware cannot be altered. It is based on configuring the filesystem where the
printer firmware is located as a read only partition.

Remote firmware upgrade

This service allows an administrator to configure the printer to check for availability of new firmware versions
and prepare them to be installed. For the administration of large networks with several printers, HP recommends
using the HP Web Jetadmin software to upgrade the printer or multi-function printer firmware.

Whitelisting
Feature that ensures at startup integrity of all the code and data used to control the printer, guaranteeing that no
malicious code is executed.

FRONT PANEL

Front Panel access lock

This feature allows the printer administrator to define which Front Panel menus and applications are available for
non-administrator users.

Hide IP address from front panel

An option in the Service Utilities menu of the front panel to show/hide the Internet Protocol (IP) address of your
printer. If the address is hidden, only registered users or network administrators will know the correct address to
submit jobs to the printer.

PASSWORDS

File system password

The File system password feature helps protect the printer’s data storage system options from unauthorized
access. With the File system password configured, the printer requires the password before it will allow
configuration changes to features that affect the data storage system. Some of these features are the Secure
disk erase mode, the Secure storage erase feature, and the File system access options.

Individual passwords

Each user that wants to interact with the printer must have a different password.
SECURITY EVENTS

Logging and auditing

System to monitor the security of the printers. It requires that the printer logs all the security events and uploads
them to a server. It also requires a tool to generate reports using server data. This feature is part of the Common
Criteria requirements.
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Data protection related

AUTHENTICATION

802.1X

Protocol that the printer uses for its authentication in some networks.

Access control list

It allows the administrator to specify which IPv4 addresses on the network are allowed access to the device.
Authentication & authorization workflows with card readers

Users authenticate themselves using an ID card and a card reader before they can scan/copy/print.
Authentication & authorization walk-up workflows based on Argos OnBoard, ABC Imaging, HP Cost recovery

The users authenticate themselves by providing their identification and passwords through the printer Front
Panel. The printer connects to the specific server to get authorization for the required workflow. The user
information is then stored in the job accounting, thereby enabling cost recovery solutions.

HP Access Control

HP solution based on the OXP interface that offers secure workflows through authentication with LDAP, secure
pull printing and job accounting/cost allocation.

LDAP

Protocol used to access directory services to get information about users, devices, printers, etc. The most used
directory service is the Windows Active Directory.

LDAP authentication

The device requires a username and password from an LDAP directory. Currently using the LDAP directory as the
authentication source through an LDAP Bind. If users have LDAP Bind rights, they will be able to authenticate via
LDAP authentication.

Authenticated scan & copy w/ LDAP

Users identify themselves in the Front Panel and the MFP authenticates them against the LDAP server before
proceeding with the scan or copy. The MFP can then access the folder required by the user from the LDAP server
to store the scanned/copied file.

Authenticated scan & copy w/ Kerberos and LDAP

In some enterprise environments, devices can only copy files in a server using the ticket provided by Kerberos. In
this workflow, the users identify themselves in the Front Panel and the MFP authenticates them against the
Kerberos server before proceeding with the scan or copy. The MFP then gets the folder where the
copied/scanned file needs to be stored from the LDAP server.
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Active directory

An advanced, hierarchical directory service that comes with Microsoft Windows servers (version 2000 or later). It
is LDAP-compliant and built on the domain naming system (DNS) used on the Internet. Workgroups are given
domain names, exactly like Web sites, and any LDAP-compliant client — such as Windows, Mac, or Unix — can gain
access.

Kerberos

Authentication protocol that enables two devices in a network to demonstrate their identities in a secure way.
Kerberos is the authentication service in Windows networks.

NTLMvZ

The authentication protocol used, among other cases, to access to SMB servers. The multi-function printers use
it to be allowed to write the scanned data into the network folders.

Role based access control

Different and dynamic roles can be defined in the printer and have different permissions about which
functionalities they are allowed to run. Users can be linked to a role. In this way, administrators will have a better
control over what they allow each user to do.

User authentication

The user is requested to authenticate at the device.
COMMUNICATIONS

Encrypted e-mail

It encrypts all e-mails sent by multi-function printers (i.e. scanned data) to protect the content from being read
by anyone that is not the intended recipient.

HTTPS

The standard secure (with authentication and encryption) version of the HTTP protocol. Printers and multi-
function printers can be configured to use HTTPS when accessing the printer through the Embedded Web Server,
or printing through solutions that use HTTPS.

Protocol

A protocol is a set of rules and guidelines for communicating data. Rules are defined for each step and process
during the communication between two or more devices. Networks must follow these rules to successfully
transmit data.

SSL
A cryptographic protocol for internet secure communications. It is used, for example, by HTTPS.
X.509

A standard for certificates using public keys. The certificates are the base to encrypt data for secure data
transmission between devices connected to the internet.

STORAGE

ATA password protected disks

The disk of the printer is functional only after the printer BIOS authenticates itself by providing a password. It
protects information on the disk even if the disk is removed from the printer and installed in a PC.
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Encrypted hard disk

Hard disk in which the data is stored applying an encryption method. This ensures that disk contents cannot be
read if the disk is removed from the printer and connected to a computer.

Secure file erase and disk erase

Procedures to ensure that actual data in storage systems is removed, avoiding any possibility of data recovery.
They are based on repeatedly writing multiple patterns in the areas were the original data was located.

Secure sanitizing erase

It conforms to the U.S. Department of Defense 5220-22.M specification for deleting magnetically stored data.
Secure sanitizing erase uses multiple data overwrites to eliminate trace magnetic data and also prevents
subsequent analysis of the hard disk drive’s physical platters for the retrieval of data.

Secure storage

A solution to storage critical information encrypting it (using hardware such as TPM or a virtual TPM). It is a way to
add another protection barrier to protect information as certificates even access to the HDD would have been
done.

TPM

Hardware component used to securely store cryptographic keys and perform cryptographic operations. The TPM
capabilities are used to add additional security protection to data stored in the system, such as certificates, and
to enable secure cryptographic operations to identify and communicate with the printer.

IP

Domain Naming system (DNS)

Converts host names and domain names into IP addresses on the internet or on local networks that use the
TCP/IP protocol.

Firewall
Provides a simple way to configure which IP addresses can be accessed to/from the printer.
IPsec

Suite of protocols for securing communications over Internet Protocol (IP). It authenticates and/or encrypts every
IP package. It is a way to secure data transmission without using upper protocols such as SSL, TLS or SSH.

VULNERABILITIES

TLS

The successor of SSL, which solves some of its vulnerabilities. It is used, for example, by HTTPS.
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Document protection related

On-demand document retrieval

It allows print jobs to be saved electronically in the device, or on an external server, until the authorized user is
ready to print them. The user provides a simple PIN code, or uses an authentication method supported for other
HP multi-function printers in walk-up operations, to release the print job.

Job held timeout

This feature is part of the Job retention feature. It limits a held job to the selected time, and then the printer
deletes it. You should select a reasonable timeout value for this setting to allow enough time for a user to walk
to the printer to print a job or to allow time for jobs to print in a queue.

Jobretention

This feature provides job retention options such as private job and hold job. You will be able to make sure that
they are present during printing to provide privacy for documents in the printer output bins.

Private job recovery

When configured in this mode, the printer holds the jobs in the queue with a user identifier. User must identify
themselves in the FP. After the authentication, the users can see their jobs in the queue and trigger the printing.
Users can only see their own jobs in the queue.

Private printing

The job is retrieved from a specific printer, which has been selected prior to sending the job.
Pull printing

Documents can be retrieved from a pool of printers.

Secure PIN printing

Method to protect user printout from others to access. It works by holding the job in the printer queue until the
intended recipient of the printed output provides his/her PIN through the printer Front Panel.

Secure print

An end-to-end workflow in which the data is secured by encrypting it just from the submission point (i.e. in the
driver).

Smart card
A smart card will be required by the device to access a certain function.
Encrypted PIN printing

The data sent to the printer when using the PIN printing feature is encrypted.
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Authentication Manager (LJ feature)

This feature enables administrators to secure Device functions by requiring users to log in with a specific log in
method for each function. For example, users may be required to log in with an Access Code or PIN to make
copies, yet be required to log in with a username and password to send e-mails.

Log in methods: The following Log in methods are available with the latest device firmware upgrade:

Group 1 PIN: Requires users to input @ numeric code for access when at the control panel of the device.
The numeric code entered by the walk-up user is compared to the first of two PINs stored on the device by
the Administrator. When the PIN is entered correctly, the user can proceed.

Group 2 PIN: Requires users to input @ numeric code for access when at the control panel of the device.
The numeric code is compared to the second of two PINs stored on the device by the Administrator.

LDAP (Lightweight Directory Access Protocol): Requires users to input a username and password that are
verified by an LDAP server.

HP Digital Send Service (if available): Also known as DSS. Requires users to enter credentials that are
verified by the HP Digital Send Service software. (HP Digital Send Service software must be available to use
this Log in method. If no DSS server is associated with this device, walk-up users will not be required to
authenticate before using the device)

Kerberos: Requires users to enter a username and password to be verified by a Windows Server.

For more information:
About HP DesignJet printers: www.hp.com/go/designjet
About HP Web Jetadmin: www.hp.com/go/webjetadmin
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